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July 1, 2008
Dear [First name] [Last name],

[ am writing to tell you that Houghton Mifflin Harcourt Publishing Company’s (“HMH”)
Information Security group has learned of a worldwide Internet-based attack that affected one of
our non- e-commerce websites on April 25, 2008. Immediately after the incident occurred,
HMH retained digital forensics experts to collect and analyze data from the relevant HMH
computer systems. Following a comprehensive assessment, they determined that your social
security number was contained in an internal database on the affected server, and may have been
compromised as a result.

We apologize and deeply regret that this happened. Please be assured that we have been and
continue actively investigating this incident and reviewing our policies and procedures to
identify and correct any potential vulnerability and to protect against intrusions of this sort. We
also have reported this matter to the U.S. Secret Service and state law enforcement, who are
actively investigating the incident.

Although we do not know whether any of your information has been misused, we are committed
to doing what we can to make sure support is available to you that will help you monitor your
credit and so that you know how to respond if you identify any problems.

To help protect you from the misuse of your personal information, we have arranged for
Consumerinfo.com, Inc., an Expertan® company, to provide you with a personal credit
monitoring product, for two years, free of charge. The product includes identity theft insurance
provided by Virginia Surety Company, Inc.

Information about how to enroll in this product is included with this letter. 1 encourage you to
read about this product carefully and to take advantage of this opportunity to enroll and help



protect your personal information. In order to sign up, you will need the personal enrollment
code included in the service description attached.

Again, we deeply regret any inconvenience caused to you by this incident. We value your
contributions to Houghton Mifflin Harcourt, and are aware of the trust you place in us. I have
asked our editors to reach out directly to everyone affected by this matter and I hope they will be
or already have been able to answer your questions. As referenced above, we have arranged with
Consumerinfo.com, Inc. to provide credit monitoring and fraud resolution assistance. Please call
Consumerinfo.com, Inc. at the number on the attached information sheet to enroll and find out
more about the product. If you have remaining questions that are not about the Experian credit
monitoring product, please call your contact at HMH, or my office, and we will try to find
answers for you as quickly as possible.

Sincerely,

o
ey @
Gary Gentel

President, Trade and Reference Division
Houghton Mifflin Harcourt Publishing Company



CREDIT MONITORING AND FRAUD RESOLUTION ASSISTANCE

Houghton Mifflin Harcourt has contracted with ConsumerInfo.com, Inc., an Experian®
company, to provide you with two years of free credit monitoring.

We encourage you to take advantage of the free credit monitoring membership. You
must enroll online or by phone within ninety (90) days from the date of this letter.
Unfortunately, according to federal law, we are not able to activate this membership for
you.

You may enroll online, or by telephone, seven days per week. You will be asked for an
Activation Code for this membership, regardless of the enrollment method you choose.
Your personal credit monitoring activation code is XXXXXXXXX.

+ To sign up online, please visit http://partner.consumerinfo.com/premium. If you sign up
online, all credit reports and alerts will be delivered via email.

* To sign up by telephone, call toll-free 866-584-9479. If you sign up by telephone, all
credit reports and alerts will be delivered by the US mail.

This credit monitoring membership will monitor and alert you about key changes in your
three national credit reports that may help you to identify any fraudulent activity. The
complimentary two-year membership in Triple Advantage®™ Premium includes:

e Daily monitoring of your three national credit files from Experian, Equifax® and
TransUnion

e Notifications alerting you of any key changes to your credit reports which may help
to identify possible fraudulent activity

e Monthly “no hit” alerts confirming the absence of key changes
Monthly trending of your credit score

e One, free three-bureau credit report upon enrollment and unlimited access to your
Experian credit report for the duration of the membership

e Access to a dedicated team of fraud resolution representatives if you should become a
victim of identity theft

e $25,000 in identity theft insurance* with no deductible provided by Virginia Surety
Company, Inc. (Please note that certain limitations and exclusions apply. *In
addition, due to New York state law restrictions, identity theft insurance coverage
cannot be offered to residents of New York.)

o Helpful information on safeguarding your personal information from identity theft, as
well as various financial calculators and tools






e Finally, all of the major credit reporting companies also offer you the opportunity to
freeze your credit file, which prevents the release of your credit report without your
consent. You should be aware that a freeze and the process required to lift it in order
to release your report may delay or interfere with approval of subsequent requests for
credit (including point of sale credit), insurance, government services or payments,
housing, employment, utilities and phone bills. Each of the three credit reporting
companies has its own process for requesting a freeze. Please refer to the websites of
each company for complete instructions.

Other Information

The FTC’s website at http://www.ftc. gov/bep/edu/microsites/idtheft contains a great deal
of helpful information about identity theft prevention. Suspected identity theft should be
reported to the FTC or other law enforcement authorities. The FTC’s contact information
1s as follows:

Identity Theft Clearinghouse
Federal Trade Commission
600 Pennsylvania Avenue, NW
Washington, DC 20580
1-877-1D-THEFT (438-4338)



