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This report shows publicly reported data breaches involving personally identifying information (PII) for the month of 
December 2005.  All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and 
the Open Security Foundation and is freely available for non-commercial ventures and academic research.



This report is a living document that is regenerated nightly as new information becomes available and is added to 
DataLossDB.  Please direct any questions or comments about the data contained within this report to Open Security 
Foundation.



Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written 
consent of the Open Security Foundation.



The following graphs show data loss incidents by data type and by business type over the period of this report.



Incidents
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ID Reported Records Orgs Summary Data Types

177 2005-12-02 900 Cornell University 900 individuals notified 
regarding possible breach

SSN, NAA

178 2005-12-03 ? First Trust Bank Stolen laptop contains 
personal information for 
thousands of current and 
former customers

SSN, ACC

179 2005-12-03 7800 University of San Diego 7,800 linked to USD told of 
network security breach

SSN, NAA

180 2005-12-06 530 Washington St. 
Employment Security Dept.

Stolen laptop contains 530 
names, Social Security 
numbers

SSN, NAA

181 2005-12-08 ? San Antonio Independent 
School District

Stolen laptop contains 
names and Social Security 
numbers

SSN, NAA

182 2005-12-08 26000 J-Sargeant Reynolds 
Community College

Over 26,000 names, 
addresses, and Social 
Security numbers posted on 
web

SSN, NAA

183 2005-12-08 ? Federal Reserve Bank About 8,000 personal and 
business checks lost from 
truck

NAA, FIN

184 2005-12-09 200 Oregon Community Credit 
Union

About 200 Social Security 
numbers, names and 
addresses in stolen car

SSN, NAA

185 2005-12-09 ? Idaho State University Social Security numbers, 
dates of birth, and 
passwords on hacked 
computer

SSN, DOB

186 2005-12-12 ? Sam's Club Breach exposed credit card 
data belonging to an 
unspecified number of 
customers

CCN

187 2005-12-12 2800 Aid To The Church In Need Criminals steal around 
2,800 credit card details

CCN, NAA

188 2005-12-12 5500 Iowa State University About 2,500 donors' 
encrypted credit card 
numbers and 3,000 staff 
Social Security numbers

SSN, CCN

189 2005-12-19 3800 Guidance Software Hacked database reveals 
about 3,800 credit card 
numbers

CCN

190 2005-12-21 2000000 DHL
LaSalle Bank

Tape with over 2 million 
customer records lost, then 
recovered

SSN, NAA

191 2005-12-22 70000 Ford Motor Company 70,000 names and Social 
Security numbers on stolen 
computer

SSN, NAA
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192 2005-12-28 206000 Marriott International Missing backup tapes 
contain credit card and 
Social Security numbers of 
206,000

SSN, CCN

1247 2005-12-21 4 Sunrise Volkswagon Customers credit 
applications taken without 
authorization

SSN, NAA, ACC
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