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This report shows publicly reported data breaches involving personally identifying information (PII) for the month of 
November 2006.  All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and 
the Open Security Foundation and is freely available for non-commercial ventures and academic research.



This report is a living document that is regenerated nightly as new information becomes available and is added to 
DataLossDB.  Please direct any questions or comments about the data contained within this report to Open Security 
Foundation.



Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written 
consent of the Open Security Foundation.



The following graphs show data loss incidents by data type and by business type over the period of this report.



Incidents

Copyright 2005 - 2009, Open Security Foundation

ID Reported Records Orgs Summary Data Types

481 2006-11-01 4600 U.S. Army Cadet 
Command

Stolen laptop contains 
Social Security numbers, 
addresses, birthdates 
and more for about 4,600

SSN, NAA

482 2006-11-02 1600 Manhattan Veterans 
Affairs Medical Center

Hundreds of veterans' 
names and Social 
Security numbers on 
stolen computer

SSN, NAA

483 2006-11-02 1400 Muskogee Veterans 
Affairs Hospital

Over 1,400 Social 
Security numbers and 
names on lost computer 
disks

SSN, NAA

484 2006-11-02 ? Greater Media Inc. SSN

485 2006-11-02 1243 Hilb Rogal & Hobbs
Villanova University

Names, birth dates and 
driver's license numbers 
of 1,243 on stolen laptop

NAA, DOB

486 2006-11-03 632 University of Virginia 632 students receive 
email with others' Social 
Security numbers

SSN, NAA

487 2006-11-03 1000 West Shore Bank About 1,000 debit card 
holders notified about 
compromise

CCN

488 2006-11-03 60000 Starbucks Social Security numbers 
and names of about 
60,000 on stolen laptops

SSN, NAA

489 2006-11-03 6244 Intermountain Healthcare Recovered hard drive 
contains Social Security 
numbers and names on 
6,244

SSN, NAA

490 2006-11-03 ? Wesco Unknown number 
affected by credit card 
transaction fraud

CCN

491 2006-11-06 200 Bowling Green Ohio 
Police Department

SSN, NAA

492 2006-11-07 5800 City of Lubbock Texas Social Security numbers 
for about 5,800 exposed 
on web

SSN

493 2006-11-09 1000 Calgary Health Region Contact information and 
medical information for 
about 1,000 children on 
stolen laptop

NAA, MED

494 2006-11-10 1000 KSL Services Inc.
Los Alamos National 
Laboratory

Personal information of 
about 1,000 on lost 
compact disc

MISC

495 2006-11-10 440 ARCO At least 440 have bank 
accounts compromised 
through gas station 
pumps

CCN
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497 2006-11-14 22500 Connors State College Social Security numbers 
and data for at least 
22,500 on stolen laptop

SSN

498 2006-11-15 762 Boeing Co. Social Security numbers 
and names of 762 
employees on stolen 
laptop

SSN, NAA

499 2006-11-17 143 Jefferson College of 
Health Sciences

143 students have 
names and Social 
Security numbers 
inadvertently released by 
email

SSN, NAA

500 2006-11-20 ? New York City 
Administration for 
Childrens Services

More than 200 case files 
filled with confidential 
information dumped on 
street corner

NAA, DOB

501 2006-11-21 15000 LogicaCMG
Scotland Yard

Bank account 
information for over 
15,000 policemen on 
stolen laptop

SSN, FIN

502 2006-11-25 7500 Indiana Department of 
Health

Stolen computers may 
contain women's Social 
Security numbers, 
names, and medical 
information

SSN, NAA

503 2006-11-27 1740 All Printing & Graphics 
Inc.
Chicago Public Schools

Social Security numbers, 
names, and addresses 
of 1,740 accidentally 
sent in mailing

SSN, NAA

504 2006-11-27 100000 Greenville South 
Carolina County School 
District

South Carolina SSN, DOB

505 2006-11-27 ? Johnston County North 
Carolina

North Carolina SSN, NAA

506 2006-11-28 38000 Kaiser Permanente 
Colorado

Stolen laptop contains 
names, dates of birth, 
physician/provider data 
on 38,000

MED, NAA

507 2006-11-29 2882 California State 
University Los Angeles

Social Security numbers 
and names of 2,882 on 
stolen USB drive

SSN, NAA

508 2006-11-30 11384 Pennsylvania 
Department of 
Transportation

Personal information for 
over 11,400 on stolen 
computers

SSN, NAA

509 2006-11-30 1700 TransUnion Credit 
Bureau

Scam companies gain 
access to more than 
1,700 people's credit 
information

SSN, FIN
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496 2006-11-11 44309 Hertz Global Holdings 
Inc.

Social Security numbers 
and names discovered 
on former employee's 
home computer

SSN, NAA

1314 2006-11-29 ? Computershare 
Shareholder Services Inc
Republic Bank Limited

Letters expose SSN 
through envelope window

SSN

1337 2006-11-20 ? Yates County Public 
Health

Stolen laptop containing 
health application data, 
including names, 
address, SSN and bank 
account details

SSN, NAA, MED, ACC

1338 2006-11-15 300000 LookTours LLC Stolen computers 
exposes customer 
details of 300,000

CCN

1365 2006-11-07 768 Lehman College Website exposed 
student list of names, 
addresses and SSN 

SSN, NAA
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