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This report shows publicly reported data breaches involving personally identifying information (PIl) for the month of
February 2006. All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the
Open Security Foundation and is freely available for non-commercial ventures and academic research.

This report is a living document that is regenerated nightly as new information becomes available and is added to
DatalLossDB. Please direct any questions or comments about the data contained within this report to Open Security
Foundation.

Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written
consent of the Open Security Foundation.

The following graphs show data loss incidents by data type and by business type over the period of this report.
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Incidents

Reported

Records

Orgs

Summary

Data Types

2006-02-01

2500

University of Colorado CO
Springs

Virus-infected computer
compromises personal
information for about 2,500

SSN, NAA

2006-02-02

Presbyterian Health Care
Service

450 patients' Social Security
numbers and credit card
numbers on stolen computer

SSN, CCN

2006-02-04

FedEx

Up to 8,500 W-2 forms
recalled when mailed to
wrong employees

2006-02-06

100000

2
Regions Bank

New credit cards being
issued for 100,000 following
breach

2006-02-07

Blue Cross Blue Shield NC

Over 600 member Social
Security numbers printed on
mailing labels

2006-02-09

200000

?

Bank of America
OfficeMax

Breach involving unknown
vendor leads to cancellation
of about 200,000 debit cards

2006-02-15

Suffolk County Clerks Office
NY

Over 7,000 homeowners'
Social Security numbers
posted on website

2006-02-15

Old Dominion University

601 student Social Security
numbers published to web

2006-02-16

Blue Cross Blue Shield
Florida

Contractor emails 27,000
names and Social Security
numbers to home computer

2006-02-16

350000

United States Department of
Agriculture

350,000 Social Security
numbers and tax IDs
accidentally released

2006-02-16

University of Washington
Med Ctr.

Hacker gains opportunity to
view patient medical records

2006-02-17

Mount St. Mary's Hospital

Stolen laptops may contain
Social Security numbers and
addresses

2006-02-17

Pelican Bay State Prison

Inmates gain access to
employees' Social Security
numbers, pension account
information

2006-02-18

University of Northern lowa

Laptop with about 6,000 W-2
forms illegally accessed

2006-02-20

Alltel

Customers' Social Security
numbers, addresses and
phone numbers found in
dumpster

2006-02-22

New Hampshire DMV

Cain & Abel program found
on server with credit card
information
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2006-02-22

4000

PricewaterhouseCoopers
Univ. Texas MD Anderson

Stolen laptop contains health
information and Social
Security numbers of 4,000
people

SSN, MED

2006-02-23

Deloitte & Touche
McAfee

Lost CD contains personal
details on over 3,000 current
US/Canada McAfee
employees and 6,000 former
McAfee employees

2006-02-23

Affiliated Computer Services
Denver International Airport

Credit card information stolen
from vendor in charge of
airport parking

2006-02-25

Ernst & Young

Stolen laptop contains names
and Social Security numbers

2006-02-20

Capital Computer
Associates, Inc.
Spencerport School District

The Social Security numbers
of 17 customer-employees
posted on website with
authentication requirements
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