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http://datalossdb.org
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This report shows publicly reported data breaches involving personally identifying information (PIl) for the month of
April 2006. All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the
Open Security Foundation and is freely available for non-commercial ventures and academic research.

This report is a living document that is regenerated nightly as new information becomes available and is added to
DatalLossDB. Please direct any questions or comments about the data contained within this report to Open Security
Foundation.

Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written
consent of the Open Security Foundation.

The following graphs show data loss incidents by data type and by business type over the period of this report.
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Incidents

Reported

Records

Orgs

Summary

Data Types

2006-04-01

?

Shorter College

Hacker potentially gains
access to student and
faculty information

SSN

2006-04-03

Authorize.net

About 3,000 suspicious
credit card transactions
processed

2006-04-07

DiscountDomainRegistry.co
m

Personal and financial
information exposed for
"thousands"

2006-04-09

Univ. of Medicine Dentistry
NJ

2,000 students and alumni
have Social Security
numbers and financial
information exposed

2006-04-10

Broward Co. Records
Division FL

Social Security numbers
and other information
posted to public web site

2006-04-12

Ross-Simons

Social Security numbers
and credit card nhumbers of
32,000 exposed by breach

2006-04-13

Fifth Third Bank

Insider compromises
personal information of
nearly 1,000 customers

2006-04-14

University of South Carolina

Social Security numbers of
1,400 students released by
email

2006-04-14

NewTech Imaging
Voluntary Employees
Benefit Association of
Hawaii

Social Security numbers,
names, and dates of birth
illegally reproduced for over
40,000

2006-04-16

Fraser Health Authority

Missing computer and disk
contains names, birth
dates, contact information
and referral reasons for
thousands

2006-04-20

Monarch Beauty Supply

Over 2,600 sales receipts
with credit and debit card
numbers thrown in
dumpster

2006-04-21

University of Alaska
Fairbanks

Personal information of
38,941 possibly stolen by
hacker

2006-04-21

Boeing Co.

Social Security numbers
and names of 3,600 on
stolen laptop

2006-04-23

197000

Univ. Texas McCombs
Business

Records including Social
Security numbers breached
for 197,000 people

2006-04-24

University of Virginia

Stolen computer contains
Social Security numbers
and names for students
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2006-04-26

2000

Mastercard
Clydesdale Bank - Morgan
Stanley

U.K.

CCN

2006-04-26

Purdue University Elec.
Comp. Eng.

1,351 notified following
breach involving Social
Security numbers

2006-04-26

Aetna Inc.

Stolen laptop contains
personal information on
about 38,000 members

SSN, NAA

2006-04-27

Iron Mountain
Long Island Railroad

Lost tapes include Social
Security numbers for about
17,000 current and former
employees

SSN, NAA

2006-04-28

U.S. Department of Defense

Personal information for
over 14,000 military
employees compromised
by hack

2006-04-20

Bear Stearns & Co Inc

System error causes
customer name, address,
account number and SSN
to be exposed

SSN, NAA, ACC

2006-04-13

Visiting Nurse Service of
New York

Three tablet laptops stolen
contained unencrypted
patient information

SSN, NAA, MED

2006-04-21

Syracuse University

Unknown breach of
personal data exposed at
university library

SSN, NAA

2006-04-01

?
Con Edison

15,000 W-2 forms
containing Social Security
numbers and addresses
lost in mail

SSN, NAA, FIN

2006-04-21

Impac

Stolen laptops possibly
contain personal
information of about 4,600

SSN, NAA, MISC
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