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This report shows publicly reported data breaches involving personally identifying information (PII) for the month of July
2006. All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the Open
Security Foundation and is freely available for non-commercial ventures and academic research.

This report is a living document that is regenerated nightly as new information becomes available and is added to
DatalLossDB. Please direct any questions or comments about the data contained within this report to Open Security
Foundation.

Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written
consent of the Open Security Foundation.

The following graphs show data loss incidents by data type and by business type over the period of this report.
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Incidents

Reported

Records

Orgs

Summary

Data Types

2006-07-01

?

American Red Cross

Social Security numbers
and medical information
on stolen laptop

SSN, MED

2006-07-05

Bisys Group Inc.

Personal details of about
61,000 investors in
stolen truck

SSN, FIN

2006-07-06

Automatic Data
Processing

Data thief gathers
information on
"hundreds of thousands"
of American investors

FIN, NAA

2006-07-06

University of Tennessee

Social Security numbers
and names of 36,000
exposed to hacker

2006-07-07

?

Hattiesburg City Hall

Mississippi

2006-07-07

73

National Association of
Securities Dealers

NASD

2006-07-07

100000

United States Navy

Social Security numbers
and other personal
information of Navy
personnel discovered on
Internet site

2006-07-07

Montana Public Health
and Human Services

Stolen computer,
unknown if any sensitive
personal information was
taken

2006-07-13

Moraine Park Technical
College

Social Security numbers,
names, addresses and
phone numbers for
1,500 on missing disk

2006-07-14

University of lowa

Personal information of
280 current and former
students on stolen laptop

2006-07-14

Hampton Circuit Court

Virginia

2006-07-14

Northwestern University

Personally identifying
information of almost
17,000 on breached
computers

2006-07-16

Mississippi Secretary of
State

Web site reveals
thousands of individuals'
Social Security numbers

2006-07-18

United States
Department of Agriculture

350 Social Security
numbers, names, and
addresses on stolen
laptop possibly accessed

2006-07-18

188000

UPS
Nelnet Inc.

UPS

MISC

2006-07-20

Oasis

UK clothing store

CCN, NAA
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2006-07-21

540000

CS Stars
Special Funds
Conservation Committee

Stolen computer
contains Social Security
numbers and other
information on over
500,000

SSN, NAA

2006-07-21

BCTGM Local 192 Union

2006-07-24

New York Department of
Homeless Services

Names and Social
Security numbers of
8,400 homeless parents
in errant email
attachment

2006-07-24

Wolters Kluwer

Names and Social
Security numbers of
8,500 current and former
employees on stolen
laptop

2006-07-25

InstantDX
Georgetown University
Hospital

Social Security numbers,
names, addresses, and
dates of birth exposed to
computer consultant

2006-07-25

Deloitte & Touche
Armstrong World
Industries

Stolen laptop contains
personal information of
12,000 current and
former employees

2006-07-25

Old Mutual Capital Inc

6,500 informed that
stolen laptop contains
names, addresses,
account numbers, and
Social Security numbers

2006-07-25

?
Cablevision

Lost computer tape
included Social Security
and 401(k) election
information for about
13,700

2006-07-26

MD Management

About 8,000 notified
about personal
information on stolen
laptop

2006-07-26

United States Navy

Two stolen laptops
contain personal
information on about
31,000 recruiters and
recruits

2006-07-27

160000

Kaiser Permanente

160,000 notified that
personal information is
on stolen laptop

2006-07-27

Los Angeles County
Dept. Community Senior
Services
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2006-07-27

4800

Los Angeles County
Community
Development
Commission

MISC

2006-07-27

Los Angeles Count Adult
Protective Services

2006-07-28

Lancaster General
Hospital

2006-07-29

112198

Sentry Insurance

Social Security numbers
and names of 72 people
sold over Internet, over
112,000 more stolen

2006-07-20

Catalina Marketing Corp

Stolen disk contained
employee names,
addresses, and SSN

SSN, NAA

2006-07-14

Aetna Inc.

Former employee steals
customer financial details

FIN

2006-07-24

Heritage Centers

Briefcase containg
patient documents stolen
from employees car

SSN, NAA, MED, DOB
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