Data Loss Database - September, 2006 report
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This report shows publicly reported data breaches involving personally identifying information (PIl) for the month of
September 2006. All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and
the Open Security Foundation and is freely available for non-commercial ventures and academic research.

This report is a living document that is regenerated nightly as new information becomes available and is added to
DatalLossDB. Please direct any questions or comments about the data contained within this report to Open Security
Foundation.

Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written
consent of the Open Security Foundation.

The following graphs show data loss incidents by data type and by business type over the period of this report.
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Incidents

Reported

Records

Orgs

Summary

Data Types

2006-09-01

2100

Virginia Commonwealth
University

Names, Social Security
numbers, and email
addresses of 2,100 exposed
online

SSN, NAA

2006-09-01

Nationwide Retirement
Solutions
City of Chicago

38,443 names, addresses,
Social Security numbers,
and dates of birth on stolen
laptop

2006-09-01

Wells Fargo
2

Social Security numbers and
names of Wells Fargo
employees on stolen laptop

2006-09-06

?

Transportation Security
Administration

Social Security numbers and
birth dates of 1,195 mailed
to wrong addresses

2006-09-07

2500000

Chase Card Services

Tapes with information on
over 2.5 million Circuit City
cardholders thrown in trash

2006-09-07

Florida National Guard

Social Security numbers of
up to 100 soldiers on stolen
laptop

2006-09-08

BMO Bank of Montreal

Stolen laptop contains
personal data for about 900
clients

2006-09-08

648420

Linden Lab . Second Life

Names, address, and
payment information of
almost 650,000 on hacked
server

2006-09-08

University of Minnesota

Personal information of
13,084, including 603 Social
Security numbers, on stolen
computers

2006-09-08

Cleveland Clinic

Florida

2006-09-11

Telesource

Social Security numbers and
other personal information
found in dumpster

2006-09-12

City of Paris Kentucky

Lost thumb drive might
contain Social Security
numbers and names of
about 100

2006-09-13

American Family Insurance

2006-09-14

Nikon Inc.

3,235 credit card numbers,
names and addresses
published on web site

2006-09-14

lllinois Department of
Corrections

Social Security numbers,
names, and salaries of
"many" employees found
outside company grounds
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2006-09-15

295

Mercy Medical Center
Merced

Memory card contains 295
names, Social Security
numbers, birthdates and
medical record numbers

SSN, NAA

2006-09-15

University of Texas at San
Antonio

64,000 notified about
compromised Social
Security numbers, names
and addresses

2006-09-15

Berks County Pennsylvania

Names, addresses, Social
Security numbers and other
information of some of
25,000 gun-permit holders
on web

2006-09-15

Scotland Post Office Royal
Bank of Scotland

Customers' bank details,
National Insurance
numbers, passport numbers
and other personal
information in a bin

2006-09-16

Morris Davis Chan
Howard Rice

Social Security numbers and
names of 500 on stolen
laptop

2006-09-16

Michigan Department of
Community Health

Lost flash drive contains
4,000 Social Security
numbers and other personal
information

2006-09-17

Direct Loan

Over 21,000 borrowers'
Social Security numbers
possibly exposed online

2006-09-17

Whistle Junction

Orlando, Florida

2006-09-18

DePaul Medical Center

Norfolk, Virginia

2006-09-19

Life Is Good

Credit card numbers of
9,240 on hacked server

2006-09-20

Berry College

Social Security numbers and
names of 2,093 "misplaced"

2006-09-20

City of Savannah

Over 8,800 names and
some Social Security
numbers possibly
compromised

2006-09-21

Pima County Health
Department

Arizona

2006-09-22

University of Colorado at
Boulder

1,372 students and former
students have Social
Security numbers and
names on missing computers

2006-09-22

Purdue University

2,482 hacked records
include Social Security
numbers, names, and email
addresses
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2006-09-23

70

Allstate Canada Inc.

Personal information for 60
to 70 customers stolen from
car

MISC

2006-09-23

Erlanger Hospital

Tennessee

SSN, NAA

2006-09-24

Nagasaki University Hospital
of Medicine and Dentistry

Stolen computers contain
names and medical
information of about 9,000

NAA, MED

2006-09-25

General Electric

Stolen laptop contains
names and Social Security
numbers for about 50,000

SSN, NAA

2006-09-27

America Online

Six arrested in AOL
harvesting scheme involving
thousands. Bank account,
credit card, other personal
info vulnerable

CCN, ACC

2006-09-28

North Carolina Department
of Motor Vehicles

Computer stolen from
contains personal
information on 16,000
motorists

2006-09-29

146000

Bluegrass Mailing
State of Kentucky

146,000 notified about
exposed Social Security
numbers in mail envelope
windows

2006-09-29

University of lowa

Computer containing Social
Security numbers of 14,500
research subjects hacked

2006-09-09

Discover Bank

Laptop stolen containing
Social Security numbers and
bank account information of
bank customers.

2006-09-18

Olean Area Federal Credit
Union

Intrusion compromises the
bank accounts of customers,
some accounts fraudulently
used

NAA, ACC, FIN

2006-09-09

Action Capital Mortgage
Services, Inc.

Office burglarized, database
stolen containing
unspecified personal
information

2006-09-05

TLM Partners LP

Backup takes containing
names, addresses and SSN
stolen from car

SSN, NAA

2006-09-07

Liberty Mutual Insurance Co

Unencrypted laptop stolen
from car exposes customers
names, addresses and SSN

SSN, NAA

2006-09-22

Pioneer Savings Bank

Customer bank account
details exposed due to
service provider

NAA, ACC, FIN

2006-09-07

Mystic Stamp Company Inc

SQL injection hack exposes
names, addresses and CCN

CCN, NAA
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