Data Loss Database - April, 2007 report

http://datalossdb.org
Version: 4.0 - Created: 2008-07-14 - Updated: 2008-12-18

This report shows publicly reported data breaches involving personally identifying information (PIl) for the month of
April 2007. All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the
Open Security Foundation and is freely available for non-commercial ventures and academic research.

This report is a living document that is regenerated nightly as new information becomes available and is added to
DatalLossDB. Please direct any questions or comments about the data contained within this report to Open Security
Foundation.

Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written
consent of the Open Security Foundation.

The following graphs show data loss incidents by data type and by business type over the period of this report.
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Incidents

Reported

Records

Orgs

Summary

Data Types

2007-04-04

46000

University of California
San Francisco

Social Security numbers,
names, and bank
information of about
46,000 on compromised
server

SSN, NAA

2007-04-05

Mercer Human Resources
Consulting
DCH Health System

Social Security numbers
and other personal data of
6,000 on missing disc and
documents

2007-04-06

268000

uPs
Hortica

Missing backup tapes
contain names, Social
Security numbers, drivers'
license numbers

2007-04-06

Chicago Public Schools

Stolen laptops contain
names and Social
Security numbers of about
40,000

2007-04-08

Rogers Communications
Inc

Hundreds of orders with
personal details and
Social Insurance numbers
found strewn in parking lot

2007-04-09

Turbo Tax

Web error permitted
access to others' tax
returns

2007-04-10

2900000

Affiliated Computer
Services

Georgia Department of
Community Health

Social Security numbers,
birthdates and addresses
of 2.9 million on lost CD

2007-04-11

ChildNet

Stolen laptop contains
personal information of
about 12,000

2007-04-11

Protiviti
New Horizons Community
Credit Union

About 9,000 alerted about
confidential member loan
information

2007-04-12

Black Hills State University

Social Security numbers
and names of 56 posted
on college web site

2007-04-12

University of Pittsburgh
Medical Center

80 patients' names and
Social Security numbers
available on internet

2007-04-12

Fulton County Georgia

75,000 voter registration
application cards with
Social Security numbers,
names, and addresses

2007-04-12

Bank of America

Names, addresses, and
Social Security numbers
on stolen laptop

2007-04-17

Ohio State University

Over 14,000 Social
Security numbers, names,
and addresses on
compromised computer
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2007-04-17

1000

CVS Corp.

Credit card numbers,
medical information and
other sensitive material
for over 1,000 dumped

CCN, NAA

2007-04-18

Ohio State University

Stolen laptops contain
names and Social
Security numbers of 3,500

2007-04-18

University of California
San Francisco

Names, contact
information, and Social
Security numbers of 3,000
on stolen server

2007-04-19

New Mexico State
University

Names and Social
Security numbers of more
than 5,600 posted to web

2007-04-20

Los Alamos National
Laboratory
Lujan Software Services

550 names and Social
Security numbers found
on web site

2007-04-20

United States Department
of Agriculture

2007-04-20

Albertsons

Over 100 Credit/Debit
Cards stolen by card
terminal hijacking in area
grocery stores

2007-04-23

Federal Emergency
Management Agency

Social Security numbers
of 2,300 printed on
mailing envelopes

SSN, NAA

2007-04-24

160000

The Neiman Marcus
Group

Stolen computer
equipment contains Social
Security numbers and
other information on
160,000

SSN, NAA, DOB, FIN

2007-04-24

Baltimore County
Department of Health

Names, Social Security
numbers, and dates of
birth of about 6,000 on
stolen laptop

2007-04-24

Purdue University

175 notified about Social
Security numbers and
names exposed on web

2007-04-26

Ceridian Corp.
Innovation Interactive

Former Ceridian
employee posts bank
information of 150 to
personal web site

2007-04-27

SBA Inc.
Caterpillar Inc.

Stolen laptop computer
contains personal data on
unknown number of
employees

2007-04-27

Couriers On Demand

Hundreds of job
applicants' names,
addresses, and Social
Security numbers on web
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2007-04-29

3000

University of New Mexico

Names, addresses, and
financial information of
3,000 on stolen laptop

FIN, NAA
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