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This report shows publicly reported data breaches involving personally identifying information (PII) for the month of July 
2007.  All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the Open 
Security Foundation and is freely available for non-commercial ventures and academic research.



This report is a living document that is regenerated nightly as new information becomes available and is added to 
DataLossDB.  Please direct any questions or comments about the data contained within this report to Open Security 
Foundation.



Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written 
consent of the Open Security Foundation.



The following graphs show data loss incidents by data type and by business type over the period of this report.



Incidents

Copyright 2005 - 2008, Open Security Foundation

ID Reported Records Orgs Summary Data Types

723 2007-07-03 8500000 Certegy Check Services Inc
Fidelity National Information 
Services

2.3 million consumer records 
containing credit card and 
bank account information 
stolen

FIN, CCN

724 2007-07-05 420 Highland University Social Security numbers and 
credit card and bank account 
information in robbed office

SSN, CCN

725 2007-07-07 100000 Securitas Security Services 
USA Inc.

Names, addresses, and 
Social Security numbers of 
over 100,000 current and 
former employees

SSN, NAA

726 2007-07-09 980000 Resona Bank Japan ACC, NAA

727 2007-07-09 3000 Cuyahoga County 
Department of Development

Ohio SSN, NAA

728 2007-07-11 ? Alta Resources
Disney Movie Club

Contracted employee steals 
unknown number of credit 
card numbers

CCN, NAA

729 2007-07-13 1200 City of Encinitis California Financial information and 
addresses of about 1,200 
posted on web

FIN, NAA

730 2007-07-13 1600 Metropolitan St. Louis Sewer 
District

Employee downloads about 
1,600 Social Security 
numbers to home computer

SSN

731 2007-07-17 20000 Western Union Credit card information and 
names of over 20,000 in 
hacked database

CCN, NAA

732 2007-07-17 80000 Louisiana Board of Regents Records of students and staff 
including Social Security 
numbers, names, and 
addresses exposed on web

SSN, NAA

733 2007-07-17 27000 Kingston Technology Co. Unidentified breach exposes 
27,000 credit card numbers, 
names, addresses since 2005

CCN, NAA

734 2007-07-18 100 L.G. Defelice Inc.
Connecticut General 
Assembly Transportation 
Committee

Social Security numbers of 
300 former employees of 
defunct L.G. Defelice Inc. 
posted on CT transportation 
committee website

SSN, NAA

735 2007-07-19 1800 Jackson Local Schools Ohio SSN

736 2007-07-19 ? Texas Secretary of State Names and Social Security 
numbers of thousands 
accessible on Texas 
Secretary of State website

SSN, NAA

737 2007-07-19 300 Cricket Communications Documents stolen from store 
result in loss of 300 credit 
card numbers

CCN

http://datalossdb.org/incidents/723
http://datalossdb.org/incidents/724
http://datalossdb.org/incidents/725
http://datalossdb.org/incidents/726
http://datalossdb.org/incidents/727
http://datalossdb.org/incidents/728
http://datalossdb.org/incidents/729
http://datalossdb.org/incidents/730
http://datalossdb.org/incidents/731
http://datalossdb.org/incidents/732
http://datalossdb.org/incidents/733
http://datalossdb.org/incidents/734
http://datalossdb.org/incidents/735
http://datalossdb.org/incidents/736
http://datalossdb.org/incidents/737


Incidents

Copyright 2005 - 2008, Open Security Foundation

ID Reported Records Orgs Summary Data TypesID Reported Records Orgs Summary Data Types

738 2007-07-20 867000 SAIC Social Security numbers, 
names, and health 
information for 580,000 
households transmitted 
unencrypted

SSN, NAA

739 2007-07-21 5500 University of Michigan 5,500 notified about personal 
information on hacked server

SSN, NAA

740 2007-07-24 51000 Verus Inc
St. Vincent Hospital

Social Security numbers and 
names of about 51,000 left 
"unprotected"

SSN, NAA

741 2007-07-24 1400 Westpac Credit card details for 1,400 
Virgin Money customers 
exposed due to bank security 
breach

CCN, NAA

742 2007-07-26 54000 Newcastle City Council UK FIN, CCN

743 2007-07-26 10554 Penn State University
United States Marine Corps

Names and Social Security 
numbers of 10,554 Marines 
found through Google

SSN, NAA

744 2007-07-26 152000 Aflac Insurance records, names, 
addresses of 152,000 on 
stolen laptop

SSN, ACC

745 2007-07-27 5000 Vista Financial Inc.
American Education Services

Social Security Numbers, 
names and addresses of 
5000 on stolen contractor 
laptop

SSN, NAA

746 2007-07-27 300 CESA #11 Social Security Numbers, 
bank routing info, names, 
addresses of 300 WI 
residents exposed

SSN, FIN

747 2007-07-27 ? City Harvest "Improper access of systems" 
exposes credit card numbers 
of donors

CCN

748 2007-07-27 2000 Flexible Benefits 
Administrators
City of Virginia Beach

2,000 names and Social 
Security numbers stolen by 
contractor

SSN, NAA

749 2007-07-28 70000 Yuba County California California SSN, NAA
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