Data Loss Database - January, 2008 report

http://datalossdb.org
Version: 7.0 - Created: 2008-07-14 - Updated: 2009-01-07

This report shows publicly reported data breaches involving personally identifying information (PIl) for the month of
January 2008. All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the
Open Security Foundation and is freely available for non-commercial ventures and academic research.

This report is a living document that is regenerated nightly as new information becomes available and is added to
DatalLossDB. Please direct any questions or comments about the data contained within this report to Open Security
Foundation.

Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written
consent of the Open Security Foundation.

The following graphs show data loss incidents by data type and by business type over the period of this report.
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Incidents

Reported

Records

Orgs

Summary

Data Types

2008-01-02

2800

Workers Compensation Fund

Social Security numbers and

other personal information for
about 2,800 people on stolen
laptop

SSN

2008-01-03

Dorothy Hains Elementary
School

Georgia

2008-01-04

?
Health Net

Names and Social Security
numbers of about 5,000 on
stolen laptop

2008-01-04

Florida Department of
Children and Families

Social Security numbers,
birth dates and other
information for thousands on
stolen laptops

2008-01-04

Maryland Department of
Assessments and Taxation

Social Security numbers for
roughly 900 transmitted to
unprotected web site

2008-01-05

New Mexico State University

Employee Social Security
numbers and names on
missing hard drive

2008-01-07

Geeks.com

Credit card numbers, names,
and addresses possibly
compromised on "hacker
safe" web site

2008-01-08

260000

Electronic Data Systems
Corp.

Wisconsin Department of
Health and Family Services

Social Security numbers of
260,000 on mailing labels

2008-01-09

University of Georgia

Social Security numbers,
names and addresses of
4,250 on hacked server

2008-01-10

Select Physical Therapy

4,000 records containing
Social Security numbers,
credit and debit card account
numbers, names, and
addresses dumped

2008-01-11

University of Akron

Social Security numbers,
names and addresses of 800
on missing hard drive

2008-01-11

University of lowa

Social Security numbers and
other information for 216
exposed in Internet

2008-01-11

Oldham NHS Primary Care
Trust

Personal and medical
information of 148 on missing
"data sticks"

MED, NAA

2008-01-11

Virginia Department of Social
Services

Letters mailed to 1,500
regarding a "potential
security breach”

SSN, NAA

2008-01-12

California State University
Stanislaus
Sodexho

Credit card numbers,
cardholder names and
expiration dates exposed

CCN, NAA
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Reported

Records

Orgs

Summary

Data Types

2008-01-14

990

Tennessee Tech University

Lost portable drive contains
names and Social Security
numbers of 990

SSN, NAA

2008-01-15

Naval Surface Warfare
Center Dahlgren Division

Names, Social Security
numbers, and financial
information found on report
obtained by suspected
identity thieves

SSN, NAA

2008-01-15

Wisconsin Department of
Revenue

Social Security numbers of
5,000 on mailing labels

SSN, NAA

2008-01-16

University of Wisconsin-
Madison

Social Security numbers of
about 205 employees
exposed on web

SSN, NAA

2008-01-17

650000

Iron Mountain
GE Money

Credit card numbers and
some Social security
numbers of 650,000 on
missing backup tape

CCN, SSN

2008-01-18

605767

United Kingdom Ministry of
Defence

Stolen laptop contains
passport details, National
Insurance numbers, medical
records of 600,000

2008-01-24

?

Fallon Community Health
Plan

Medical information and
names of 29,800 on stolen
laptop

2008-01-25

Penn State University

Stolen laptop contains Social
Security numbers of 677

2008-01-25

OmniAmerican Bank

Debit cards, and PIN
numbers of customers
compromised via hack

2008-01-28

CBIZ Benefits and Insurance
Services Inc

T. Rowe Price Retirement
Plan Services

35,000 names and Social
Security numbers on stolen
computers

2008-01-29

Georgetown University

Social Security numbers and
other personal information of
about 38,000 on stolen hard
drive

2008-01-29

4642

Wake County North Carolina
Emergency Medical Services

NC

2008-01-29

300000

Horizon Blue Cross Blue
Shield of New Jersey

Stolen laptop contains names
and Social Security numbers
of over 300,000

2008-01-30

226000

Davidson Companies

Hacked database contains
names, Social Security
numbers and account
information for 226,000

2008-01-31

South Carolina Department
of Health and Environmental
Control

About 400 names and Social
Security numbers on stolen
laptop

Copyright 2005 - 2009, Open Security Foundation



http://datalossdb.org/incidents/886
http://datalossdb.org/incidents/887
http://datalossdb.org/incidents/888
http://datalossdb.org/incidents/889
http://datalossdb.org/incidents/890
http://datalossdb.org/incidents/891
http://datalossdb.org/incidents/892
http://datalossdb.org/incidents/893
http://datalossdb.org/incidents/894
http://datalossdb.org/incidents/895
http://datalossdb.org/incidents/896
http://datalossdb.org/incidents/897
http://datalossdb.org/incidents/898
http://datalossdb.org/incidents/899
http://datalossdb.org/incidents/900

Reported

Records

Orgs

Summary

Data Types

2008-01-31

3100

University of Minnesota
Reproductive Medicine
Center

Medical information of 3,100
on lost flash drive

MED, NAA

2008-01-29

Invitrogen

Stolen laptop exposes
names, addresses and SSN
employees

SSN, NAA

2008-01-28

Kiwanis International

Names, addresses, and
credit card numbers exposed
by hack

CCN, NAA

2008-01-02

Centocor, Inc.

Stolen computers contain
name, address, Social
Security number of
employees.

SSN, NAA

2008-01-15

BJ's Wholesale Club

Lost portable drive containing
names, social security
numbers of employees
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