Data Loss Database - April, 2008 report

http://datalossdb.org
Version: 9.0 - Created: 2008-07-14 - Updated: 2009-01-07

This report shows publicly reported data breaches involving personally identifying information (PIl) for the month of
April 2008. All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the
Open Security Foundation and is freely available for non-commercial ventures and academic research.

This report is a living document that is regenerated nightly as new information becomes available and is added to
DatalLossDB. Please direct any questions or comments about the data contained within this report to Open Security
Foundation.

Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written
consent of the Open Security Foundation.

The following graphs show data loss incidents by data type and by business type over the period of this report.
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Incidents

Reported

Records

Orgs

Summary

Data Types

2008-04-04

1132

University of California Irvine

Up to 1,132 affected - very
few details available

SSN, NAA

2008-04-07

800

Pfizer

Stolen laptop contains
names and credit card
numbers of about 800

CCN, NAA

2008-04-08

128000

?
Wellpoint

Social Security numbers
and medical information for
about 128,000 exposed on
internet

SSN, MED

2008-04-08

WellCare

71,000 insurance records
including Social Security
numbers exposed on
internet

2008-04-10

Joliet West High School

Names and Social Security
numbers of "about every
student enrolled" accessed

2008-04-11

New York-Preshyterian
Hospital
Weill Cornell Medical Center

Names, phone numbers
and some Social Security
numbers of 40,000 stolen
by employee

2008-04-11

Bowdoin College

Student Social Security
numbers, names,
addresses, insurance
information left exposed on
server

2008-04-12

West Seneca School District

2008-04-13

University of Toledo

Name, address, and Social
Security numbers for 6,488
exposed on internal server

2008-04-14

Stokes County Schools

Stolen computer exposes
800 student names and
Social Security numbers

2008-04-16

University of Virginia

Social Security numbers
and names of over 7,000 on
stolen laptop

2008-04-17

Sungard

Connecticut State
University System
Buffalo State

Northwest Missouri State
University

Bryant & Stratton College

Stolen laptop contains
names and Social Security
numbers of 20,500 students

2008-04-17

2100000

University of Miami

Stolen tapes containing
names, addresses, and
medical records of 2.1
million patients

2008-04-19

700000

Central Collection Bureau

Social Security nhumbers
and names of 700,000 on
stolen server
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2008-04-22

31500

Bank of Ireland

Account information,
addresses, and medical
information of 10,000 on
stolen laptops

ACC, NAA

2008-04-22

LendingTree

Social Security numbers,
names, addresses, and
other personal information
inappropriately accessed

2008-04-22

Boots Dental Plan

Account details of 34,000
stolen from courier

ACC

2008-04-22

University of Massachusetts

Hackers breach system
accessing thousands of
medical records

MED, NAA

2008-04-22

200000

Collegelnvest

Lost hard drive exposes
200,000 customers during
office relocation

2008-04-23

CBE Group Inc
University of Texas Health
Science Center

Social Security numbers
available on about 2,000
billing envelopes

2008-04-23

Southern Connecticut State
University

11,000 students and alumni
exposed on website

2008-04-23

UPS
Chrysler Financial

Data tape lost in transit
contained personal
information

2008-04-25

University of Colorado

SSN, NAA

2008-04-25

Baltimore State Highway
Department

SSN, NAA

2008-04-25

Child Assessment Service
Tuen Mun Centre

Medical data and identity on
700 children exposed

MED, NAA

2008-04-25

Baltimore Highway
Administration

SSN, NAA

2008-04-28

Hough MacAdam & Wartnik
LLC
Coos County Oregon

Nearly 500 Social Security
numbers and personal
information reported on
stolen laptop

SSN, NAA

2006-04-21

New York Life Insurance Co

Laptop stolen from car
contained customer records
containing names,
addresses and SSN

SSN, NAA, ACC

2008-04-29

Camp Star Fish

Application containing
names, addresses and SSN
were exposed on website

SSN, NAA

2008-04-07

Siemens Healthcare
Diagnostics Inc.

Laptop stolen from
employee home contains
3,542 Social Security
numbers of employees

SSN, NAA, DOB
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2008-04-21

250

Cardean Learning Group
(CLG)

New York Institute of
Technology (NYIT)

Spreadsheet containing
sensitive information
attached to an email and
sent to unauthorized people

SSN, NAA, DOB

2008-04-01

Okemo Mountain Resort

Computer network breach
exposes tens of thousands
of credit card transactions
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