Data Loss Database - June, 2008 report

http://datalossdb.org
Version: 6.0 - Created: 2008-07-14 - Updated: 2009-01-07

This report shows publicly reported data breaches involving personally identifying information (PIl) for the month of
June 2008. All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the
Open Security Foundation and is freely available for non-commercial ventures and academic research.

This report is a living document that is regenerated nightly as new information becomes available and is added to
DatalLossDB. Please direct any questions or comments about the data contained within this report to Open Security
Foundation.

Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written
consent of the Open Security Foundation.

The following graphs show data loss incidents by data type and by business type over the period of this report.
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Incidents

Reported

Records

Orgs

Summary

Data Types

2008-06-02

1000

Walter Reed Army Medical
Center

Personal information
including Social Security
numbers found on "non-
secure computer network"

SSN, NAA

2008-06-02

Connecticut Department of
Labor

Documents containing
names, addresses and
Social Security numbers of
about 2,100 lost

2008-06-03

Oregon State University

Online orders of as many
as 4,700 possibly
compromised

2008-06-04

Medisure

Tapes stolen containing
thousands of employee
names, addresses and

medical details

MED, NAA

2008-06-04

Stolen laptop exposes
employee names, salary
and Social Security
numbers

2008-06-04

Canadian Canola Growers
Association

Stolen laptop contains
social insurance numbers
and bank account numbers
of 32,000

2008-06-06

Stanford University

72,000 notified about
personal information on
stolen laptop

2008-06-07

East Tennessee State
University

6,200 notified about stolen
computer containing
personal information

2008-06-09

University of South Carolina

2008-06-10

Cotton Traders

2008-06-10

1st Source Bank

Debit cards replaced for an
unknown number of
customers

2008-06-10

2200000

Perpetual Storage Inc
University of Utah Hospitals
and Clinics

2.2 million billing records
including 1.3 million Social
Security numbers on stolen
tapes

2008-06-10

University of Florida

Social Security numbers,
names, and addresses of
about 11,300 accidentally
posted online

2008-06-11

Dickson County TN Board
of Education

TN

2008-06-12

Columbia University

Social Security numbers of
5,000 available on web

2008-06-13

Texas Insurance Claims
Services

Hundreds of names,
addresses and Social
Security numbers on files
found in dumpster
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2008-06-18

11000

Castlecroft Medical Practice

Medical information,
names, addresses, and
dates of birth of 11,000 on
stolen laptop

MED, NAA

2008-06-19

Petroleum Wholesale

Hundreds of names,
addresses and debit and
credit card numbers on files
found in dumpster

2008-06-20

Virgin Media

Unencrypted CD containing
bank account details of
3,000 customers lost

ACC, NAA

2008-06-24

California Department of
Consumer Affairs

Names and Social Security
numbers of 5,000
improperly transmitted
electronically

SSN, NAA, FIN

2008-06-24

Southeast Missouri State
University

Former employee indicted
for possessing 800 student
names and Social Security
numbers

2008-06-26

L-1 Identity Solutions
Texas Department of Public
Safety

Names, birth dates, driver's
license and Social Security
numbers 826 employees
stolen from contracted
company

2008-06-27

Direct Marketing Services
Montgomery Ward

Online database containing
51,000 credit card numbers
hacked

CCN, NAA

2008-06-16

Greenshoro Gynecology
Associates

Stolen database backup
tape contains Social
Security numbers and
addresses

SSN, NAA, MISC

2008-06-30

Colchester Hospital
University NHS Foundation
Trust

Thousands of patientsa€™
details on a hospital laptop
stolen

NAA, MED, DOB

2008-06-17

Charter One Bank
Giant Eagle, Inc.

Security breach at 3rd party
merchant exposes bank's
debit card numbers

CCN, NAA

2008-06-10

The Art Institute of
Washington

Stolen laptop contained
past and present employee
names and SSN

SSN, NAA

2008-06-23

Intuit

Colt Express Outsourcing
Services

CNET Networks

Google

Computer Associates
Exponent, Inc.

Bebe Stores Inc

Ebara Technologies, Inc

Names, birth dates, Social
Security numbers of over
6,500 on stolen computers

SSN, NAA
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2008-06-02

100

Financial Industry
Regulatory Authority
(FINRA)

Lost backup tape contains
images of personal checks

FIN
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