Data Loss Database - July, 2008 report

http://datalossdb.org
Version: 4.18 - Created: 2008-07-14 - Updated: 2009-01-04

This report shows publicly reported data breaches involving personally identifying information (PII) for the month of July
2008. All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the Open
Security Foundation and is freely available for non-commercial ventures and academic research.

This report is a living document that is regenerated nightly as new information becomes available and is added to
DatalLossDB. Please direct any questions or comments about the data contained within this report to Open Security
Foundation.

Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written
consent of the Open Security Foundation.

The following graphs show data loss incidents by data type and by business type over the period of this report.
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Incidents

Reported

Records

Orgs

Summary

Data Types

2008-07-02

1800

Baptist Health

1,800 notified about
breach of system
records including
names and Social
Security numbers

SSN, NAA

2008-07-02

University of Nebraska
at Kearney

2,035 notified about
names and Social
Security numbers on
hacked computers

2008-07-04

Associated
Newspapers

Names, addresses,
and bank account
numbers of thousands
on stolen laptop

2008-07-04

Clark County Nevada
District Court

Names, addresses,
Social Security
numbers and birth
dates of 380 released
by e-mail

2008-07-07

Florida Agency for
Health Care
Administration

Names, addresses,
birth dates, driver
licenses and Social
Security numbers of
55,000 organ donors
exposed

2008-07-08

Yan Chai Hospital

Lost backup disks
contain 3,000 names
and identity card
numbers

2008-07-08

LPL Financial

Hackers potentially
able to access names,
addresses and Social
Security numbers of
10,219

SSN, NAA, ACC, FIN

2008-07-09

Wagner Resource
Group

Social Security
numbers, dates of
birth, and names of
about 2,000 exposed
through peer-to-peer
file sharing

2008-07-10

Williamson County
Schools

Names and Social
Security numbers of
5,100 posted to web

2008-07-10

Fort Lewis

Personal information
of up to 900 on stolen
laptop

2008-07-14

Washington
Metropolitan Area
Transit Authority

Social Security
numbers of 4,700
employees posted on
website

2008-07-15

University of Texas at
Austin

Social Security
numbers posted on
public file server.
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Records
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2008-07-15

?

Weber Law Firm

Hundreds of financial
records discarded in
dumpster

SSN, MED, FIN

2008-07-15

Missouri National
Guard

Personal information
of as many as 2,000
soldiers breached

SSN, NAA

2008-07-01

Houghton Mifflin
Harcourt

Hack exposes 194
Social Security
numbers

2008-07-17

Bristol-Myers Squibb
Co.

Stolen backup tape
contains employee
Social Security
numbers

SSN, NAA, DOB

2008-07-17

University of Maryland

Mailing labels contain
Social Security
numbers of over
23,000

2008-07-18

Falkirk and District
Royal Infirmary

Laptop containing
names, addresses
and health details of
89 patients stolen

2008-07-19

Minneapolis Veterans
Home

Stolen server contains
telephone numbers,
addresses, next-of-kin
information, dates of
birth, Social Security
numbers and some
medical information of
336

SSN, NAA, MED, DOB

2008-07-14

Indiana State
University

Personal information
for an estimated 2,500
on stolen laptop

SSN, NAA, EMA

2008-07-24

Village of Tinley Park,
lllinois

20,400 notified about
lost computer backup
tapes with Social
Security numbers

2008-07-24

128000

Saint Mary's Regional
Medical Center

128,000 notified about
possible database
intrusion

SSN, NAA

2008-07-24

Hillsborough
Community College

Stolen laptop may
contain 2,000 names,
bank-routing numbers,
retirement information
and Social Security
numbers

SSN, NAA, ACC

2008-07-25

Ohio University

Spreadsheet with
names and Social
Security numbers of
492 posted online
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2008-07-24

259

University of Houston

Social Security
numbers and names
of 259 posted on web

SSN, NAA

2008-07-25

Connecticut College

Hacked server
contains names,
addresses, and Social
Security numbers of
about 2,800

SSN, NAA

2008-07-29

202000

Blue Cross and Blue
Shield of Georgia

Personal and health
information of an
estimated 202,000
sent to wrong
addresses

SSN, NAA, MED

2008-07-29

190000

Anheuser-Busch

Stolen laptop contains
unknown number of
Social Security
numbers and home
addresses

SSN, NAA, DOB

2008-07-26

Washington Mutual

Police arrest three
men in an ATM scam

2008-07-30

City of Yuma, Arizona

Social Security
numbers of 300
unintentionally
released via email

2008-07-31

University of Texas at
Dallas

Social Security
numbers, names, and
addresses of 9,100
possibly exposed by
hack

SSN, NAA, EMA

2008-07-12

Bank Pekao SA

Personal data records
in resumes and
applications publicly
accessible on the
outsourced HR
website of the bank

2008-07-26

United States
Transportation
Security Administration
Verified Identity Pass
Inc

Laptop containing
applicant info from
TSA's "Clear" fast
pass security program
goes missing

2008-07-31

Wells Fargo

5,000 individuals
notified that a thief
may have accessed
their Social Security
numbers

SSN, DOB, FIN

2008-07-09

Stanadyne Corporation

Theft of a laptop
computer contained
personal information
of U.S.-based
employees and
retirees

Copyright 2005 - 2009, Open Security Foundation



http://datalossdb.org/incidents/1064
http://datalossdb.org/incidents/1065
http://datalossdb.org/incidents/1066
http://datalossdb.org/incidents/1067
http://datalossdb.org/incidents/1068
http://datalossdb.org/incidents/1069
http://datalossdb.org/incidents/1070
http://datalossdb.org/incidents/1075
http://datalossdb.org/incidents/1090
http://datalossdb.org/incidents/1091
http://datalossdb.org/incidents/1092

Incidents

Reported

Records

Orgs

Summary

Data Types

2008-07-08

11851

Whitaker Lane Practice

Tape containing the
records of more than
11,000 patients lost

NAA, MED, DOB

2008-07-21

UK Ministry of Justice

Loss of laptop from
outside secured
Government premises

SSN, NAA, DOB

2008-07-01

UK Ministry of Justice

Loss of paper
documents from
outside secured
Government premises

NAA, MISC

2008-07-21

UK Ministry of Justice

Loss of laptop from
secured Government
premises

SSN, NAA, MISC, DOB

2008-07-21

UK Ministry of Justice

Loss of paper
documents from
outside secured
Government premises

NAA, MISC, DOB

2008-07-21

UK Ministry of Justice

Loss of paper
documents from
outside secured
Government premises

NAA, MISC, DOB, FIN

2008-07-21

UK Ministry of Justice

Loss of paper
documents from
outside secured
Government premises

2008-07-21

UK Ministry of Justice

Loss of storage device
from outside secured
Government premises

NAA, MISC

2008-07-21

UK Ministry of Justice

Loss of laptop from
outside secured
Government premises

NAA, MISC

2008-07-30

TD Canada Trust

Stolen computer
equipment contains
confidential customer
information

SSN, NAA, ACC, DOB, FIN

2008-07-31

Ivy Tech Community
College

Names, addresses,
and Social Security
numbers exposed
through file-sharing
application

2008-07-29

Moraine Park
Technical College

College bookstore
software hacked;
compromises credit
card numbers, names
of customers.

2008-07-28

LPL Financial

Stolen unencrypted
laptop contains
personal information
of 1017 individuals

SSN, NAA, FIN
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2008-07-02

?

PDL BioPharma Inc.

Theft of computers
and servers containing
names, addresses,
DOB's, and Social
Security numbers of
employees and
dependents.

SSN, NAA, DOB

2008-07-24

Willis North America

Computer backup
tapes containing
personal information
were lost while in
transit to storage

SSN, NAA, FIN
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