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This report shows publicly reported data breaches involving personally identifying information (PIl) for the month of
August 2008. All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the
Open Security Foundation and is freely available for non-commercial ventures and academic research.

This report is a living document that is regenerated nightly as new information becomes available and is added to
DatalLossDB. Please direct any questions or comments about the data contained within this report to Open Security
Foundation.

Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written
consent of the Open Security Foundation.

The following graphs show data loss incidents by data type and by business type over the period of this report.
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Incidents

Reported

Records

Orgs

Summary

Data Types

2008-08-01

2600

Delphi Automotive
Ohio Department

of Job and Family
Services

Missing flash drive
holds Social
Security numbers
and other personal
information for
2,600

SSN, NAA

2008-08-01

Stepping Hill
Hospital

Laptop stolen from
hospital contains
personal
information on
1,581

2008-08-04

Arapahoe
Community College

Names,
addresses, credit
card numbers and
social security
numbers on
missing flash drive

CCN, SSN, NAA

2008-08-06

Harris County
Hospital District

Lost thumb drive
contains medical
and financial
records for 1,200
patients

SSN, MED, DOB, FIN

2008-08-07

Objective
Productions
BBC

250 childrens data
lost via USB pen

2008-08-11

UK Borders Agency

Names,
nationalities,
passport numbers
and dates of birth
of 3,000 seasonal
workers were lost

2008-08-11

380000

Ireland
Department of
Social and Family
Affairs

Stolen laptop
contains personal
information for
380,000

2008-08-07

Bank of America

Laptop containing
customer names,
addresses and
Social Security
numbers stolen

SSN, NAA, ACC

2008-08-13

Charter
Communications

Social Security
numbers, dates of
birth and driver's
license numbers of
over 9,000 on
stolen laptops

SSN, NAA, DOB

2008-08-14

Wouesthoff Health
System

Medical Center
Patient Records
Posted On Internet

SSN, MISC, MED, DOB

2008-08-15

Keller Independent
School District

KHS mail mix-up
prompts identity
theft concerns
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http://datalossdb.org/incidents/1071
http://datalossdb.org/incidents/1074
http://datalossdb.org/incidents/1076
http://datalossdb.org/incidents/1077
http://datalossdb.org/incidents/1078
http://datalossdb.org/incidents/1083
http://datalossdb.org/incidents/1084
http://datalossdb.org/incidents/1087
http://datalossdb.org/incidents/1093
http://datalossdb.org/incidents/1098
http://datalossdb.org/incidents/1099

Incidents

Reported

Records

Orgs

Summary

Data Types

2008-08-18

9000

Department for
Work and Pensions

Unauthorised
disclosure of
personal
information on two
discs retained by a
contractor

SSN, NAA

2008-08-18

Department for
Work and Pensions

Loss of paper
documents from
outside secured
Government
premises

2008-08-18

InterActive
Financial
Marketing Group
(IFMG)
Dominion
Enterprises

Hacked server
contains names,
addresses, birth
dates, and Social
Security numbers
of 92,095

SSN, NAA, DOB

2008-08-19

Kingston Tax
Service

Stolen office
computers contain
client information

SSN, NAA

2008-08-19

94000

PA Consulting
The Home Office

Company loses
data on criminals

NAA, MISC, DOB

2008-08-20

108000

The Princeton
Review

Information about
34,000 students
and 74,000
students
containing names
and birth dates

DOB

2008-08-23

Best Western

Credit card
numbers, home
addresses, and
other personal
information of 8
million stolen by
hackers

CCN, NAA, MISC

2008-08-04

UCLA Health
System

More than 120
workers at a Los
Angeles hospital
looked at
celebrities' medical
records and other
personal
information without
permission
between January
2004 and June
2006

SSN, NAA, MED

2008-08-22

Korean Ministry of
Education,
Science and
Technology

Thousands of
South Korean
officials'
information leaked
on the Internet
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http://datalossdb.org/incidents/1108
http://datalossdb.org/incidents/1109
http://datalossdb.org/incidents/1121
http://datalossdb.org/incidents/1124
http://datalossdb.org/incidents/1127
http://datalossdb.org/incidents/1128
http://datalossdb.org/incidents/1129
http://datalossdb.org/incidents/1130
http://datalossdb.org/incidents/1131
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Records

Orgs

Summary
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2008-08-19

17000

Barclays Bank PLC
Goldfish Card
Services

Goldfish Card
Services card
statement mailing
error

CCN

2008-08-26

1000000

Graphic Data
Royal Bank of
Scotland

NatWest
American Express

Drive purchased
on eBay contains
personal and
account details of
around one million

CCN, NAA, ACC, DOB

2008-08-26

Pennsylvania
Public Welfare
Department

2,845 welfare
renewal packets
sent to wrong
mailing addresses

2008-08-27

Kansas State
University

Stolen document
contains names
and Social
Security numbers
of 86

2008-08-26

Prince William
County Public
Schools

Information for
more than 2,600
people exposed
through file-sharing

SSN, NAA, EMA, MISC

2008-08-28

Reynoldsburg
(Ohio) City School
District

Stolen laptop
contains names,
addresses, and
Social Security
numbers of 4,259

2008-08-28

Louisiana Real
Estate Commission

13000 Social
Security numbers
and other personal
information posted
on the internet

2008-08-27

Ohio Police & Fire
Pension Fund

Records of retired
police
compromised in
database

2008-08-25

National Technical
Institute for the
Deaf

Rochester Institute
of Technology

Social Security
numbers, names,
and dates of birth
for at least 12,700
on stolen laptop

SSN, NAA, DOB

2008-08-14

Pennine Acute
NHS Trust
Rochdale Infirmary

Lost document
contains personal
details of 345

2008-08-20

First State Bank of
Pinedale

Lost backup tapes
contain names,
addresses, Social
Security numbers,
and account
numbers

SSN, NAA, ACC
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http://datalossdb.org/incidents/1132
http://datalossdb.org/incidents/1133
http://datalossdb.org/incidents/1134
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http://datalossdb.org/incidents/1136
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2008-08-22

173

Nye Lubricants

Unauthorized
employee
accesses data of
173 other
employees.

SSN, NAA

2008-08-29

Franklin Savings

Customers details
exposted on
website, names,
addresses, SSN
and account
numbers accessed

SSN, NAA, ACC

2008-08-21

United Bank of
Idaho

Backup tapes
containing names,
addresses and
SSN lost in transit

2008-08-05

Alaska Air Group,
Inc

Employee steals
credit card
numbers of 1500
customers

2008-08-21

Larry Strauss,
ESQ, CPA &
Associates

Laptop with tax
returns for 100
clients stolen from
a parked car

SSN, NAA, MISC, ACC, DOB, FIN

2008-08-01

2200000

Countrywide Home
Loans

Employee sells
customer list,
exposing names
and Social
Security numbers.

2008-08-29

JPMorgan Chase

Accidental
disclosure of client
information to
business
parter/brokers
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http://datalossdb.org/incidents/1216
http://datalossdb.org/incidents/1250
http://datalossdb.org/incidents/1252
http://datalossdb.org/incidents/1259
http://datalossdb.org/incidents/1280
http://datalossdb.org/incidents/1073
http://datalossdb.org/incidents/1297

