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Dear NIr. Cooper:

In accordance w'i th N.C. Gen. Stat. $ 76-65, \\ 'e are prov' iding y'oLr r.vith rvri t ten notit ' ' ication re-
gardiii'* ihe :iati.ire and circi:ilstances of a reccnt crime that may have resuiteci in the unallti-rorized
acquisit ion of certain personal information. Our outside legal counsel previously reported this
nri l t ter to Vour off ice by phone.

In earl.vJanulry 2006, a laptop contputer was stolen lrom the locked car of one of our employees.
We inrmediately began rvorking to identi lv t l ie personal infonnation rr, 'e believe \\, 'cs contained in
f l les on the laptop. Based on these activit ies, r.r,e determined t l-rat the laptop contained f i les
relating to a number of Emst & Young corporate cl ients, and that these f i les contained various
personal information relating to employees of t lrose cl ients. lVe also detemrined that the laptop
contained a separate f i le r.vith the names and Social SecLrri ty numbers of indrviduals for lvhon
Ernst & Young provided services. The laptop required a passll 'ord to use it ,  and the passlvord
rt ' i ts not stored u' i th the laptop. At this t ime, rve have no indication that any information on the
laptop has bccn ur isuseci  or  e \en accessed.

\\ ' i th respect to the corporate cl ient f i1es, rve are w'orking rvith our corporate cl ients to r-roti fy the
individuals rvho are potential ly affected by this incident. With respect to the other l l ie, 

"ve 
rvi[ [

be noti lying in lvri t ing 
"vithin 

the next ferv days the individuals whose infom-ration rvas contained
irt that f i le. A sample of the notif lcation letter is attached for your inforanation. As the letter
indicates. w'e have established a call  center to handle inquir ies lronr potential ly aft 'ected indi-
viduals, and w'e are'of-fering those individuals one year of credit monitoring at no cirarge to them.

If vou have any qLlestiol.rs, please do rrot hesitate to contact me at 202-327-7611

S i  ncere ly .
t ' '  :  I

,I^'(1il:y,Li- /'1'
J. Andrefu Heaton
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Dear Name:

We are r .vr i t ing to inforrn you thxt an Ernst & Young emplo; 'ee recent ly had a laptop
containing personl l lv ident i f iable information stolen i rom thcir  Iocked car.  We bel ieve thai  a
f i le  conta in inu  your  nume; rnd  Sr rc ia l  Secur i t , v  number  l vas  s to red  on  the  l rp top .  The i i le
n i ime guve no  ind ic l t ion  o f  i t s  con ten ts .  No o ther  in fo rmat ion  about  yoLr  rvas  inc luded in  th is
f i le.  \ \ 'e hare reported this cr ime to law'enforcement authori t ies and are rvorking rvi th them
on this mrtr,er.

The stolen laptop requires a passrvord to use it. and it appears that the thett r.v:rs a randonr
cr iminal i tct .  We have no reason to bel ieve that any of the information on the laptop has been
accessed or  misused

Ernst & Young t i ikes the secLrr i ty and pr ivacv of our cl ients '  personrl  infornrat ion very
scr ir)Lrslv lnd deeply re_srets that this incide nt has occurred. To assist  you so yoLt cln take
steps to pfotect against possible ident i ty theft .  *e have t i rken the fol lorvinc steps:

We have set up a cal l  center with a special  tol l - f ree number -  (866) 317-1689, or i f  you
are outside the United States and Canada, +1 (201) 872-0161 - to assist  you rvi th
quest ions or concerns you may have related to this incident.  Our cal l  center rvi l l  be
staft 'ed frorn 9:00 a.m. to 8:00 p.nr.  Eastern t ime, Nlonday through Friday, t iom norv r-rnt i l
Nlay l .  Cal lers may leave a message after hoLrrs and they rvi l l  receive a cal l  brck on the
nex t  bL ls iness  

.day .

We hrve contacted the three maJof U.S. credit  bureaus to inform them of this incident.
Upon a reqlrest f rom you, the agencies r .v i l l  phce a "fraud alert"  on your f i le r .vhich alerts
creditors to take addit ional steps to ver i fy your iddnt i ty pr ior to grant ing credit .  in your
name. There is no chitrge to yoLr for this servi'ce. Should-you r.vish to place a fraud alert,
contact any one of the fol lorving bureaus:

Agartc.r'

Exper ian
Equi iux
Tr lnsUnion

Toll-Free

888-397-37,12
800-525-6285
800-680-7289

Intenntiornl Toll

N/A
10.t-885 -8709

N/A

Website

'uvrvn,.ex peri art.cottt

"l"uvw. 
ecl tt i fttX. Ctlrn

wwrr , . t ransLrnion.conr



\ ! 'e have arransed tbr you. at your opt icn, to enrol l  in credit  monitor in-s.  at  no cost to
you, for the next year.  Once you enrol l ,  you rvi l l  receive communicat ions detai l ing tny
key changes to your credit  repolts fronr al l  three credit  bureaus. I f  there is no act iv i tv.
you rvi l l  be updated on a mouthl ;-  bls is.  To enrol l  in this service. please contact our cal l
e e r t t e f  t o  o b t a i n  i n s t r L r c t i o n s  a n d  i i  p r o m o t i o n  c o d e  a n d  t h e n  r e s i s t e r  a t
lr ttp ://p rrrt n c r. corr su ute ri n 1'r l. c om/ev.

You are also ent i t led under U.S. larv to one free credit  report  annual ly from each of the three

major credit  bureaus. To order your free credit  report ,  v is i t  www.anltul lcredit l 'eport .cotn or

cal l  tol l - f ree (877) 322-8228. For addit ional information on horv to further protect yourself

against ident i ty theft ,  you may wish to vis i t  the web si te of the u.S. Federal  Trade

Commi ssion at !'v'wrv.consLlrnel'. so v/idthe i tl.

AgLr in .  ne  dcep ly  regre t  tnv  inconven ience or  Conce- r r )  th is  inc ident  may c l lL tse  yo t t .

) lncere ty ,  ,
- , - 2  , /  ' ' /  ' / ' / //u4,%

/ //r '/
Timothvy 'c r i i r ' v  

u  
/

Americas Vice Chair ,

Qul l i ty & Risk Nlanrsement
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Illarch 21. 2006

Jcshua H. Stein
Seuior Deputy Attorney Ger:eral
Consumer Protection Division
Delartment of Justice
State of North Carolina
90D1 \,Iail Sen'ice Center
Ralcigh, NC 27699-9001

By Fa,r :  919-716-6050

Dear NIr. Stein:

Thanli you for 1'our tirne on the phone earlier thi.s w'cek. We have follo.-ve,J up rvith our coiporat3
clienis. and base<l on the best information I have received I-believe that notifications to Nonh
Caroline indivrduals rvitl be completed today. There are 40 additional North Caroiina
notifications, u'hich brin-es our overall total to 863. 'I'his total includes borh the E&Y drrect
notifrcations and all of the corporate clients excepl for Goldman Saclrs, rvhich was scpararell,
reoorled, and two clients that hardled notifications r.vitiout our assistance. (We have been told
by both of these clients that notifications were colnpleted.) Of tlre +0, 39 rvere mailctl yesterdal,
and one addirional notjfication is goi:g out today.

We are conlinuing to monitor the situation closely, including monitoring our mail for an1,
notifications ret.umed as undeliverable. Should we detu'rinine that any' North Carolina individual
has oot received notitication.

Please lst me know if vou need any furrher mformation.

Sincerely, , i
n f l  ,  l l  t  tr+ LL,Cfiltit*t^ bg n,
I I --z',rn
V.Andlerv Heatou

A rv le .T l :e r  ? rac t ice  c f  E i l r i t&  i 'ounc  S leh :


