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Attorney Generll Ro-v' C ooper
Consumer Protect ior . r  Div is ion
North Caro l ina At tomev Cenera l 's  Of f ice
9t)t) l  -\ lai l  Sc.rr. ice Ccnter
Releigh, No rr l i  Caro l ina 27 699 -9()0 |

Re:  Not ice of  Potenr iar l  In format ion SecLrr i ty  Breach PLrrsLrant  to  N.C.  Gen.  Stat .  rq  75-65

Dear Attomey' General Cooper:

In accordance',,1' i th N.C. Gen. Stet. 'q 75-65. u'e rrr i te to inforrn vou oIa possible inibrnration
security breach regarding individuals \\ 'e sr-r! ' ice thrt occlured on or about }farch l i .  ]0t16. \\ 'e
estinrare that approxinratel-v- 19b,000 indiv' idurls may have been affected by t l-r is incident.
Pursuant  to  our  ob l igat ions r - rn 'Jer  N.C.  Gen.  St i r t .  t \  i5-65,  co in i i ter rc iug toc i lv  \ \e  Are serrd ing
noti i-rcation by' overnivht nrai l  to al l  affected indi.. , ' idLrals residing in North Carolirra and
elseli  hs-re of the infonnation secr"Lrit ,u- brerch. lu addrt ion, because this incident potc'nt ial lv
inr, 'olved more than 1,000 North Carolina residents, 

" le 
notit-red consLtnrr 'r report ing agencies that

compi le  and nra inta in  f i les orr  consuulers ou a nat ionr ' , ' ide basis  oI the i r rc ident  on \ [ r rch 2 t ,
2005.

The notices describe (l) the general nature of the incident result ing irr the potential infonnation
security breach, (2) the type of personal infomration that w'as the sLrbject of the possible secLrri ty
breach. (3) the precautionary measures we are taking to help protect affected individLrals lrom
Lrnauthorized access, (- l) contact information for inquir ies regardin-e the incident, (5; a gLride tbr
affected individuals to protect against and respond to identit l ' theti  and,or nrisuse of their
personrl infon-nation, aud (6) adl ' ice to affected individLrals that they remain vi,ei lant by
reviewing accoLrnt statements and nrouitoring f,Lee credit reports that are ar, 'ai lable to then-r.

For your convenience, a copy of the notices sent to affectecl individLrals in North Carolina and
elserr, 'here is enclosed rvith this letter. [ [yoLr have any questions or need further infonnation
regarding this incider-rt,  please do not hesitate to contrct us.

S incere ly  )oLrrs .
t)r1/r,%,,^J. Ar*J

\ \ ' i l l iams G. Duserick
Vice President, Chief Privary Ot'f icer
Fideli ty Inv'estments

Enclosures
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NI l rc l ' r .  21,  2006

Dear Participirnts in Fler,r, iert-P, ckard sponsored Retirernent PIans:

Please Read This  lmpor tant  Not ice re:  Secur i t -v  A ler t

We are rvritin,s to let vou knor.v that a laptop complrter containing personelly identifiable
infonnation used lor a business meeting rvas recentl.u- stolen. We belic-ve that identif l , ing
information about you was contained in the laptop.

Larv enforcement was notit-red after u,e leamed of the theit and is contlucting an inr, 'esti_ration.

At this time, r.l'e are not 3rr-x1-- that the infonnation ccjntained in the laptop has been misused
Ei,'en so. we wAnt to rntbrni you of the srruation and to suggest some steps you can take to protect
yourself fiom identiry'theti nori and rn the futr-rre.

\\ 'e Ceeply rcgrci this.si ir . iat ion and are keeniy aware.oihor,r '  i inportant veur personal information
ls to vou. This !etter i5 1s-r pror..ide y,ou ,.l.ith intonn:rticn you need tc understantl rhe siruation and
to protect yourself from misuse of y'our inforrnation, including identir; ,* theft.

\ \ 'hat happened?

A Iaptop belonging to Fideliry- Investrnents. rvhich provides services to the Parricipanrs in
Her.vlett-Packard sponsored Retirement Plans (including current and fonner Hervlett-Packard
ernployees, as rvei l  as fonner employees of acquired companies) ("HP Participants"), lvas stolen
on the evening of Nlarch l5th.

The laptop contained personal data of HP Participirnts, including names. Social Securiry
numbers, addresses, dates of birth, compensation and other employee retirement plan
infonnation.It is important-forv'ou to knoyv,that the license to the so/f,,v,are yt,hich contained the

has expired. As a result. the scrantbled data is difficult to itu . Ll'e hat'e no eviden
that the in-formution has been mi.susecl. Further;tl j,s iry a fortn that is qenerally'unusable

What steps has Fideli ty taken?

We have alerted our Fidelity representatives to this sitr-ration and irnpleurented extrl security
processes reqr-r ir ing addit ional authentication tbr access to your accorrnt as tvel l  as other
lneasures to prcvent unauthorized use. Accordingly, \ve encollrage yoLl to be prepared to provide
addit ional personal and,'or account infonnation to verify y,our identiry.



\ \ . :  also have emplo-led adcli t ional secr-rr iqr controls above and bevond our l lreacir, 'signit iclnt
monttorrng actrr, i t l ' to identify i f  there is any unusual activiry in your Ficlel iry accounrs.

\\ 'e are contacting t i te three principal credit report ing bureaus. Equifax, Experian and Trans
Union, to advise t irem of the sinration.

Fideliry has aiso arranged for you to enrol l ,  at vol lr option. in a credit monitorin-9 sen ice ar no
cost to y'ou. This service l l i l l  al lor. l 'you to monitor 1'or:r credit as r, lel l  as anv unusual activiry
that may'af-tect your personal financial siruation, although rve have no knorvledge of anv miir-ise
of this intbrmatron. The sen'ice is provided by EqLritax. one of the major credit report ing
cotnpantes that monitors activiry. For detai ls on horv to enrol l  in this serv' ice, log on to Ficlel iry
NetBenefits'O at hfirrs: "nctbe n.-tts. t ld,- ' l i f) .crur. From the Ne tBenefits home page, cl ick on the
link in the Neu,'s section on theright hand side of the home page. Once you hive enrol led, vou
ri.r l lbe provic, ledu.' i th ser,eral r,r luable services including credit rnonitorin-e, a copy of yourcredit
report, noti f ication of activity, addit ional access to vour credit report. and some level of identiqr
thett insr-rrance for expenses. In additron, yoLr lvili have access 2-l hours a dav, 7 day.s a ,,veek to
EqLrift ix 's custorncr sen ice representati \  es.

\\  hat. addit ional actions can vou take to protect voursell?

It is.alr.va.v-s a good prrct ice to regularly rer, ' iew activ. iry on your accounts and to obtain your
credit report tionr'one or more of the national credit reporting corrpanies. \\'e recorurnend that
you remain visi lant tbr at least the next I2 to 2-1 months, and to promptly'  report any incidents of
suspected idenriry thett to us and to the proper authorir ies.

The enclosed Reference Guide wil l  provicle you more infonnation on identit_v theft, horv to
repoft it ancl hor,v to protect yourself.

Please knorv that Fidelity is treating this matter extremely seriously. We value .vour business anrl
the trust you have ptaced in Fideliry and rve deeply regret any inconvenience oi concems this
may cause you.

If 1'ou hal'e any questions or need additional
help you.  P lease ca l t  l -800-411-1015.

Sincerely,

rntormatron, our representatives are prepared to

'W-U;^/Q,-;4

Will iarn G. Duserick
Vice President, Chief Privacy 0ff icer
FrdeliW Investments



RTFERE\CE CUIDE

\\hile thc're is no rndication that rhc clata on thc laptop hrs been misused, it is pnrdent to kno.uv
about identiry theft and rvhat you can do to protect yourselt'.

. \bout [dentifv Theft

Identirv" theft. in its simplest fbrrn, occurs ,,vhen
informlt ion wirhout vour pemission, ancl o[ ien

ldentity Theft Prevention

solneone obtrins and misuses ) 'our personal
t imes without i /oLlr knou'ledse of the actir. iry.

You ma.v want to consider placing an initirl fraLrcl aled on yolrr credit file. A fraud alert tells
creditors to conti lct 1'ou be tbre they open an)'ne\\ 'accounts or change your existrng accoLlnis.
Yor-r may call  any one of the three rnaj or credit report ing companies to place an alert. The
con'lpany you call is requirecl t0 contact the other tr ' , 'o, which r ' , i l l  place an aled on their versions
of yor.rr rcpoll .  too.

An init ial fraud alert ste) 's on your credit report for 90 days. \\ 'hen yoLl place this alerr on 'our
credrt report. you'"vi l i  receire intbrmation about ordering one t iee credirreport from each of the
credit report ing companies. Once you receive ) 'our reporrs, revie,uv them careful lv for inquir ies
tiom companies vot-t ci id not contact. accounts you did not open, and debts on you, accounts that
yoll  cannol explain. Verit lz the accuracy of 1'our Social Securiry number, acldress(es), complete
nirtne and employer(s). Notifu the credit report ing companies rf any rnformation is incorrect.

Equifar: 877-178-76f 5 u'r i  i , . ' .cctr-r i t lr .cr.r.nl PO Box 710211, Arlanta GA, 30j7-{-0141
Exper ian:  888-397-37-12 u ' r , i l .c rp. ' r ian.corn;  pO Box 9532,Al ten TX 75013
TransUnion:  800-680-7289 r i , , r . ' r r . f rensunion.cr ) rn;  Fraud Vic t im Assis tance Div is ion.  pO Box
6790, Fullerton CA 9283:+-6790

\\'e recomntend that you check your credit repofts and revie,uv vour accoLrnt statements
periodical ly. This can help you spor problerns and address thern quickly.

In addit ion, under federal larv you are entit led to a free copy of your credit repon, ar your
reqllest, from each of the majornationrvide creditreport ing colnpanres once every l2 months.
To order your t iee antrual credit report from one or al l  of the national crecl i t  report ing cornpanies,
visit  i .r 'n",r ' .annLti l lcrei l i tretrorf .conr, cal l  tol l- free 877-322-8228, or cornplete the Ann,al Credit
Report Requesr Form and mail i t  to: Annual Credit Reporr Request Service, pO Box 105281.
Atlanta, GA 303't8-5281. You can print the tbrm from lvrvr,v.frc.gov/credit.  please do not
contact the three nationwide credil  report ing coinpanies individually. I f  you ask, onlv thd last
tbur disits of your Social Secilrity' nuinber ivill appeai on your cletlit reforts.

To learn more about hor. '" '  to protect yourse lf  against identity thefr, please visit
\ \  \ \ i \ \ ' .consti l t lel ' .9()\ i( l t i teit  or cal l  the Federal Trade Commission hotl ine phone number:
l-877-IDTI{EFT (43S-4338). \ 'ou may call  or r, ' rsit  the Federal Tracle Comrnission \\ 'eb site ro
report any incir lent of suspected identity theft.



Nla rch ,21 ,2006

Dear 'Dart icipants in Hcvllett-Packard sponsored Retirement Plans (including current and tbrmer
Hervlen-Packlrd empiovees, as rvel l  as fonner emplol-ees of acqLrired cornpanres):

Please Read This  Impor tant  Not ice

We are r,vriting to let yoLl knor.v that a laptop compliter containing personally idenrifiable
infonnation used for a business meeting lvas recently stolen. We believe rhat identif .vine
intbnaation about yoLi was contained in the laptop.

La'uv enforcettreut rvns notified after ,,ve lcamed of the theft and is condr.rcting an in,,'estigation.

At tiris titne, rve are not a\,vare that the infbrmation containecl in the laptop has been misused.
Even so, we $'ant to intbrm y'ou of the sinration and to sl lggesr some sreps you can take to protect
yourself frorn identiry theft norv and in the turure.

W'e deeply regret this sittration and are keenly a,,i r.re-of irol' irnporlanr ),our perscnal infonnation
ls to you. This letter is to provide )'olr rvith rnfomration you need to understand the siruation and
to protect yourself from misuse of your information, including identiry'  theft.

\ \ 'hat  happenedl '

A laptop belonging to Fideliry Investmc-nts, w'hich provides services to the Part icipants in
Hervlett-Packard sponsored Retirement Plans (including current and former Hervlett-Packard
ernployees, as rvel l  as former employees of acquired cornpanies) ("HP Participants"), * 'as stolen
on the evening of Nlarch l5th.

The laptop containecl personal data of HP Participants. including narnes, Social Securiry
nurtbers, addresses, dates of birth, compensation, and other employee retirement plan
information. It is importantlor!,ott to know'that the licen.se to the sofnv,are w'hich contained tlte
data has expired. As a result. the scrambled datu is di-(fictilt to interpret. ll'e hcty,e na ev'idence
that the informtttion hcts been misttsed. Further, it is in a form that i.s senerallv ztnusahle.

\ \ 'hat  s teps has F idel i tv  taken?:

We have alerted our Fideli ty representatives to this situation and implernented bxtra securiry
processes requir ing addit ional authentication for access to your account as rvel l  as other
lnei l ,sures to prevent unauthorized use. Accordingly, we encollrage you to bc prepared to provide
adcli t ional personal and,/or account information to verify your identiry.



\ \ 'e also have emploved adciir ional securir, , .controls above anc' lbevonti ouralreadr.sicnit-tcent
nnonitonng activit) ' to identi l ' ' r f  there is any unusual acriviry in I 'our Fideli ty accounrs.

We are contacting the three principal credit report ins buretus, Equitax, Experian, ancl
TrlnsUnion, ro advise thern of the situatron.

Fidelit-r, has also arranged for y'ou to enroli, at jvour option, in a credit monitoring sen'ice at no
cost to y'ou. This sen' ice rr, ' i l I  ai lou'vou to monitoryour cretl i t  as r,vel las anv unusual acti \ , iry
that nrair affect yolrr personal financial sinration, althoLreh u''e have no kncrvledge of anv misuse
of this infonnation. The serr,'ice is pror,'ided by EqLrithx, one of the rnajor credit reporting
cornpantes thet ntonitors activity.

To enrol l  in the Equifax Credit Watchr\r service, simply f i l l  out the enclosed form and refurn i t
to Equithr. Or, enrol l  onl ine at n'u'r i ' .r l lsclvic--:t .c'r luit lrr.cori i 'nirrnitrrr:r-rrt lc-r and use the
promotlonal code from the anached directions. Once you have enrol led. vou',r ' i l l  be pror, ' ided
r,vith several r,'aluable serv'ices including credit uronitoring, a copy of yoLrr crecJit repDrt,
notit- ication of activity. addit ional access to your credit report, and some level of identit-v theft
insurance tbr expenses. In addition. yoLl rr,'ill heve acriess l4 hor-rrs a- da1', 7 days a *-eek to
Equi thr 's cLlstomer serr, ice representxtives.

\ l 'hat  addi t ional  act ions can vou take protect  toursel f?

it is air,vays a gooci practice to reguiariy rer, ' ie' .r 'acrir, ir l 'on yoLlr accounts and to obtain your
credit report t tom one or more of t l ' re national credit report ing companies. \\ 'e recommencl that
you remain vigi lant for at least the next t l  to l l  months, and to promptly report any incidents of
suspected identity theft to us and to the proper authorit ies.

The enclosed Reference Guide will pror,'ide you more information on identify theti, horv to
report rt and how' to protect yourself.

Please kno'uv that Fideliry is trertins this matter extremely seriously. \\'e r,'alue your business and
the tntst you have placed in Fideliry and rve deeply regret any inconvenience or concems this
may callse you.

Ifyou have any questions or need addit ional
help you.  P lease ca l l  1-800-411-4015.

Sincerely,

infonnation. our representatir,'es are prepared to

7/-/A;nQ,--;4
Will iaur G. Duserick
Vice President, Chief Privacy Off lcer
Fidehty In\, estlnents

to



REFERENCE GUIDf

\ \hi le there is no indication t l lat the dirt l  on the hptop has been misused, i t  is pmtlent to knorv
about identitv theft and r.r,'hat you can do to protect 1'ourself

Abotrt ldentitv Theft

Identiry* t l ieft.  in i ts sirnplest form. occurs w'hen someone obtains and misuses yoltr personal
infomration 'uvithout )our pc-nxission, and otten times r,vitholrt yollr knor,vledge of the activify.

Ident i tv  Thef t  Prevent ion

You may w'ant to consider placing an init ial t iaud alert on your credit f i le. A fraud alert tel ls
creditors to contr.ct vou before they'open any ne\\" accolints or chan-9e y'our erist inq accolrnts.
You maycall  an.v one of the three rnator credit report ing companies to place an alert. The
company you call  is required t0 contact the other trvo, rvhich r.r, ' i i l  place an alerl on their versions
of your report, too.

An init ial fraud alert stavs on lot ir credit report for 90 ciays. When vou pl lce this alert on your
credirreport. you u-i l l  receir, 'e infcrnnation about ordering one free credit report frorn each of the
credit report ing complnies. Once 1.ou receive vour reports, revie.,v them careful ly fbr inquir ies
ttorn cornpanies 1'oir did not contact, accoLlnts you did not open; and debts on your accounts that
vou cannot expiain. \rerir-v the accuracy of yoLrr Social Se curit .u.,number, address(es), complete
narne andemplo,u"er(s). Notif , ' the credit report ing cornpanies i f  any intbnnation is incorrect.

EqLrifax: 877-178-1625 r,ru,i ,v.citui l : .rr.conr; PO Bor 110241, Atlanta GA, 3037-l-02-l l
Exper ian:  888-397-37.12 u ' ' r rv .crpu-r i ln .c , . r rn ;  PO Box 9531,  Al len TX 75013
TransUnion: 800-680 -7289 \\\ \ ' \ i ' . tr-rnsLrnir)n.corn; Fraud Vict im Assistance Division, PO Box
6790, Fullerton CA 9183-l-6790

We recornmend that yor-r check your credit reports and revierv your account statements
periodical ly. This can help yolr spot problems and address thern quickly.

In addition, under federal larv you are entitled to a free copy of your credit report, at your
reqlrest, from each of the major nationr.vide credit report ing conpanies once every [2 months.
To order your free annual credit report from one or al l  of the nationalcredit report ing cornpanies,
visit  r,r 'nrr,.rnnurlcrcditrcl-rort.corn, cal i  tol l- free 877-322-8228, or cornplete the Annual Credit
Report Request Fonn and mail i t  to: Annual Credit Report Request Service, PO Box 10528 t,
Atlanta, GA 30i-+8-518 i.  You can print the form frorn rv'."r 'rv.ftc.gov/credit.  Please do not
coutact the three nationw'ide credit report ing companies individually. I f  you ask, only thb last
four digits of y'our Social Secirr i ty number u i l l  appeai on your crcdit reports.

To learn urore about ho."v to protect yourself auainst identiry theft, plcase visit
w u r i ' .consumer',gor, icl thcti  or cal l  the Federal Trlde Cornmission hotl ine phone nurlbcr:
l -377- lDTt lEFT (43S-1138) .  You may cal l  or  v is i t  the Feclera lTradc Comnr iss ion Web s i te  to
report any inciderit of sr,rspected identity theft.
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Aprii 19, 2006

BY TELECOPTER (9'i 3) 71 6-6050

CON FIDENTIAL TREATM g1t 1 ggqgEgrED
UI\iDER NORTH CAROLINA F.O.I,A,

Joshrra H. Stein
Senior Deputy Attomey General
Statrr of Noflh Carolina
Dep:rtment of Justice-Consumer Protection
900 | Mall Service Center
Ralerigh, NC 27699-9001

Re: Security Breach Notification

Dezr lt/r Stein:

I write to respond to the questions posed in your letter dated March 27, 2006 to William Duserick,
Chi,tf Privacy Officer for Fidelity Investments. Fidelity Investments is a trade nanre co[ninonly used
for ia group of cornpanies owned by FMR Corp.

Approximately 1,521 irrdividuals residing in North Carolina were impacted by the incident.

The stolen laptop was password-protected. During the busir,ess presentaticn atwhich the laptop
ancl the associated re'lirement plan data were used, the password was attached to a Post-lt ncte 0n
the outside of the laptop contputer. [t is unclear whether the note remaineC on the laptop at the
tim: of the theft.

Thr: data on the laptop was nottechnically encrypted. The data had been loaded onto the laptop rt
orcerto demonstrate to Hewlett Packard Conrpany ('HP")representatives a third-party actuarial
sottware product The oension actuafial softrvare was intended to answer HP's concerns thatour
proprietary reporting tool fcl the HP plans vras cumbersome and inadequate for ret;renrent pla'ns
with data as complex as that of the HP plans. ln order to provide i robust demonstraiion with real
wcrld data, actualHP plan data was loaded ontothe laptop, in the fornr of a database, along with a
co:y of the third party acluanal softvlare under a temporary license. The temporary ltcense (knovrn

f  F,r  rr ' . ,  !  I  t , r i  1-5:,rr . l

i  F , ' .  -  /  . . : : ' -  l : l  '

r l i i  . : : I , - : i  f  , i f  a .  l i  i l r :
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Pac,e 2

as a "commuter key') expired 0n the morning of tt'larch 17,20A6, approximately ?6 hcLtrs after the
iheft. After expiration oi the software {icense, the data was genefally unusable, in the sense lhat
Cata elerrentS asscciated 'lith aach other in lhe databaSe had nc reaCily apparent relationship with
each other in the absenca of the software. lrr additicn nur.,ber stilngs were stored in r'inary
fc[n:11, and weie not generaliy undemtandable as particular nurreric portions of 0ersonally
rdenl:ifiable information (e g , socral securiry numbers or,jates of bifth) The infotmatron was not,
however, encrypted.

lf yol have additional qLresticns, please do not hesitate to contact me

This, letter is being provided to the North Carolina Office of the Attorney General as part of that
cffice's investigetion of e'rents surrcunding this matter Aecordingly, this letter is entitled to
exemption from public disclosure under the Freedom of Infcrmation Act, Ncrth Carolina's gcverning
statute,N.CGS.c 132- l ,andotherappl icableprovis ionscf lawgovenr ingthenon-discicsurecf
information. The letter contains prcprietary information In addition, the disclosure of this letter
could put the firm at a competitive disadvantage. This letter is berrg provided with tl',e furthe:
unclerstanding that: (i) you will keep it strictly confldentlal and will not disclose or provide it io any
oth=r party, unless (a) you determine that drsclosule shculd be made to another golernment
ag0ncy or self-regLrlatory organization ("SR0'), in which case you will notifu the undersigned pnor
to initiating such disclcsure and will use your best efforts to obtarn confinnation from the
govemrnent agency or SRC that the letter will be accorded confidential treatment, or (b) you
receive a subpoena or other compulsory order seeking production of the letter, in which case you
wii notify the undersigned lrnmediately and provide us an opportunity to prove hat the letter
qualifies for an exemption from public disclosurc; and (ii)the letter does not consiitute any
authorization, consett 0r waiver by FMR Corp. or its affiliates or subsidiaries, expre$s or inrplred,
entitling the North Caroiina Qftice of the Attorney General or any other agenay 0r person to have
acress to any additional documents or infor,nation in the possession of FMR Corp. or its arfiliates
or subsidiafles. Finally, we request that this letier be returned to the undersrgned upon the
completion of your inquiry.

F!.{,p!IW"tideli,

Sincerely yours.
l ; , ' )

l,'Lqa*'f K'*n nd fc
Margarbl H Raymond'

4+
Vice Presideni. Associaie General Counsel

llavld C Bor:h, Esacr l

Confidentral Treainrent Requested Under North Caroiina F.0 | A


