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I\lr. Joshua Stein
NC Attornev General's Office
Consumer Protect ion Provision
9001 lvlail Sen'ice Center
Raleigh, NC 27699-9001

Dear Ivlr. Stein:

We are rvritin-q to inform vou of a data security breach involving individuals' personal information
pursuant to the requirements of NCGS $ 75-65(f).

We have been informed by one of our external vendors that a laptop computer containing Ahold USA's
data pertaining to both grants and exercises of Ahold stock options in 2005 was lost from the checked
baggage of a domest ic commercial  air l ine f l ight on Apri l  13.2006. The incident rvas immediately
reported to the airline and to the police. We were first informed by our vendor of this incident on June 7,
2006.

Although we have no indication that an1'of the information is being misused, as a result of this incident
and pursuant to requirements under Norrh Carolina law, we are notifoing you of the following concerning
the timing, distribution, and content of the notice we are sending to affected individuals:

o We are preparing a notification letter for individuals whose information may have been involved in
the incident (a copy of our notification letter is aftached).

. We will send the notification letter to individuals rvhose information may' have been involved in the
incident - rve estimate that approximately 3,500 individuals nationwide rvill receive notification. We
expect that the notification letters willbe mailed commencing June 23,2006.

r W.'e are notiling all three consumer reporting agencies that compile and maintain files on consumers
on a nat ionwide basis (as def ined in 15 U.S.C. $ 1681a(p)) of  the breach. Our not i f icat ion to these
agencies rvill provide intbrmation relating to the timing, distribution, and content of the notice that
rvill be sent to individuals, including a copy of the notification letter.
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\ \ 'c 'rtrc r.r 'r i t ing to let 1'ou knori tboLrt an untbrtLrnafc incidcnt thi.rt  t t t tv hlre erposed voitr
pcrsorrel intbrmation to others. \ \-hi le rr 'e have ha,-[ ncr in. l icatiern that 1'ot ir intonult ion is being
misusecl. ' ,r 'e r.ranted to report the inciclent to )ou ancl infbrnr 1ou of stcps ) 'oLl cau take to prot! 'ct
r oLrrselt '  trom possible identit l ,  theti .

\Vc- have been infbrmed by Deloitte Accountants, ol lr externai at idit ing f- irm, that an employee of
Delo i t te  Trr  had her  l rp top contpLl tcr  s to len f ionr  b, rgr r . :c  chcckecl  on tn  Apr i l  l i  . lonrest ic
cc'rnrmercial air l ine f l ight. The incident \\ 'as inrmc-cl irtcl),repL'rrtr 'd to the air l ine ancl to the police.
In the- col lrse oIi ts incident response iuvestiglt ion. Dcloitte t lLst determined ou June I that a f i le
w'i thyour personal information \\ 'as most l ikely'on t ire laptop. Deloitte informed us of the
situi i t ion the tbl lorving rveek. As soon as \\ 'e \\ 'ere notit led b1' Deloitte rve assembled a team to
rev i ! ' ! vandve r i t j ' t he thc tSandc i r cums tanceso f th i s inc iden tandde le lopa response .  Aso f th i s
t ime. the iaptop has not been located.

The f i le ' ,r 'as being used by Deloitte to test ceftain 2005 Ahold stock option zict ir. ' i ty in connection
ri ' i th the audit of Ahold's 2005 f lnancial statements. I t  included ), 'olrr name, Social Security
Nuntber, date of birth for persons who received Ahold option grants in 2005, and information
related to both grants and exercises of Ahold stock options in 2005. No f inancial accor-tnt or
meclical benefits infonnatiou r,vas in the file. l'he laptop n'as protected by an identitv
velification process that incorporated a unique user ID and a passrvord, but the file itself 

"vas 
not

additionally passrvord protected or encrypted. Deloitte has intbrmed us that its employee
violated the Deloitte Tax infbrmation security policy by checkir-rg the laptop in baggage on a
commercial airline fl ight.

Because rve cannot rule out the possibility of your information being misused, rve have arranged
for the follorving services to help protect 1'ou from identity theft, We recommend you use these
services and follorv the additional steps described in the follorving paragraphs. However, it is up
to you to decide'nvhether to follorv these steps; neither the company nor anyone else can make
that decision for you or sign you Llp for these services.

A help l ine at tol l- free 800-562-2318 has been established toassist you rvith questions and
concems. The help l ine rvi l l  be staffed from 8:30 a.m. to 5:00 p.m. Eastern t ime, lvlonday
thror.rgh Friday, from today to Septenib er 22,2006. You may leave a message after hours
and you lvi l l  receive a cal lback the next business day,

You can contact one of the ma.ior U.S. credit bureaus l isted belorv and have
pl lc . -d  ( )u  vo i r r  crcr l i t  f i1 . ' l r i  ; r l  I  l l r rce l ; t r i 'cur t : ; .  

' ' l -1r is  
f  i . ; 'L t r l r t l ' r r l  l r - : is  c tc t l i t t , t 's

steps should be taken to verity y'our identity'prior to granting credit in yor-rr
be no charge to you for this fraud alert.

a "tiaud alefl"
K l l ( ) \ \ '  l l r t t t  I  t l U i l A I

name. There r.vill
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800-6S()-7189
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r YirLr can eurol l  irr crc. l i t  nronitoring tbr t l ie next vear. at no char-qe to vor-r. Once enrol ied.
vou r," i l l  recel., 'e cor-nir iunications det;r i l in; l  rni 'kci 'changes to ) 'oLi i  credit feport i i 'ernr al l
threc- crecl i t  burc'rus. I t ' thr 're is no actir, i tv. \ 'olr rvi l l  be Lrpclatc-d on a monthh'basis. 

-[o

enro l l .  cor- l t rc t  the ca l lcenter  to  obta in inst rurc t ions and a promot ional  coc le an. [  thc 'n  req is ter
at \ \1\ ' \ \ . t 'n\serrices.etluitax.corn,l tr i .  I f  1'ou do not hat 'e access to the Intemet. thc- cal l  center
can pror icle instnrctions on horv to register by mail.

You are also entit lc 'd uncler LI.S. law'to one free credit report anntral ly'  f lrorn each of the three
major credit bureaus. To order 1'our free credit report, visit lvr,vw.annr-ralcreclitreport.conr or call
tol l- f iee (877,1 i l l -8118. For addit ional information on hor.v to t irrther protect 1'or-rrsel lagainst
identin theti.  r 'ou mav ri . ' ish to visit  the w'eb site of the U.S. Federal Trade Comnrission at
\ \  \ \  \ \ ' . c0nsu l l c r .  u ( ) \ ' i r l  thc l i / .

You mn'have recentl l '  heard 0r br 'en notif led of a separate incident lvhich occurred inr olr, ing
the Ioss of the laptop of an Electronic Data S1'stems ("EDS") empioyee on a commercial l l ight in
lvlty" 'r 'hich containecl certain personal information of retirees part icipating in the Ahold Pension
Plan and certain othe-r former employees of Ahold USA. Inc. or i ts retai l  supermarket
subsit l i l r ies. Please be advisecl thrt this stolen laptop incident r6lating to Deloitte is separate ancl
unrelated to the EDS incident. Horvel'er, if vou \\'ere previously notified as a potentially affected
person relating to the EDS incident and you obtained a promotional code and activated a f iaud
alert and credit monitorirrg rnernbership, you hal 'e the proper protection in place and do not need
to do it  asain.

The security of associates'personal information is important to us, and rve rvork to ensure our
vendors have processes in place to keep it safe. We are very disappointed by this incident, and
w'e regret any incon'n'enience or concenl this may callse you.

We are taking steps to help prevent security incidents like these from happening again. While
Ahold currently has in place policies and expectations concerning information security, both
internally and also u'ith our external service providers, we are undertaking a comprehensive and
thorough revierv of sr.rch policies. We plan to evaluate and, where appropriate, intplement
additional safeguards both internally and also rvith our third party vendors.

Sincerely,

Jim La*' ler * :
Ahold Chief Human Resources Off icer
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ROBERT A. LICHT
Vice President of Business Law
Ahold USA, lnc
c/o The Stop & Shop Supermarket Company LLC
1385 Hancock Street
Qu incy ,  MA 02169
617-770-6231
617-770-6980 - Fax

July  17 .2006

Kim D'Arruda. Esq.
Assistant Attorney General
Consumer Protection/Antitrust Division
State of North Carolina
Department of Justice
9001 Mail Sen'ice Center
Raleigh, NC 27699-9001

Re: Securit), Breach Notillcation

Dear Attorney D'Amrda:

I am responding to your letter of July 9.2006 confirming receipt of my June 23. 2006
notice concerning adata security breach pertaining to individuals who received grants of and/or
exercised Ahold stock options in 2005.

Approximately 96 of the persons affected by this breach are North Carolina residents.
The laptop that was reported missing was in the possession of an employee of Deloitte Tax. an
affiliate of Deloitte Accountants, Ahold's external auditor. The laptop was protected by a unique
user identifier and a password. The data file on the laptop was not additionally password
protected nor encrypted. While Deloitte immediately reported the laptop computer as stolen to
the airline and to the police, it took Deloitte additional time to identify the information that was
on the laptop and to inform Ahold. There was no delay attributable to the law enfbrcement
investigation.

We are also concerned that this incident was the second one involving an outside vendor
in a short period of time. However, we do not believe it is evidence of a pattern of carelessness,
since both situations involved employees of our vendors who checked their laptops on a
commercialairline flight in contravention of both their employer's policy as well as common
sense business practice

Once rve were infbrmed of this incident on June 7. we proceeded to work with Deloitte to
put  i r r  p lace pr t r t lp t ly  thc nrcasures c lcscr ibcd in  nr1,  le l tcr '<r f  . [ur rc  ?.3.2006 and thr 'a1(ac l ic< l
ttolice letter 10 thc all'ected inclividuals. 

'l 'hosc 
nrcasules arc clesrgned to hclp rcduoc thc possrblc

misuse of infbrmation. Ahold is continuin-e its comprehensive review of our policies and
practices concerning information security, and we are in the process of taking affirmative steps



to elfectively communicate procedures and policies with the objective of enhancing our ability to
control the security'of the personal infbrmation of both our employees and customers. I enclose
a copy of an internal communication broadly distributed within Ahold r.r'hich is a significant step
toward increasing awareness of both the importance of information security and the tools
available to our associates to help safeguard both personal and company confidential
information.

Please feel free to cal l  me directlv at617-770-6231if I  can nrovide anv addit ional
information.

,'/
Sinperely. , ) i
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, Roben A. Licht

Vice President of Business Law
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To:  Dis t r ibut ion
From: Jirn Larvler
Date: June 22,2006
Subject: Employee Information

We've recently observed disappointing issues concerning the loss of confidential
employee data by third party service providers. These instances have involved a
company's handling of information provided to it by Ahold, as well as the handling of
other companies' confidential information. Therefore. this message is meant to reinforce
ollr expectations about laptop security and the handling of confidential employee
information with third parties:

Disclosure of Emplovee Information

- Confidential employ'ee information includes withor-rt limitation the combination of
employee name and other private information such as date of birth, spouse's name,
social secr.trity number, SOFI number, driver's Iicense number, earnings data or
benefits el igibi l i ty.

- Access to confidential employee information is to be limited on a need-defined
basis.

Saving data on desktops, laptops and external devices such as flash drives.
memory sticks and CDs is discouraged because portable devices can be lost or
stolen and locally saved data can otherwise be compromised. Accordingly,
employees who have access to confidential employee infonnation should only
save such information onto their laptops, desktops or external devices when
necessary. Files that are saved locally should be password protected and
encrypted. If you need instructions on how to do this, please refer to the
instructions at http://protectinfo.:rhold.com or cal l  your helpdesk. A l ist of
helpdesk numbers is attached.

Confidential employee information should not be provided to external parlies
without the authorization of a manager, and only employee infbrmation that is
absolutely essential to a task should be communicated. Any ancillary inforrnation
in a file that is not specifically necessary for the task being handled by the third
party should be eliminated from the file.

You should not transmit unencrypted files containing confidential employee
information. As noted, for assistance in encryfting files, please refer to the.
instructi ons at h ttp ://'n rotecti n tb. a h o kl. io m' or call-your helpdesk.

When transmitt ing a f i le containing confidential employee informatiolt to a third
1tat t1 ' r 'ou s l tc . r t lc l  in t : luc l . 'a . ; ta l i . 'n lcn1 i l r  l l rc  covct 'n tcss i rL lc  t l r r t  t l r t '  in l i t t ' r r ra l ror r  is
confldential and must be treated in accordance with Ahold's policies regarding
confidential information. In addition, the llle itself should include a notice



indicating that it contains confidential information.
statement and confidentiaiity notice are as follorvs:
indicating that it contains confidential information. A sample transmittal
statement and confidentiaiitv notice are as follorvs:

r Transmittal Statement: "This message (including any attachments) contains
information that may be confidential to [Opco name] or its afflliates. If you are
the intended recipient, you are authorized to use the information only as expressly
authorized by' [Opco nante] and must strictly adhere to applicable security
procedures, inclr-rding without limitation the fbllowing:

. You must protect files using the password and level of protection in r.l'hich
the file ',vas provided to you; and

' You may transnit files only as necessary for the task you are assigned using
secure systems and appropriate encryption means.

If you have received the message in error, please advise the sender by reply e-
mail. and destroy all copies of the original message (including any attachments).
Please direct any questions to the sender of this message."

. Confidentiality Notice: "This File Contains Confidential and Proprietary
Information of fOpco name]."

Laptop Comrruter Securifv and other mobile devices

Ahold associates are responsible for observing common sense precautions necessary to
protect your laptop computer from loss or theft. These inch"rde. r.vithout lirnitation:

l \ tevar check your laptop compnter and other mobile devices l ike PDA's, Memory
sticks etc. as baggage on an airline flight (this includes plane-side check for bags
which r.vill not fit in the overheads); and
Never leave your laptop or other rnobile devices unattended in an unsecured
location.

Failure to comply with these minimum expectations may compromise the security of
Ahold's business infomration and rvill result in disciplinary action up to and including
termination.

I know that lve all appreciate the importance of protecting confidential information, and
therefore that taking the necessary precautions is something that should be considered
''standard practice," however, based on the experiences of other companies who have
faced compromises of such data, we can never be too vigilant.

Thank yor"r for your attention to this issue.



Helpdesk Numbers

Operating\Surrport Comrranv Number
Ahold Central Europe

Czech/Slovakia
Poland

+120234001260
+4812639{343

Ahold GSO +31 20 509 5222
Alber t  Hei in +31 75 659 2100
Storr & Shorr/Giant-Landover 1-800-2J6-533{
Giant-Carl isle/Tops/Martins l-800-246-533,1 (Tops: X5555, Giant:

x76{0)
Peapod l-888-492-41 l0
U.S. Foodservice 1-888-618-2s80
AIS / AFS / PPO / ASC / NIAC Risk
Manasement / Not for Resale (Braintree)

l -800-216-533jl


