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?i,,.,, Kristen J. Mathews
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knrathews@brownraysman. com

May 24,2006

Consumer Protect ion Div is ion
North Carolina Departrnent of Justice
P.O. Box 629
Raleigh, NC 27602

Dear To Whorn it May Concern:

I am rvriting to you on behalf of my client, Mortgage Lenders Netu,ork USA. Inc.,
pursuant to tlte "ldentity Theft Protection Act" (North Carolina General Statutes $ 75-65(e)). On or about
May 5, 2006, MLN became aware that a former employee of MLN rnay have compromised, or intended
to compromise. ceftain sensitive consumer data to rvhich he had access in connection rvith his
ernployment. MLN took action prornptly by discontinuing all access by the individual to MLN computer
systems, files and data, and by notifuing police authorities, in particular the Middletown, CT police
deparlrnent. On May 20,2006, pursuant to a police investigation, MLN became aware that this former
employ'ee had files in his possession that rvere the properl.v of MLN, and that contained sensitive
customer inforrnation. MLN is cooperating with the authorities in an investigation into exactly rvhat
inforntation was contained in the files.

While it does appear that this individual comprornised ceftain personal information
relating to MLN custotners, there is no evidence at this time that there rvas any fufther dissemination or
use of such data by this individual.  However,  i t  is possible that socialsecuri ty numbers could be subject
to unauthorized use, as well as other inforrnation located in our custorners'accouuts such as name,
mailing address, loan numbers and loan fypes. (Credit card, debit card and other financial account
numbers r,vould not have been subject to comprornise.)

At this tirne MLN believes that there are approxim alely 231,000 individual account
holders u'hose sensitive personal information was subject to the compromise, and it is possible that some
of them are North Carolina residents, although the exact number of Norrh Carolina residents, if any, has
not vet been determined. MLN has sent, or plans to send, notlce letters to each of the accounqholiers, a
copy of which is attached hereto. llf you have any questions, pleasg do not hesitate to contact me.

Sincerely,

L
, . ' l /  ' - \  /  f l' f \ , - , . ,L . '  

I  l . ' '  l l 'u -*"

Kristen J. Mathews
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Dear Valued Customer.

I am writing you to let you know about a recent incident in which a former employee threatened
the security of certain Mortgage Lenders Network USA, Inc. ("MLN") data.

On or about May 5'2006, MLN became aware that a former employee may have compromised,
or intended to compromise, certain sensitive consumer data to which he had access in
connection with his employment. MLN took action promptly by discontinuing all access by the
individuai to MLN computer systems, files and data, and by notifying police authorities. On May
20,2006, pursuant to a police investigation, MLN became aware that this former employee had
files in his possession that were the property of MLN, and that contained sensitive customer
information. MLN is cooperating with the authorities in an investigation into exactly what
information was contained in the files.

While it does appear that this individualcompromised certain personal information relating to our
customers, there is no evidence at this time that there was any further dissemination or use of
such data by this individual. However, it is possible that your social security number could be
subject to unauthorized use, as well as other information located in your account such as your
name, mailing address, loan numbers and loan types. (Your credit card, debit card and other
financial account numbers would not have been subject to compromise.)

What should you cJo?
. Since your sensitive personal information has been subject to compromise, there are a

few things you may want to do:

o You should periodically request a free credit report to ensure credit
accounts have not been activated without your knowledge. Every
consumer, whether or not their data has been involved in a security breach, can
receive one free report every twelve months from each of the three national
credit bureaus listed below. In fact, it is a good practice for all consumers to
order a free credit report from one of the three credit bureaus every four months,
in order to continually monitor your accounts every year. To order your free
credit report, contact one of the three major credit bureaus at the numbers
provided below.

o You may also wish to take the added precaution of placing a fraud alert on
your credit file. A fraud alert tells creditors to contact you before they open any
new credit accounts or change your existing accounts. To place a fraud alert on
your credit file, contact one of the three national credit bureaus at the numbers
provided below. This will let you automatically place fraud alerts and order your
credit report form all three credit bureaus at once. lf you decide to place a fraud
a I e rt o n 

ilil : : 
'i'j| 

i:' J:-: :i:'J?Jf":X?:: [? 
tio 

e n t i ri ca t i o n w h e n a p p I y i n s ro r
instant credit, and in some cases your ability to receive instant credit may
be l imited,
(ii) creditors may contact you by phone at the number you designate
before opening a new account foryou,

: i$l [{;i i:n.jil# rulfi ' :;,i: ;, : ::::;':::;
it by calling the credit bureau you initiated it with, using the confirmation
number you were given when you initiated (or subsequently renewed)
the fraud alert.

o In some states, you have the right to put a "credit freeze" on your credit file, so
that no new credit can be opened under your credit f i le.
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o Once you receive your credit reports, check them carefully for unusual
activity. lf you see any accounts you did not open or incorrect personal
information, call the credit bureau(s) or your local law enforcement agency to file
a report of identity theft. You should get a copy of the police report, and you may
need to provide copies to creditors to clear up your records. Also, please notify
us of any fraudulent activity that you discover in your credit file,

o Even if you do not find suspicious activity on your initial credit reports, it is
recommended that you check your credit reports periodically. Victim
information is sometimes held for use or shared among a group of thieves at
different times. Remaining vigilant and checking your credit reports periodically
over the next 12 to 24 months can help you spot problems and address them
quicklY.

. Equifax (800) 525-6285 www.equifax.com

. Experian (888)397-3742 www.experian.com

.TransUnion (800)680-7289 www.transunion.com

Because the investigation of this incident is ongoing, we do not have all of the details at this time.
We will continue to investigate this matter thoroughly and take all necessary and immediate steps
to reduce the chance of any future incidents.

Other than in the form of a written letter, Mortgage Lenders Network will not initiate
contact with you about this incident, and will not ask you to confirm any sensitive
personal information, such as your Social Security number. l f  you do happen to receive a
contact with such a request, it is not from Mortgage Lenders Network, and you should not
provide any such information.

MLN regards the privacy of consumer information with the utmost of importance. To that end,
MLN has numerous security measures in place to safeguard MLN accounts. Further, MLN
continues to implement add itional security measures in order to meet the demands of the today's
computer based society.

lf there is anything we can do to assist you further, please feel free to call us at 1-800-308-8965
or contact us at the information provided below.

We truly regret any inconvenience.

Sincerely,

MORTGAGE LENDERS NETWORK USA,INC.

Mortgage Lenders Network USA, Inc.
Legal Department
213 Court  Street .  :
Middletown, CT 06457

www.MLNUSA.com
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Kristen J. Mathews
(2121 895-2327
kmathews@brown raysman.com

June 19 .  1006

Nls .  K i rn  D 'Ar luc la
Assistarrt  Attorr tc l  General
Corrsurt ter Protect ion/Ant i t rrrst  Drv is ion
Nor th  Caro l ina  Depar t rnent  o f  Jus t ice
P.O.  t lo r  619
I { r r l c ish .  \ ( -  176( ) l

[ ) r 'a r -  \ l : .  I  ) '  A r r r rd r t :

l ' hank  roLr  lb r roLr r  le t te r .  da ted  JLrne  9 .2006.  regard ing  our  no t i f l ca t ion  o f  the  secur i ty  inc ident
involvir tg Morlsage l-endels Netrvork LJ.S.A, Inc. 's ( ' 'MI-N") data. In response to your specif ic requests
ir t  sucl t  lct tc l  lb l  f i r l ther i t t lo lrnat ion lcgardini l  the securi ty incident,  wc are provicl ing thc inlbrrnat ion
b c l o u .

( l )  \ ! 'ere the f l les possessed b l ' the fbrmer ernployee.  and any ot l re l  data that  nrav have been
courprour isecl .  passu'ord l t rotected or  sornel ror l  encr lpted '?

- lhe 
infbrmation that was possessed by the tbrmer ernployee of MLN rvas. i r r  fact,

pass*ord plotected, but not errcrt 'pted. Nonetheless, encrypt ion nould not have been
effect ive against access by' the former employee, who, at the t ime of his access, uas
ernplovcd by'MLN and possessed an authorized passrvold, which al lorvcd hirn to acce-ss
t l re data as paft  of  his enrplo) 'ment.

(2) Describc an\ ' rrcasrrres taken to prevent a sirni larsecuri tv breach f iorn occurr ing in thc
l i r t  r r lc .

Since iV l l -N becarrre a\ \afe that  t l re  i r rc ident  had occurred.  t l re  r isk lnanagelnenl  teanl  at
l \ { l -N has becrr  uor :k i r rg d i l igent ly ' to  develop a corrp lehensive lepor t  on t l te  inc ident ,
*  l r ich *  i l l  i r rc l r rde adcl i t ior ra l  protect ive and sccLr l i t l '  nrersr l res to be-  implernented to
prcveut  a s inr i lar  secul i tv  inc ident  f rorn occurr ing agair r .  We rv i l l  be 'able to prov ide yoLr
s i t l r  a  nt< l rc  deta i lec l  rcsporrse rc-{a ld ing such preventa l ivc measures as soon as t l rc  rcpot ' l

I t as  hcc r r  con ip l t ' t c t l .

l l t l \ l l r S I 9 l - i 6 l l r l
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( l )  \ \ 'hat is the nttntbcl  ot ' \ lorth Carol ina residents r .v lrose personal infbrmation rvas sub-iect to
thc [ ] r 'cach')

Scr ls i t iv 'c pcrsttr tal  i t t l i r l r t tat ion ol 'approxirnatel ;-  5,42.1 North Carol ina residents rvas
potcnt ial l r  subjected to the breach.

l l ' r 'ou have an-r t i r r lher quest ions. please do not hesi tate to contact me.

S incerely ,

H  ' /  ' ' i  1  ' l
' "  - ' - r :  L *  , . .  . /  t  - - .  /  I  : . .  . -  -  j  - .

Kristen J. Mathervs


