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Reporting Form
For Business, Individual or NY State Entity reporting a
“Breach of the Security of the System”
Pursuant to the Information Security Breach
and Notification Act (General Business Law §889-aa;
State Technology Law §208)

Name of Business, Individual or State Entity: LookTours.com LLC

Date of Discovery of Breach:————————September28,2006

Estimated Number of Affected Individuals: 300,000
Date of Notification to Affected Individuals: Beginning November 20, 2006
Manner of Notification: [ ]written notice

[ 1electronic notice (email)

[ ]telephone notice

Are you requesting substitute notice? [X] Yes [ ]No (If yes, attach justification)

We lack sufficient contact information to give written or telephonic notice. We are planning to
provide substitute notice via c-mail (where e-mail addresses are available), conspicuous posting on
our website, and publication to media available on a statewide basis.

Content of Notification to Affected Individuais: Describe what happened in general terms
and what kind of information was involved. Please attach copy of Notice.

As detailed in the attached notice to potentially affected individuals, on September 28, 2006, we were
the victim of a break-in at our offices resulting in the theft of various computers. These computers
contained information relating as many as 300,000 individuals, primarily our customers and also a small
number of current and former employees and consultants in Nevada. The information on the computers
relating to customers varied from one individual to the next, but may have included one or more of the
following: name, postal address, e-mail address, and credit card information including credit card
number. In most instances the credit card numbers were encrypted,

We are fully cooperating with the Las Vegas Police Department in its investigation of the theft. To date,
we have received no information, from the police or any other source, indicating that the information
about any of the potentially affected individuals has been used for any improper purpose.

Name of Business or Individual Contact Person: Rick Budd

Title: Financial Controller
Telephone number; (702) 939-9850
Email: rick@looktours.com
Dated: November 135, 2006

Submitted by: Rick Budd

Title: Financial Controller

Address: 8525 Edna Avenue _Las Vegas, NV 89117

Email: rick@looktours.com
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Telephone: _(702) 939-9850 Fax: _ (702) 939-
5818

PLEASE SUBMIT THIS FORM TO ALL THREE (3) STATE AGENCIES as follows:
Fax this form to:

X CPB:

- Security Breach Notification=——————
Fax: 518-474-2474

NYS Office of Cyber Secutity and Critical Infrastructure Coordination (CSCIC):
30 South Pearl St.

Floor P2

Albany, NY 12207

Fax: 518-474-9090

and also Fax & Mail this form to:

Attorney General:

Asst. Attomey General in Charge
Bureau of Consumer Frauds

120 Broadway - 3" Floor

New York, NY 10271

Fax: 212-416-6003

ny-721070



