Reporting Form
For Business, Individual or NY State Entity reporting a
“Breach of the Security of the System”
Pursuant to the Information Security Breach

State Technology Law §208)

Name of Busini:ss, Individual or State Entity Empire Beauty School, Inc

Date of Discove ry of Breach: June 20, 2006
Estimated Numser of Affected Individuals: 1132

Date of Notifica:ion to Affected Individuals; June 26, 2006
Manner of Notil cation: [ ] written notice

[ ] electronic notice (email)
{ ]telephone notice

Are you reques .ing substitute notice? [ ]Yes [ N No (If yes, attach justification)

Conlent of Notification to Atfected [ndividuals: Deseribe whal happencd in general teems
and what kind of information was involved. Please attach copy of Noticce.

An unknown perf 2trator brake into a vehicle of an Administrative Employee of Empire Beauty
School, Inc on Ju1e 20. 2006, while parked in Braoklyn. Missing are various personal items
including a briefc ase containing reports with names and social security numbers of

former Empire E sauty School sludenls,

Name of Business or Individual Contact Person: Mary Rose Tonkin o
Title: Business Office Director 5
Telephone nunb 570-429-4321 EXT. 2414
Email: mrtonkin @ empire.edu
Dated: iune 26, 200_6.
Submitted by: M ary Rose Tonkin

- Title: B isiness Office Director o
Address: 316 Pottsville St. Clair Highway Pottsville, PA 17901
Emuil: mrtonkin @ empire.edu
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Telephone:  570-429-4321 EXT. 2414 Fax: 570-429-4256
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“and tiotification Act (Generai Business Law §88%-aa;



emplre

beauty schools 396 POTT VIV F-5T. CLAIR HIGHWAY, POTTSVILE, PA /000

Tn: Empire Besury Schoal Students
Re: Recent Thefi af Empine Files Containing Personal Infarmation

Nate: Junc 23, 2006

Fram; Mary Rase Tonkin, ‘mpire Beauly Schivol. lne . C‘w'por\TWWIi\'udtltn;{i'iﬁw';

Deur Lmnpire Student:

) regret 1o infore s you that. on June 20. 2006. un unknown pempetrutor broke into a vehicle ol one of Empire's
administrative employees v hile it was poarked in Brooklyn and siale various frems of persnnal propery, including » Iaptop computer
angd o brielease,

To out knowlcd :c. there was no personal and confidential student information in the files maintained vn the stolen faptop,
but the swoken bricfcase did nclude reponts containing infrrmation on a proup of around 1004 gradusies and tormer siurdenis o)
Fapire’s Manhanan, Braol Tyn and Queens sanipuses. W belicve those files mcluded pames and Svcial Seeunty Nunber wifvrmition
for the graduates and Tormu © students involved. We are nolifying you, heecause we helieve Lhat you are one nt the praduates or tanner
students whoee infarmatior was included in the reports in the etolen brielvase

We have repoite 1 the thefi to the New York Police Department (NYPDJ. Precinet #62. and the report nutnbar iy 4640.
Cmpire will be monitoring he NYPD's investipation, and we will send another natice ta you it the investipation should uncnver any
infarmation concerning mit aee of your pereana! arecdht infarmarinn i the event that you wish (o comaet Precingt A2 af (he NYPD
regarding the thelt. the lelep hune number is (718) 236-2611

At the peesent i ne. the mformation wvatlable w us does not indivate that the pevpetator of this crime mteads o use the
stafen iaformation o engag ¢ in fraudolent credit vansactions ar identity theft. Nevenheless, we belicve (hal it is advisahle tor you o
cantact the three major erec it burcaus—whinse conract infavmation nppears al the end of this nolice—io axk them o place a " framd
alert”™ o your vredit eepurt, A “iraud alert ells ereditors o contaet you belore they open any acw accounts in your name ov chungu
yaur existing accaunts. We 1lsn helicve that you shauld periadieally imanirar vour eredis repont in avder ta seay infarmed ahout any
suspicious o feaudulent act ons invalving your aredit infurmation. 1 you {ind uny reports of suspicious of frawdulent sclivity on yma
credil reporL we recommen | that you conwel your logal police departinent snd tilg o repon ol theR. and then obmin o copy of that
report and send it e the cre Bilurs who were involved and to the credit bureaus

I yuu would lik + additiond wiurnmastion conceming steps you can lake W protect yourseli against pussible idenuly el
und L0 repor any incident a “identity thett, we suggest you contact the Fedeeal Trade Commussion’s idenuiry theft proup, reachable ot
{-877-1D-THEFT (1-877-d .8.4338) or at wws consinmyr poxidihett. In addition. the New York Attomey General's wehsite has
tnfonnation an how o respeond to identity theR: hip:': s lae v s pnsumeripsad thell_viviim il . Finally, should you
wish (0 contact Empire aba o the thell of files. you may rach mic by el al nitonkingaempin: vl ov by telephone w 1-576-429-
4321 extrsiun 2659,

Fmpire Beaury Schon!

Mury Raose Tonkin, Business Ollice Direcior

Contsct Informationfor e Theee Major Credit Puiresus
EQUIFAX
Consumer Fray d Divitioun
P.O. Box 74025,
Atlanta, GA 30174
1-800-525-62¥85
fccurin..dataad ninistraton/iceqidax.com

EXPERIAN

Consumer Frav ¢ Assistance
P.O. Dox 9556

Allen, TX 7501
1-888-397-3742

Lusinessreeord: viclimussistapecri-¢aperin.con

TRANSUNION

Cumsumner Rely jvps & Fraud Victim

1861 E. Orange ‘horpe Ave.

Fullerton, CA 91811

TEL 1-§00-372. 1391 or FAX 714-680-725%0
CNADG Transt nivn.com

1943771 TEL (57()429.4321 FAX (§70) 429.4322 wwwy amplre 8ou
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