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Reporting Form
For Business, Individual or NY State Entity reporting a
“Breach of the Security of the System”
Pursuant to the Information Security Breach
and Notification Act (General Business Law §889-aa:
State Technology Law §208)

Name of Business, individual or State Entity = _New York University
Date of Discovery of Breach: _10/27/2006
Estimated Number of Affected Individuals: 30,000
Date of Notification to Affected Individuals; _10/27/2006
Manner of Notification; [ x ] written notice

[ x ] electronic notice (email)

[ x]telephone notice

Are you requesting substitute notice? [ ) Yes [x]No (If yes, attach justification)

Content of Notification to Affected Individuals: Describe what happened in general terms and
what kind of information was involved. Please attach copy of Notice,

_ Backup CDs from the Continuing Medical Education (CME) program at NYU Medical
Center between 1999 and the present were lost. These CDs contain personal information such
as names, titles, degrees, addresses, telephone and fax numbers, social security numbers (if
given), student ID numbers, and credit or debit cards information (if student paid by credit or
debit cards).

Name of Business or Individual Contact Person:. _ Hai Ngo

Title: ___Sr. Director, IT Security Officer
Telephone number: _212-404-4022

Email: ____haingo@nyumc.org

Dated: __10/30/2006_

Submitted by: _ Hai Ngo

Title: St. Director, IT Security Officer

Address: One Park Avenue, 18" fl,, New York, NY 10016

Email: hai.ngo@nyumc,org

Telephone: 212-404-4022 Fax:  212-404-3520
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NEW YORK UNIVERSITY SCHOOL OF MEDICINE

NYU Pos-Greduate Medical School $50 Firwe Avenue
Continuing Mediral Edusstion Department 8LH, Room 430-0
"8 : Now Yok, NY 10016

Telephone: (211) 263-9298
Facsimile: (212) 263-5293

* Deat Risgietrant in a Oontinuing Medical Education Course:

| am writing becausa personal information about you that you provided in connection with your regletration for a
Continuing Midioa! Education (OME) pmgﬂrzm at NYU Medieal Canter batwsen 1989 and the pressnt has been
compromised, CDe containing personal information, including your name, titie, dagrea, addrees, telaphone and fax
numbere, eccial secutity number (if you gave K to ue), studsrt (D numbar, and credt or debi card information (1 you
paid by erecit or debit card), including credit card number, and axpiration date, have been disesvered to ba missing,

immediately upon leaming that the disim were missing, the CME dffice notiied our securlty department. The New
York Chy Polios Dornmm was notified and conductsd an investigation on the premises. Deaptta diiigent ssarching,
we have been unable to locats the disks or Information abiout whens they may be.

We ceeply regret that thig unfortunats shtuation oocurred, and we sincersly apologiae for any oonoam or
inecnvenianoe that R may causs.

Wae understand that you may be cencemed about personal privacy and identity theft, We suggest that you contact
one of the three ¢ ﬂmorﬁnoauonclulhwdbﬂowtoma‘mwmn‘onyourendnmm.

Bquifax  hitp/mwww.equifax.com 1-838.768-0008
Experian  http//www.oxperian.com  1-888-397-3742
TransUnian hitp//www.trahsunion.oom 1-800-630.7288

Tiis weivive is provided free o7 charge ang Netiiies potental lenders that thay shoukd vertty your identity befor
sranﬂng new credi under your name. When you ¢all, you will be asked to provide personal identifying information.

nes ono company Pecsives your fraud alert, the informartion will ba forwarded along to the others, You will receive a
{ree credi repon from sach of the threa reporting companiag within 7 to 10 days, Pisase nots that a fraud alert notice
may siow the lssuance of new oredit.

The Federal Trade Gommiseion has a wabsite that provides information on staps # oun take to address the threat
of identity thatt: hip//iwww, consurmer.gov/idiheftIndax.ntml. Wa unge you to visit this alte.

1 you have any questions ooncerning thia, please conact us &t 868-442-8781 betwean the hours of 6:00 AM EET

* through 10:00 PM Monday through Friday and 9:00 AM B8T through 3:00 PM Baturday and Sunday, whizh has boen
agtabiished as a dadicated line for this purpose.
Again, we sincersly apologize for the inconvenience to you.

Sincerely,

b, 4. flange

KAIHHYN A, GRANGER
Manager of Post-Graduate Programs

New York Univessity

A private universivy in the public service

Wd 68:58 9882-42-120



