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The information contained in this facsimile message is legally privileged and confidential
information intended only lbr the use of the individual or entity named above. lf the
reader of this message is not the intended recipient, you are horeby notified that any
disserninatiou, distribution of copy of this facsimile is hereby prohibited. If you have
received this tbcsimile in error, please intmediately notify us at 518-274-4800, and rcttrm
the onginal lne$sage to the Legal Department, 2l Second Street, Troy, Nlew York 12180
via the United States Postal Service.
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Reporting Form
For Business, Individual or NY State Entity roporting a

"Breach of the Security of the System"
Pursuant to the lnformation Security Breac,h

and Notifieation Aet (Generat Businees iraw gGBS.aa;
State Technology Law S208)

Name of Business, Individual or State Entity -ploneer Savlnss Bank
Oate of Discovery of Breach: S e t ) l e m b c r  i 6 .  2 0 0 6
Estimated Number of Atfected Individuals: Four
Date of Notification to Affected Individuals: seprember zo. 2006
Manner of Notif ication: xlwritten notice

I electronic notice (email)
xJtelephone notice

Are you requesting substitute notice? [ ]Yes [X ] No (lf yes, attach justification)

Content of Notification to Affected Individualsr Describe what bappened in general terms
and what kind of information wes involved, Please aftaoh copy of Notice,

P l e a s e  s e e  a r E a c h e d  n o f i c e  w i r h  d e s c . r i F r i o n  o f  r u h e r ' h e f
g e n e r a l  f e r m s  a n d  k i n d  o f  l n f o r m e t i o n  i n v o l v e d -

Name of Businsss or lndividualContact Person: Alicia A, t{iegert
Titlu:
Telcphone number:
Email:

D a t s d :  S c D f p m h A r  ? 7 .  ? o n 6

Submit ted bYl  Frank C- Ssrrator i  -  l tsq-
Ti t le :  Setr ior  Vice i ) rp.s i  dpnt  -  Gpnarn I  corrnpel  ,  Chi , . . f  CornFl . i+nce Of f  lcer
Add ress :  2 I  Secqnd  S r ree r . .T rov .  I ' I y  I 2 lB0
Emai l :  Sarra Eor 1f  @pl-orreersb.  com
Telephone: 5I8-274-4800 Fari :  5 '18- ' )7 4- l  169

S e n l  o r  V i  c e  P r e s i  d e r r f  .  C h i  e f  I O f  O r r n a t i o n
5 I S;3.?.4_-,4BgO of f tcer

Rleeer ta (?o i  oneer  sb  .  conr
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Dear:

I arn writing as a fbllow up to our telephone conversation yesterday, ,4.s a I 'rentionedwhen we spoke, it has come to our attention tirat for o ,t onp".iod of time on Safurday,september l6' 2006' a few onlin" goking customers werelnadvert€ntly provided with certain,limited' information about accou"t$th; lid i"1 u5r""g ;';;;. urrlbrru'atcly, your info*nationwas alnong that which was incorrectly provided. This in"iar,rro."u*ed due to a system tailure
,l|l'""Ti#ii:!:Tfi;fr1,ffj.*;'ier'' 'nv maricious o,pu,pos.rur intenr by "i',y inaiuiau,r

The information believed to have been provided relatss to your cheoking occount, Thespecific personal and private infonnation that ii bclieved," r,^"" u."n ui.*"J i! * onrine imageol check nunbor XXX relating,o you, ulcount number X)cfiX and rhe balancc olsaidaccount' In no case was your social security n*u.r-pi*ioeJ ano there were absolutely notransactions pertbrmed on your account.

we der-ply regret this situation occurred and, I can assure you, havc naken the necessarysleps to ensuro that tho causc of this breach has beon re.tin"d-,-iryru nouo *y-qu*io.*
Il?:t^T-Y*, 

please tbel tiee to contacl me at 274-4800. pioneer savings Ba.k takes great prideln lts cuslomer service and this urtacceptable incident ir 
"";li;i 

we talce ver,/, vcry senously. Ihope you will aocept my sincere apotoiy

Very huly yours,

Alicia A. Riegert
Senior Vice President
Chief Information Offi cer
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