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CONFIDENTIALITY NOTE

This telccopy, including Cover Sheet und uny accompanying documents (individually and collectively, "the Trunsmission"), comes from Bond, Schocneck &
King, 3 luw firm with offices in New York, Florida and Kansss. The Transmission is iniended solely tor the recipient designated on this Cover Sheet. The
Transmission may continn confidential and legally privileged communications madc between attomey and client in the course of profeasional cmployment and
for the purposc of lcgal advice or services,

If the reader of this micssage is nol the desiymuted recipient or the employee or agent responsible for forwurding the Transmission to the designated recipient,
any reading, dissemingiom, distribution, or duplicution of the Transmission is prohibited. In such case, the reader is directed 10 contact Bond, Schoencck &
King at the number below, as soun as possible and at our cxpense for further insiructions regarding the Trensmission. Thank you for your cooperation.

I THERE 1S A PROBLEM WITH THIS TRANSMISSION.
PLEASE NOTIFY THE SENDER IMMEDIATELY AT 315-218-8000, THANK YOU,

Our fux machines arc capable of receiving your cominunications 24 hours a day, 7 days a week.

One Lincoln Center, Syracuse, NY 13202-1355 » Phone; 315-218-8000 = Fax: 315-218-8100 » www.bsk.com
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0, K BOND, SCHOENECK & KING, PLLC MARY L. SNYDER

. . ‘ ; Direct: 315-218-8168
AYTORNEYS AT LAW & NEWYORK FI.ORIDA KANSAS msnyder@bsk.com

Apnl 21, 2006
VIA FACSIMILE and FIRST CLASS MAIL

Attorney General Asst. AG in Charge
Bureau of Consumer Frauds

120 Broadway, 3" Floor

New York, NY 10271

To Whom It May Concern:

Recently, Syracuse University’s Byrd Library, with an address at 222 Wavetly Avenue,
Syracuse, learncd that one of its computers may have been inadvertently exposed Lo internet
users. The computer contained the names and social security numbers of four individuals, The
University is currently notifying these individuals pursuant to General Business Law § 889-aa.

The University is sending the attached notice to affected individuals as the necessary data is
recovered and the scope of the breach is assessed.

Please contact me if you have any further questions.
Very truly yours,

BOND, SCHOE ECK&KTNG PLLC

Mary L. Stiyder

MLS:be
Enclosure :
cc: Office of Cyber Secunity & Critical Infrastructure
Conswmer Protection Board
Paul Gandel
Thomas S. Evans, Esq.

One Lincoln Center, Syracuse, NY 13202-1355 w Phone: 315-218-8000 = Fax: 315-218-8100 » www.bsk.com
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, Reporting Form
For Business, Individual or NY State Entity reporting a
“Breach of the Security of the System”
Pursuant to the Information Security Breach
and Notification Act (General Business Law §889-aa;
State Technology Law §208)

Name of Business, Individual or State Entity

Date of Discovery of Breach: 4/18/06
Estimated Number of Affected Indiviguals: 4
Date of Notification to Affectad Individuals:; 4/20/06

Manner of Notification: [ X ] written notice
[ ] electronic notice (email)
[ ]ielephone notice

Are you requesting substitute notice? [ JYes [X]No (Ifyes, attach justification)
(not at this time)
Content of Notification to Affected Individuals: Describe what happened in general terms
and what kind of information was involved. Please attach copy of Notice.
See aftached letter and notice.

Name of Business or Individual Contact Person: Paul Gandel

Title: Chief Information Officer
Telephone number: 315-443-5324

Email: paandel@syr.edu

Dated: 4/19/06

Submitted by: _Mary L. Snyder, Esq.

Title: Attorney - Bond, Schoeneck & King, PLLC

Address: One Lincoin Center, Syracuse, New York 13202

Email: snyderm!@bsk.com i

Telephone: (315) 218-8168 Fax: _ (315) 218-8100
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BYRD LIBRARY LETTERHEAD
222 Waverly Avenue
Syracuse, NY 13244
NAME
ADDRESS

Re:  Computer security breach at Byrd Library

Dear [name here]:

Byrd Library has reason to believe that the security of some of its computerized records may
have been breached recently. As a result, an unauthorized individual may have gained access to
certain private information. The private information may have included your name and social

security number.

We arc providing this information to you so that you may take appropriate measures 10 protect
your financial information.

We apologize for any inconvenience that this may have caused you.

‘Sincerely,

11738231



