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TRE CITY UNIVERSITY OF NEW YORK for Legal Affairs and Labor Relations
250 Bedford Park Roulevard Wesc Phone (718) 960-8559 Fax (718) 960-6794
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To:  CPB: Security Breach Notification From: Esdras Tulier, Esq.

Fax: (518)474-2474 Pages: 3 (Including Cover Sheet)
Phone: Date;: 11.7.06
Re:  Lehman College-CUNY CC:

O FYT O ForReview and Reply O Appropriate Action [J As Requested [ lmmediate Attention (J Written Comments

Please see attached notice.

The information contained in this bransmission ts intended only for the use of the individual or nirty to which it 15 addrassed, and may contain Liformation that is
privileged, confideninl and exempt from disclosyre under applicable law. I the reader of thig message is nat the intended reipient, you are harehy notified that you
should not read beyond these directions on this coversheet. You are hereby further notified Urat any disseymination or vse of the communication 1s strictly prohibited,
1f you have received dijs commusmiestion in etrat, plegse notfy s offic imunedistely by telephone, Thank you for your coopestion.



Reporting Form
For Business, Individual or NY State Entity reporting a
“Breach of the Security of the System”
Pursuant to the information Security Breach
and Notification Act (General Business Law §889-aa;
State Technology Law §208)

Name of Business, Individual or State Entity _CEjfMar) COLLER E — CunY
Date of Discovery of Breach: NovEHBEL. 2, 2006
Estimated Number of Attected Individuals: 76%€
Date of Notification to Affected Individuals: _ Novemide Z e, 2066
Manner of Notification: [ A written notice
[ L Electronic notice (email)
[ 1telephone notice

Are you requesting substitute notice? [ ] Yes [vﬁ\lo (It yes, attach justification)

Content of Notification to Affected Individuals: Describe what happened in general terms and
what kind of information was involved. Please attach copy of Notice.

Flensg SEE ATTACHE D, Notice 1.0 viA
e—mail BMD Jia _ pray],

Name of Business or Individual Contact Person: L [AY.S EF{C_ /61 MZ

Title: Senior  |2<girtr e

Telephone number: = 2 () = I

Email: [an m """"7‘("/"\
Dated: [\/N;ml)c’r‘ L,ropf

Submitted by: Ledon 7T/Jg [« o

Title: Jpecis | Cou NJ(J o Y Tresdent

Address: ; / Y f/l;

Email: egs Tlier tkmu.cuq\e’ N
Telephone: 1(¥- b 0= 559 Fax: _~7/%- 760 - £79Y%




First name Last name
Street Address

City, State Zip
November 6, 2006

v I - B . R . - - - S

On November 2, 2006 at approximately 5:00 p.m., the Fall 2006 Lehman College Graduation List was
published on the Lehman College website under the Senate documents section. This list contained the
names of the graduating class and major, as it should, but also contained personal information such as
social security number, address, home phone number, and date of birth. This was a serious arror and the
file was removed from public access as soon as the appropriate individuals at the College were notified.
Thae file was available for approximately 17 hours.

There is no reason to believe that any individuals outside of the college community viewed the fila,
especially since the document was difficult to find on the website, However, since the document was
observable by any individual using the worldwide web, we wanted to alert you to the possibility that your
personal information could have been accessed. The national credit bureaus have progrems to protect
identity fraud and you may wish to contact them for added security. The contact information for the three
major credit bureaus appears below.

Be assured that this case has bean carefully investigated and apprapriate measures have been taken to

ensure this does not occur again. If you have any questions or concerns, please do not hesitate to
contact me at (718) 9680-8255 or lisa.freeland@lehman.cuny. edu.

Sincerely,

Lisa Freeland
Senior Registrar

EQUIFAX EXPERIAN

Equifax; Consumer Fraud Division Consumer Fraud Assistance

P.O. Box 740256 P.O. Box 9556

Atlanta, GA 30374 . Align, TX 75013

800-525-8285 888-397-3742

securily. dataadministration@exquifax.com businessrecargsvictimassistance(@experian. com
TRANSUNION

Consumer Relations & Fraud Victim Assistance
1561 E. Orangethorpe Ave.

Fullerton, CA 92831

Tel: 800-372-8391 Fax: 714-680-7290
gecurily dataadministration @exquifax.com




