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MYSTIC  STAMP CO.

(3  ] 5 )  245 -2690  EXT .  2128

(315 )24s -0036  FAX

k i m b  a l i  e r  @ ^ y s  t i c  s  t  a m p .  c  o  m

FACSIMILE TRANSMTTTAL SI{EET

TC):
Securicy Breach Noofcanon

FROM:
Kim Baj<cr

C-OIPr\NY:- -- D,"TF: -

,/7 /06

FAX NUMBER:

(s18) 47+2474

TO'tr\L NO. oF Pr\GES INCLUIIING
COVER,

J

PHONE NUMBER: SENDER'S REFERENCE NUMB ER:

RE; YOUR REFERENCE NUMBER:

trURGENl'tr FOR REVIE!7tr PLE:\SE COMMENI'D PLEASE REPLYtr PLEASE RECYCLE

To \{Ihom It Mav Concern:

Rccendy Mysuc Sramp Co. had a few of our customer's credit cards compromrsed. We
belicve wc have contacted all iudividuals that wcre affccted bv rhis comptomisc. $0e have
shut down our vebsitc's shopprng crrt and are working on reparring rhc p:roblcm rhat
allowed t}re compromise ro happcn. \J0c will oot be opening our shopprng cart aga:n, unnl
we ere con6dent d:ar we are meering thc proper srandards

If vou have any furthcr qucsuons or if Mysric Stamp Co, nceds to do anythrrg clse, plcase le t
mc know.

Rega.r:ds,
Kim Bakcr
Finance Supenisor

' 7 O O  M I I , L  S T R E E T '
C r \ N { D E N .  N Y  1 3 3 1 ( I
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Reporting Form
For Business, Individual or NY State Entity reporting a

"Breach of the Security of the System',
Pursuant to the Information Security tsreach

and Notification Act (General Business Law g8gg,aa;
State TechnoJogy Law 5208)

Name of Business, Individual or State Entity
Date of Discovery of Breach:
Estimated Number of Affected Individuals:
Date of Notification to Affected Individuals;
Manner of Notif ication: [ - ' lwrit ten notice AIUIOU

[ ]electronic notice (email)
r /t"6pn";; ';ii;;'-'d"r'3o tor-o z Q/r loLr

Are you requesting substitute notice? [ J Yes lrJNo (lf yes, attach justification)
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Contcnt of Notification to Affected Individualsr Dcscribe what happened in general terms
and what kind of information was involvcd. Plcase anach copy of Noticc.

i te- S, , F{br"r,l Ar'. SD r_ 
', 
t,ecft

€gcr:o-l *-uqirq CDde tS 
-r:r'L 

rquer;
Comprl(nt sed ' o

ble

Name of Business or Individual Contact person:
Tit le;
Telephone number:
Email :

Dated:
Submitted by:
Tir te:
Address:
Email ;
Telcphone:

e bekrd
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September 5, 2006

D'il
I'm writing to you because of a recent security incident at Mystic Stamp

Company. As you know, your bank noticed suspicious activity on your uedit lard and
has closed yoru credit card account. We believe someone expioited a weakness in
computer software on the Mystic websile and was able to access yow recent order
including your name, address, credit card nurnber and expiration date.

The sofiware flaw allowed unauthorized personS aware of fhe flaw to see the
information our customers gave us while ordering sramps. We believe fewer than 20
customers were affected.

In response to this incident, we are working with our Internet Service provider
-d_o-* web developer to resolve the issue, At this rime, ws have disabf ed tJre charge
card function on ow website.

- I'm very sony this breach of our website allowed your information to be stolcn.
We seek Io protoct yotu Personal information and are conc€rned about tjris situation.

You are a valued Mystic customer and collector-friend. Please accept rhis gift of
1000 Profit shres as a thank you for your padence and understandins.

Sincerely Yours,

Charles Keil
CustOmer Service Manager
Mystic Stamp Company

P'S' 
. If 

you have questions about the information in this letter. call Mystic at rhe roll freenumber listed below and ask for Jane Kessler in our credit Deparunent.


