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June 27, 2006

UNIVERSITY OF ROCHESTER E-mail: richard.crummins@rochester. edu
Richard S. Crummins - Phone: (585) 275-6649
Associate Counsel Fax: (585)276-0369

Administrative Assistant:
Lorrie Manioci

Phone: (585) 273-2167
Fax: (585)276-0369

To cpPB
Security Breach Notification

Fax Number: 518-474-2474

Phone #:

Pages Following This Cover Page: 2

IF YOU HAVE ANY PROBLEMS RECEIVING THIS MESSAGE, PLEASE CALL THE SENDER AT THE
PHONE NUMBER LISTED ABOVE. WARNING: UNAUTHORIZED INTERCEPTIONS OF THIS
TELEPHONE COMMUNICATION COULD BE A VIOLATION OF FEDERAL AND NEW YORK STATE
LAW.

PRIVILEGE AND CONFIDENTIALITY NOTICE: The information contained In this facsimile message is
confidential and legally privileged. This Information Is intended only for the use of the Individual or
entity named above. If the reader Is not the intended recipient or the employee or agent responsible
to dellver It to the intended reciplent, you are hereby notified that disclosure, distribution or copying
of this information or the taking of any action In reliance of the contents of this facsimile information
is strictly prohibited. If you received this facsimile in error, please notify us immediately by a collect
telephone call to the sender at the phone number listed above and return the original to the sender by
mall. We will reimburse you for postage., Thank you.
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Reporting Form
For Business, Individual or NY State Entity reporting a
“Breach of the Security of the System”
Pursuant to the Information Security Breach
and Notification Act (General Business Law §889-aa;

e State Technology Law §208) |
Name of Business, Individual or State Entity (/(Q‘Lu@m;%\, of ?OC/\CS o T

Date of Discovery of Breach: Tune IS, 200bh
Estimated Number of Affected Individuals: A¥E
Date of Notification to Affected Individuals: Tiane J1, 5004

Manner of Notification: [ A written notice
[ ] electronic notice (email)
[ ]telephone notice

Are you requesting substitute notice? [ ] Yes [‘/]{o (If yes, attach justification)

Content of Notification to Affected Indjviduals: Describe what happened in general terms
and what kind of information was involved. Please attach copy of Notice.
Former Students! FI1@vne< /5’5/u o pere inad V&i"m)fé’{__17/Q ced

ol Publicly ~accass by prh page . ,Tnﬁr‘mo#}ML’(’_mowoL‘

N T ' } . -
fQV L‘}[L?OQLI //’"MgAlm‘g/;T %1@_0}' dlfuuft‘fg .

Name of Business or Individual Contact Person: ?;(/}war& <. Crurmming

Title: <emioV Co iy ox )

Telephone number: $TEC PN L6479

Email: richard - Crumm ns @
5%;—}. /6‘6 Vo chesfer. o u

Dated: >

Submitted by: -~

Title:

Address: 1o Gox 210024 Rochester vy  TYL37

Email: T

Telephone: Fax: _<¥8 576 - 0349

B2
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UNIVERSI F ROCHESTE

JUNE 26, 2006

Dear Student,

On June 15, 2006, we learned that your name, Social Security number and some standardized test scores
were accidentally posted to a publicly accessibie page on the University of Rochester Web site. We
removed the information on the same day. We also found that the Web page was made accessible through
the automated cache provided by the Google search engine. We immediately requested that Google
remove the information from 1ts files, and that has been done,

We have analyzed our network records and we have discovered that the University Web page containing
your information was accessed only once, on June 12, 2006, by the University of Rochester graduate who
reported the errox. Later, it was viewed a couple of times by University employees mvestigating the
problem. The information had been posted unintentionally by a faculty member who was backing up
computer files. The file contained material on 286 students, and most of them have now graduated.

The University of Rochester takes information security very seriously and seeks to prevent accurrences
like this. We sincerely regret this exror.

Evidence showing the minimal access to the data on the University's network indicates a [ow likelihood
of the access to the Google cached version as well. New York State Jaw requires the notification of
individuals whose information may have been compromised, even in instances where the hikelihood of
exposure is fairly Jow. The incident also must be reported to the New York State Attorney General, the
Consumer Protection Board, and the Office of Cyber Security. We have done this.

The University Security Division’s Web page contains information about what you can do to prevent or

respond to identify theft. We urge you to visit that page at:
http.//www_.rochester.edu/ITS/secunty/resources/id theft html

We also have posted some Frequently Asked Questions about this occurrence on that page.

Again, we sincerely apologize for this error. If you have further questions or need more information,
please contact Sharon Dickman in the University Office of Cornmunications at (585) 275-4128 or e-mail
sdickman @rochester.edu.

Very truly yours,

/54 /z«?ﬁé[ W%‘z_\, % %‘\

Bill Murphy, Nancy Speck, Kim Mijlford,
Vice President for Communications Unjversity Registrar Information Security Officer



