
0 6 / 2 7 / 2 0 a 8  i 5 ; 2 5 ) d ) z  / b u J b 9 I^JALLIS HALL 263

June 27,2006

PAGE O1

TTNIVERSITY OF ROCI{ESTER
Richard S. Crummins
Associate Counsel

Administrative Assi stant :
Lorrie Manioci
Phone: (585)273-2167
Fax: (585) 276-0369

E-mail: richard.crummins@rochester. edu
Phone: (585)275-6649
Fax: (s8s) 276-0369

To: CPB
Sec Breach Notlflcstion

FaxNumber: 518-474-2474

Phone #:

Pages Foflowing Thir Cover Page:

IF YOU HAVE ANY PROBLEMS RECEIVING THIS MESSAGE, PLEASE CALL THE SENDER AT THE
PHONE NUMBER LISTED ABOVE. WARNIMG: UNAUTHORIZED INTERCEPTIONS OF TH|S
TELEPHONE COMMUNICATION COULD BE A VIOLATION OF FEDERAL ANO NEW YORK STATE
u\w.

PRIVfLEGE AND CONFIDENTIALITY NOTICE: The informatlon conteined tn thl$ faccimllc meeeage ie
confldential and legally prlvileged. Thfs f nformation la Intsnded only lor the ure of the Indlvlduol or
entity named above. lf the roader fa not the intondod reclplent or the employee or agent rceponrible
to de llver lt to the intended reclplenl, you are horoby notified thst dlsclorure, dlstrlbutlon or copylng
of thls information or the taking of any ectlon ln raliance of lhe conlentB of thfr lecgimile informatlon
is etrlctly prohibited. lf you recelved lhie facElmlfe In error, pleaee notlfy ur immadlsto,y by a collcct
telephone call io the Eender at the phone number llrted ebove end return the orlglnrl to thc render by
mslf. We will refmburso you for postage. Thank you.
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Reporting Form
For Business, lndividual or NY State Entity reporting a

"Breach of the Securlty of the System"
Pursuant to the Information Securlty Breach

and Notificatlon Act (General BusinesE Law 9889-aa;
State Technology Law 5208)

Name of Business, Individual or State Entity
Date of Discovery of Breach:
Estimated Number of Affected Individuals: )K (
Date of Notification to Affected Indrviduals: S'4n e_ 71 , asn4
Manner of Notif ication: r,-l-written nolice

J electronic notice (email)
Jielephone notice

? ;c ;a - ,  d  s '  C ' ' * r r t r t i r t s

rv . ' }  pn{ '6(?? ^
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f a c n ( 1 5 1 t t f . e . . r { u . _t/, r /",Dated:
Submitted by:
Ti t le:
Address:
Emai l :
Te lephone;

I

iuqslt+ o'{

Are you requesting substitute notice? [ JYes Lt6 (lf yes, aftach justif ication)

Content of Notification to Affected Individuals: Describe whar happencd in general terms
and what kind of intbrmation was involved. fleasc attach copy of Norice.

'_3{ , . , c len is /  t ' rQ.vncs  /  51u.  u , l : f {  , ' ha /ve- ; " f< t t t / 2!la Leql
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Namc of Busincss or Individual Contact Pcrson:
Tit le:
Telcphone number:
Ernail:
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JtrNE 26, 2006

Dear Studenr,

On June 15,2006, we learned that yournalne, Social Security number and some standardized test scores
were iccidentaiiy'posted to a publicly accessibie pagc on the Univeriity of Rochester Web site. Ws
removed the information on the same day We also found tlat the Web page was made accessible through
lhe automated cache provided by the Google search engine, We immediatcly requested t]rat Google
remove the infonnation from its Frles, and that has been done,

We have analyzed our network records and we have discovered Lhat the University Web pagc containing
your information was accessed only oncc, on June 12,2006, by the University of Rochestcr graduatc who
rcpofted the error. Later, it was viewed a couple of times by University employees invesrigating the
problem. The information had been posted unintentionally by a faculry member who was backing up
conlputer files. The file contained material on 286 studcnts, and most of them have now graduated.

The University of Rochester takes information security very senously and seeks to prevent occurrences
Iike this, We sincerely regret this error.

Evidence showing the minimal access to the dato on the University's netwotk indicates a low likelihood
of the access to the Google cached version as well. Ncw York State law requlres the notlfication of
individuals whose information may have been compromised, even in instances where thc likelihood of
exposurc is fairly low, The incident also must bc reported to the New York State Attorney General, lhe
Consumer Protection Board, and the Offirce of Cyber Security. We have done this.

The University Security Division's Web page contains information about what you can do to prevent or
respond to identify theft. We urge you to visit that page at:

http ://www.rochester, edu/ITS/security/resources/id theft, html
We also have posted some Frequently Asked Questions about this occurrence on that page.

Again, wc sincerely apologize for this error. If you have further questiofls or need more information,
please contact Sharon Dickman in the University Of{icc of Communications at (585) 275-4128 or e-marl
sdickman @ rocbester.edu.

Very truly yours,

RETSEHoRFoYTSREVNU

Bill Murphy,
Vice President for Communications

Nancy Speck,
University Regiskar

6;, /u
Krm Milford,
Information Security Of6cer
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