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INGRTD E. PESSA
Assi stdnt Genera I Counsel

cdHl
Group Health Incorporated

44l Ninth Averrue
Legal Dept., 8th Floor

New York, New York 10001
Tei;i.,'o; (2i2i 6f54878- -
Fax No. (212) 563-8569

FACSIMILE COVER SHEET

DATE; December 15, 2006

TO: Consumer Protection Board
S ecurity Breach Notification

. FAX NO. 51847+2474

PHONE NO.

NUMBER OF PAGES. INCLUDING THIS COVER SHEET (4)

PRMLEGE AND CONFIDENTIAL NOTICE - This facsimile traasmission is interrded only for the usa
of the addrcsscc and may contain information that is privileged, confidential or prohibitcd by law frorrr
discJosure. If you have received tNs trarrsmission but arc not the iotended recipierrt, then you a:'e
hereby noHfied that any disscminating,, diskibuting or copyin6 of tlris h'ansmission is strictly
prohibited- If you hrve received this com-urunication in error, please notify us immediately at the
telephone number rbove and discard. Than-k you.

NOTE: PLEASE CALL (212) 61s-0878 IF ALL PAGES ARE NOT RIC|j|V[D.
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Reporting Forrn
For Business, Individual or NY State Entity reporting a

"Breach of the Security of the System"
Pursuant to the lnformation Security Breach

and Notif ication Act (General Business Law $88g-aa;
State Technoiogiy tavu 9208

Name of Business, Individual or State Entity Group Health lncorporated
Date of Discovery of Breach: November 10,2006
Estimated Number of Affected Individuals: 37,886 New York residents
Date of Notification lo Affected Individuals:- December 15. 2006
Manner of Notification: [X] written notice

[ ] electronic notice (email)
[ ] telephone notice

Are you requesting substitute notice? [ ] Yes Xl No (lf yes, attach justification)

Contcnt of Notification to Affected Individuals: Describe what happened in general rerms an<l
what kind of iuformation wa.; involved, Please attach copy of Noticc.

On October 26, 2006, the Weymouth, Massachusetts ofice of Concentra Prelerred,S),,srerns
("Concentra"), which rs one of Group Health Incoryorate4's vendors, was broken into and
burglarized. [ncluded in the property stolen were back-up dara npe cassettes, which lurther
investigation reveals included thefollowing informailon about GHI members' the name of
members or subscribers, sociat securily nuntbers, alternative identification numbers, provider
names and addresses, billed and paid amounts, proccdure and diagnosis codes. Please see
rhe anached NotiJicarion n ()onsumers

Name of Business or Individual Contact Person: Mitclrell Goldberg
Title: Compliance & Privacy Officer
Telephone nurnber: (212) 615-4301
Email: mgoldberg@ghi,conr

Alternate Coutact Person: Ingrid Pessa, Assistant Gcncral Counsel
(212) 6t 5-0878
ipessa@ghi.com

Dated: Decfirtber 5,2006
Submitted by: Jefliey Chan5;6'p
Titlc: Scnior Vicc President & General Counsel
Addrcss: Group Health Incorporated,44l Nintlr Avenue, New York, NY 10001
Email: jchans)er@ghi,com
Teiephone: (212) 615-4351 Fax: (212) 615-E569
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We are writing to inform you of arecent security incident involving the thefi of clata tapes from
oEe of GHI's vendors, ConcenEa Prcferred Systems (CPS) on Octobcr 26, 2006. The urpcs
contained some GHI claims rnforrration including yourname or a dependcn('s name and your
social sccurity numbet as well as other data. The tapes did not include your address. GHI
provided this selectcd claims data to CPS in conrection with certain post-payment claims audiL
aciiviries conducted on GHI's behalf in order to identify fraud and abusive bil)ing pracriccs.
Mauy other insurers also use CPS for this purpose, and we bave been iuformed that other
insurers may also have been affected.

Law enforcement ageDcies have been notified and are investigating rhe burglary. Thele is no
evidcncc thar your personal information has beeu accesscd or misused. Othcr businesses within
the same building wcre broken iuto, and a nurnber of itcms in addition to the )ock box,
iucludt-ng cash and other valuables wcre laken. Based upoD the iterns stolun, lhere is no reasor)
to bclieve thet tlre compuler data was targeted and thar this was anylriug othcr than a cotrunoD
break-in. Funher, CPS has advised us tl:at it is unlikely that anyone could gain access to rhe
information on the stolcn tapes. Nonethelcss, GI-II encouragcs you ro take a fcw simple steps to
protect yourself from thc potential risk oJ'identiry theft, You may place a tiaud alerr on your
credit fi le.s by calling any.one of the thrce ma.1or credit bureaus at the nunrbcrs below. This will
automatically place fraud alerts with all of the agencies, You will then receive crcdit repons
frorn all thrce agencies, frec of charge, for yorrr review.

Equifax
800-525-6285

Experian
888-397-3742

TransUnionCorp
800-680-72 89

Review your credir reports carefully. Look for accounts you did not open, incluine.s fionr
cleditors you did lrot il l it iatc and petsonal informarion, such as a sociel security uunrber or
home address, which is ltol accurate. If you see anything you do Eot undclstand, call rhc crcdit
repofiing agcncy at the telephonc number noted on the reporr,

If yorr find any suspicious activiry on your credit leports, call your local policc or she ritf 's
officc, File a police rcpori of idenriry theft. In addition, wc suggest you visit the Fede ral Trade
Commission's websitc at w'ww.collsurner.gov/idtheft aud thc New York Attomcy General's
website at www.oag. state.ny, us/corlsumer/cons umcr issues. brm l,

Plauic see reuu'Jtt siilt
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Wc recommeud that you continue to check your crcdii repon periodically. You arc entitled Io

onc ftcc crcdit repon each Ycar.

CHI takes this matter seriously, and we belicve it is imponant for yotl to be futly infolrned so

tlar you may decide what action to take. We sharc your concenr about this incidenr, attd rve

apologjzc lorrhe'incor:verricucc it may cause yorl. lf you have any quesrions, please call us at

8(t0-624-2414,

Sincerely,

Mirchell Goldbetg
Colnpliance and PrivacY Ofticer


