Dec-15-06  D4:27pm  From- ‘ T-472  P.001/004 F-826

INGRID E. PESSA
Assistant General Counsel

GHI

Group Health Incorporated
441 Ninth Avenue
Legal Dept., 8th Floor
New York, New York 10001

— 1D\ rec_Ne7Q

Fax No. (212) 563-8569

FACSIMILE COVER SHEET
DATE: December 15, 2006
TO: Consumer Protection Board

Security Breach Notification
FAX NO. 518-474-2474

PHONE NO.

NUMBER OF PAGES - INCLUDING THIS COVER SHEET (4)

PRIVILEGE AND CONFIDENTIAL NOTICE - This facsimile transmission is intended only for the use
of the addressee and may contain information that is privileged, confidential or prohibited by law from
disclosure. If you have received this transmission but arc not the intended recipient, then you are
hereby notified that any disseminating, distribuling or copying of this transmission is strictly
prohibited. If you have received this communication in error, please notify us immediately at the
telephone number above and discard. Thank you.

NOTE: PLEASE CALL (212) 615-0878 IF ALL PAGES ARE NOT RLECEIVED.
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Reporting Form
For Business, Individual or NY State Entity reporting a
“Breach of the Security of the System”
Pursuant to the Information Security Breach
and Notification Act (General Business Law §889-aa;

T — State” Ie-.,r‘nomgy taw giuo)

Name of Business, Individual or State Entity  Group Health Incorporated
Date of Discovery of Breach: November 10, 2006
Estimated Number of Affected Individuals: 37,886 New York residents
Date of Notification to Affected Individuals: December 15, 2006
Manner of Notification: [X} written notice

[ ] electronic notice (email)

[ 1telephone notice

Are you requesting substitute notice? [ ] Yes [X] No (If yes, attach justification)

Content of Notification to Affected Individuals: Describe what happened in general terms and
what kind of information was involved. Please attach copy of Notice.

On October 26, 2006, the Weymouth, Massachuserts office of Concentra Preferred Systems
(“Concentra”), which is one of Group Health Incorporated s vendors, was broken into and
burglarized. Included in the property stolen were back-up data tape cassettes, which further
investigation reveals included the following information about GHI members: the name of
members or subscribers, social securily numbers, alternative identification numbers, provider
names and addresses, billed and paid amounts, procedure and diagnosis codes. Please see
the attached Notification 1o Consumers

Name of Business or Individual Contact Person: ~ Mitchell Goldberg

Title: Compliance & Privacy Officer
Telephone number: (212) 615-4301

Email; mgoldberg@ghi.com

Alternate Contact Person: Ingrid Pessa, Assistant General Counsel

(212) 615-0878
ipessa@ghu.com

Dated: December S, 2006

Submitted by: Jeffrey Chansler

Title: Senior Vice President & General Counsel

Address: Group Health Incorporated, 44] Ninth Avenue, New York, NY 10001}
Emaul: Jchansler@ghi.com

Telephone:  (212) 615-4351 Fax: (212) 615-8569
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We are writing to inform you of a recent securily incident involving the theft of data apes from
one of GHI's vendors, Concentra Preferred Systems (CPS) on October 26, 2006. The wpes
contained some GHI claims information including your name or a dependent’s name and your
social sccurity number as well as other data. The tapes did not include your address. GHI
provided this selected claims data to CPS in connection with certain post-payment claims audit
activities conducted on GHI’s behalf in order to idenuify fraud and abusive billing pracrices.
Maay other insurers also use CPS for this purpose, and we have been informed that other
insurers may also have been affected.

Law enforcement agencics have been notified and are investigating the burglary. There is no
evidence that your personal information has been accessed or misused. Other businesses within
the same building wcre broken into, and a nuinber of items in addition to the Jock box,
including cash and other valuables were taken. Based upon the items stolen, there is no reason
to believe that the computer data was targeted and thar this was anything other than a common
break-mn. Further, CP'S has advised us that it is unlikely that anyone could gain access to the
information on the stolen tapes. Nonetheless, GHI encourages you to take a few simple steps to
protect yourself from the potential risk of identity theft. You may place a fraud alert on your
credit files by calling any. one of the thrce major credit bureaus at the numbers below. This will
automatcally place fraud alerts with all of the agencies. You will then receive credit reports
from all three agencies, free of charge, for your review.

Equifax Experian TransUnionCorp.
800-525-6285 888-397-3742 800-680-7289

Review your credit reports carefully. Look for accounts you did not open, inquires from
creditors you did not initiate and personal information, such as a4 social security number or
home address, which is not accurate. If you see anything you do not understand, call the credit
reporting agency at the telephonc number noted on the reporr,

If you find any suspicious activity on your credit reports, call your local police or sheritf’s
office, File a police report of identity theft. In addition, we sugpgest you visit the Federal Trade
Commission’s website at www.consumer.gov/idtheft and the New York Attorney General’s
website at www.oag.state.ny. us/consumer/consumer_issues hml.

Pledse see reverse side
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We recommend that you continue to check your credit report periodically. You are entitled 10
one frec credit report each ycar.

GHI takes this matter seriously, and we belicve it is important for you to be fully informed so
that you may decide what action to take. We sharc your concem about this incident, and we

apologize for the inconvenience it may cause you. If you have any questions, please call us a1

R00-624-2414. -

Sincerely,

Ml /%%L

Mitchell Goldberg
Compliance and Privacy Officer



