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Repc,i- i  q Foinr
For Business, Individua, :, lY S,ate Entity repoft ing a

"Breach of the S ,- i i ty: i  the System"
Pursuant to the lnfr ition Security Breach

and Notificatlon Act (Gr -al B'-rsiness Law $889-aa;
State Techr, gy L;iv S208)

l 'Jame r.rt|- $usiiis5sr lndiv'idual'or' S l':1 -'---'i---'.loi"ado Famil'y- S.;ppc;'rRegisii' ';

Date ol'Discovery of Breach:

.erated by ACS State & Local
lut ions,  lnc.

-rober 16, 2006
Estimatted Numbor of Affected lndivi.. -..;eeds 5,000, I aw enforcement

Date ol' tNotificatlon to Affected

'  :s advised us to l imit information
i r ' g a s g d ,

'ober 25,?OOG and continuing unti l
:  .ot i f icat ions hirve been sent.

Manner of Notif ication; t X wri t te:  te
e lec t r r ,  o t i cc  la i l )
l . . , l9 i - ,  ' o t i cc

Are you requesting substitute notice-: 
'es 

X I No (l f  yes attach justi f ication)

Content of Notificatiolt to Affected Indivi :: Desr .: what huppenerl in gerreral terms and
whar kirrd of information was involr.d I , iacl -y of Notice.

Attncherl press release provides bac, .:. .',e e , and contains th'l information rhat is in
the indir, idual notices. Personal informaii, ' ,  udec ,rne. social securrtv number and
address.

Narne o1'Business or Individual Col, l l:ime Bennett

, i Chjef Plivacy t)fficer

: t  255-3431
I 710-4420

ll'itle

Telephorne nrrmber:

Ernail :

Dated: October 26,2006
Subnrittt:d by: Mr'rrianne Bennett

:]UE, bqlpU@, teS:rne..-c. o!0



0c t -30-06 07:01 am F ron- T-204 P 004/006 F-384

Title: Clrief Privacv Officer
Addresr;
Enrail: marianne.bennett@a...ctt-t -

Tefephone: _505 / 255-3431

PLllASlll SUBMIT TEIS trORM TC .n, ,Rn[ '3) STATtr AGI,]NCIBS ns follows;

Fnr rhrs Form to:

CPB:
Security Breach Notifi cation-
Fax: 5 18 -47 4-247 4

NYS Otlf icc of Cybcr Security artd Cr i t i ' : : ,  : ;rs(ru cturc Coordinarion (CSCIC):
30 ,Sout[r Pear) St.
Floor P1l
Albany, iW 12207
Fax :5 lB -474 -9090

ancl nlso.Fax & F{ai l  this lbrm to:

Attortte'y General:
Asst Att.orney Genelal in Charge
Bureau r,f  Consurner Frauds
120 Broldw ay - 3'u Floor
New York,  NY 10271
Fax ' .  2 l ; l -416-600 j
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NIIWS i lDvf SORY - - TO BUSINESS Al ' l f  -  '  '  - ;3'r '  EDITORS;

Com6ure r  Sco len  f rom Denv - - -  - : e  f nves t , i gaCron  Underway

Denv€ : r  A f f  i l i a ted  Compu t . ' .  : r . . r i ces  (ACS) ,  w l \o  ope raEes
Color:,ado' s Family Support, ); :  ,  : ' , '  FSR) , aruloErrced today
thaL a personal  computef  war  : -en f rom a Becur :ed area of  a
Iocal .  Denver  of  f ice.  ACS c -= - - ) r is  program under
con t r :acE  co  che  Co lo fddo  D ' '  .  ' : :  c f  Human  Se , : v i ce6 .  The
EEof€r4 qAmp,UlCr cen!ai_n.gd__i-_ . ,: ,"ne44eqe,d pllqIglllenq
p e , f s o n a l  i n f o r m a t i o n .  A n  - - - : ' r - o f l  w d S  i m m , : d i a t e l y
l -aunc :hed,  in fo rmat ion  g i lhc : ' , .  : : - r "C1 iaw enforce)  : lenE,
a c u i \ r i E i e s  a r e  o n g o i n g .

A  c o m p l e : =  r e v i e w  h a s  I  ,  . ' - c i r - .  - t e d  t o  i d e ' t c i f y  t h e
i n E o r : r n a L i o n  c n n t a i n e d  o n  t l .  ' : - : : ' - ,  d i s a b l o  , r c c e F 6 ,
e m p l ( ) : /  a d d i t i r : r a 1  s e c u r i t y  1 - r - , , r s ,  a n d  i d e L r t . i f y  a 1 ) -
ind iv idual  s  ' . r ' ,  r lse personal
on  L t re  compu te r .  AcE iv i t . i ,
unr le l tvay.  . - ' t - -  ?resenL,  Lhe-
ident icy ha r,- treen compromi r
EEDfen  fo r  - , l r : t  

t r )u rpoBe .

Derrv€r r  PoL:c - r  )epar t rnenE i :
i r r v e s c i g d t i  - ,  j r  . o n t i n u e E .

l ' I r e  c o r u ' )  t r  w a s  h o u s e r ,
a c C e S i i ;  a n d  ' . ' ' r ' ;  p a s s w O r d  p r ,
c o r n p r t E e r  w , : .  : ' - p t  r g  a I E o
surver i l lanc , '  -  . .meraB wh ich

a: t r l  work  wr  r  r ,u thor i r ies  i
i r r r l i v : i ,dua l :  h  queEt ions
e e E a b l i s h e r ,  :  f o . l - l o w i n g  r :

Elanlcs ,  
' iE card cor l

e d r r c E r l - i o n a i  ; t i t u E i o n s ,
E r ; r n r m i t  d ;  ,  r l e c E r o n i c a l
o f  b a i a n e i r ,  ?  i n t e r e F t r
i r r f o r m a t i o : ,  - 1 e  g a E h e r i n i
p r ( )c€rs  s  ing  ' r  i  ons  .  CYb,
g l o b a r - - I y  D :  ' : r i t y  b r e a c '

I ' h e  s t i : r  n t s  i n  L h i  s
A i r - a r ' i - l r r  h O  h i S t O rs 4 J . L r i ' - r J

. l . ook ing  s t .  : t t s "  w i t h i n
Se r :u r . i , t i e s  Ja t ron  Re fo
A r - r r  s r rh i  e r -  , .umerouS f  ; .
w i r i c h  a r e .  . e  c h e  C o m p
a . 5 : ; u l a n c e  .  - r  g r v e n  L h a
w : L I l  n o t  b , '  e ; l : i a I I y  d r . ,
r e : ; u l r : s  d e s  ;  e d  ] n  [ h e
F ; r < : ' [ c r : s  c o r . '  f  u s e  a c C u a ,

_ ' , , 'J  in fOfmat  r .on res ided
'  . . ' y  a f  f ec t .ed  pe rsons  a re

: rC ica t i on  E . l ra t  any
-  .  Ehe compul :er  was

c i n g  c h e  t l r e f t  a n d  E h a t

red  area  wr . th  l im i t .ed
'  re  bu iLd in , r  where  Ehe
:  : e d  w i t . h  s , r c u r i t y  a n d

c e d  t h e  i n . r e s t , i g a E i o n .

,  r - h e  m a E E e r  T o  a s s i s E
-  F  6 r  t ^ t 6  h r  r l t o
- ! 9 !  '

umber :  800  350  0399 .
3rnment  agt  Inc i -eE r

-  . i o n s  L h a t  u 6 e  o r
- - p I i n g  w i t l r  r h e  p r o b l e m
ng perSol,I; r l-
in formdLion to  per form

'  i q  a  f . r ) n  r . s S l - l e- v F

: nc reasLng : l , y  more

- e  t h a t  d o  n o t
n s t l t u ' [ e  " f o r w a r d -

i  o f  [ h e  P i  i v a l - e

' ) 9 5 .  T h e s ( r  s t a , t e m e n t s
:  I a I n I I e s ,  m a n y  o f

, ._ t  .  AS 5[r  :b  ,  I IO
-  e v e n t s  a l  r d  r e s u l - t s

* h e  a n f i c , n a f e dq . - v * v , ,  
r e  u .

r d  q l - a F / 5 m , , n 1 - e

r i i f f e r  m a l  e r i a l J y

T h e  C o l r ' : . d o  B u r e a u  o f  - ' r ' '  i o n  i g  w o r ) : i - n g  w i t . h  E h e

A.L ,L  g ra rE ies  : r - :  L I  conL inue  t  -  -  , - ; i  t he  E i tuaE , , . on  c lose l y

f requent ,  ar  . " rernmenEg,  r ,  .nd ind iv i r tua ls  are
v i r : t im i  zed  hese  k inds
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f r , : m  s u c h  f . ,  e r d - 1 o o k j . n , q
t h , e s  < :  f  a  c t o  s  e e  t h e  C o ; .
S e c u r i t i e s  i .  E x c h a n g e  C c
r o - o Y r t  f i  I  i r  A f ' q  r i i c n l :

t o  r ( ; v i . s e  a r  ' o r w a r d - L o o k

r e s u l . c  o f  n e  . n f o r m a t i o n ,

COIi  IACT: K n Liqhtf  oot
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F o r  a  c l e ; c r r p l - i o n  o f
*  ' F ' i  I  i  n n s  v i  l h  t h e
- - l  ' r r , l  i  n n J l O 5 E

r n t i o r :  o r  > b l i g a r j . o n
n f s r  w h e t h . : r  a s  a
r - . E r  o r  o t h : . r w r s e .
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