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z4d TJPIIA'TE 'ilO I-ETTER DATED MAY iE, 2006

Muy 2+, zooo

Dear SrudentiApplicant

I{untcr Collcge learnsd on May 2},2006 thatpartial intbrmation fromrho original breach
incident w;rs showing up on other search cngincs 'l'hcsc inuluded Ylhuu, alavisn,
go.coru, irnd dogpile Hunter College and CUNY immediately nouficd rhese ssarclr
engine conrpanies to clcar thc cached inforntarion fiom thcir syrlems Thiu information
was clearcd early lhir lnorning Huntcr College vsified and confirmcd rhnl thc
information was cleared from tho abovememroned sitos.

As was noted in my Mey l9l' lener, I srrongly rccornmcnd that you rcad rbe informErion
shset frorn the FTC entrrjed "What to do if your personal irrfornrarion has been
cornpromised " Thc tbllowing is the link to rlur infornradon sheet:
w w w fl c g ovib s p& rlnl i nelplblelsl s/u fospaqpnl n.bl r4

Should you have any questions regarding tbis ruatter, please reter rhem ro Ms Madlyo
Snkely, Associate Dean for liruoorrt Suppon Services, at212-772-4847 We decply
apologize tbr any difliculty this may have cluscd you.

Sincercly.

\  ,  t - .  
' l  . / '

. ) . ^ . { . . i  L  j .u " ,  l / -_  i_
Juditlr Frisdlander
Deao
School ofAns & Scicnces
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The City
University
of
New York

Date:irugust 9. 2006

office of tho G9n€ral Counsol & Viee Chancolfor for Legal Affairs

535 East 80rh Streer
New York, NY 10021

Tel.2't2-794-5382
Fax'.212-794-5426

@martcuny.eou

To:

Far Number:

Telephooe Number:

Toi

Fax Number:
'l'elephone Number:

l o :

Fax Number:

Telcphooe Number:

From:

H:/Mr,r  t rursl tJ oo(/r l '

FAXCOVER

Cons umer Pro tecrion Board-ATTN : S ecun t,v B reaoch
Notilicatron

5t8-474-2474 ^/
:

NYS Ottice of Cyber Secunty and Crirical lnftasrructure
Coordinatron-ATTN: Secunty Breach Notification :

518-474-9090.

Asst. Attomey General in Charge-Bureau_of Consumer Frauds

212-4t6-6003 :

Abby Jennis

Thc documEnr\ 'rccomprnnng I4ls_l'ar rrarsmrr{ron 3ts lnrendes.oJlv for rhs q\c of lhg agdlessee aqd m6v colllqrl

rnlbtr,nat,on thrt ,s orrvrl .q.d and confide4lEt l f  yos 61s not thc tntendect recrPrent, you erc hcrcby rrotrf icd thlr 6ny

drsscmtnrt jon or use of t l r< cqmmunrcunon ts sfr icr ly P!Dhrbrtdd l f  you havs recetved l l l ts communrcutlon in enor, plcl :c

nulrfy lrJ rmmsdtarely by telepholre Thank you for your cooPerllrorl

Toral Numberof Pages: | + Co'r(/

Mttttgi;nciose 
Cu}.l-y's Reponing Form pur.uanr io the lnformarron Secunry Breach i

' and Norificarion Acr on bchalf of Hunter College of The Cify University of New York.



Reporting Form
For Bwiness, Individual or lYY State Entity reporting a

"Breach of the Security of the System"
Pursuant to the Information Securi$ Breach

and Notification Act (General Business Law 588q-aa;
State Technology Law $ao8)

i.Iame of Business, Indiv'idual or State Entity llunter Ccllege atthe Ciog Universitg
of New York

Date of Discovery of Breach: May t8, poo6
Esrimared Number of Affecred Individuals: 74
Dare of Notificarion ro Affected Individuals: May t8, zoo6
Manner of Notificarion: I x ] wrinen notice

[ ] electronic notice (email)
[ ] telephone notice

Are you requesting substitute notice? [ ] Yes I x ] No (If yes, attach justifierion)

Content of Notificatlon tD Affected lndividuals: Describe what happened in general terms and
what kind of infbrmation was involved. Please attach copy of Notice.

Confidenilal Darc rhu wus on a server mainruined hy a college departmeil was
uvailoble on google.c<tm through a link rc the inrcrnet which pointed n rhe file. See
anached nolice:;.

Name of Business or Indrvitlual Contact Person: Madlyn Srokely
Title: Assoctate Deun for Srudent Support

Servtces
Telephone number: 212-772-4847
Email: madlyn.srokely@huner.cuny.edu

Dated: 8/7/06
Submitted by: Abby Jennis
Title: Assistant General Counsel
Address: The Ciry Universrty of New Yark

Olfice of the General Counselarrd
/ice Chuncellor for Legal AlJqirs
535 Eay 8d" Slreet
New York, NY 10021

Email: ubby.lenrus@mail.cuny.eclu
Telephone: 212-794-5746 Fax: 2l?-794-5426
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HUNTER

IMPORTANT NOTICE
PLEASE READ IMMEDIATBLY

May 18,2000

Dear STudent/Applicant

'l'his lettcr is being disuibrrtcd to u small sct crt graduele studenrs and al)l)licbnrs In
the l'ilrrt antl Meclia f)eparln)ent 01 l lunler College whonr wr] urrdg'slarrd hhvs bren
affccte,d bytr breaclt r.rf conl'idenltal ;rcrsonaldara th:.r was onrhe I;iJm arrd Media
depanmenral sorver' Wc rltdcr stanrl rtat this i: a 5crious sirr^raiun and wanr you to know
thar we are \torking to correctthis problcrn.

We f earned tiis morning, as part uf a searclr on Google, tbat tber'e was a link on
the Inrerner which pointed ro a flrle efl 0 sorvcr mainrainod by rhc Film and Mcdia
Departmcnt this tile had the fbllowing intbrmrrion: narne, social secqriry number, and
ernail address. When Hunrer Collegc was notified ol'the siruadon tlris nnrrung, we
imrnodiatcly clord arfess to lhc server, aI 8:45 ANd.

Howevgr, rhis did not eltuoly solve the problern l'he confidential infbnnation on
the list remained accessible on Google €ven efter he College blocked lccs5s ro rht link.
llunter College along with 1'hc City Uoiversity of New York imrncdrarely ooufiud
Google, and the lJrriversiry has becn working wirh coogle ru ga rhe inrbrmarion
fentovod from Google's database

Our iofprmadon at rhir rime nlay not bc complete, but il is irppo6q61 16.
evcry individual alfected by this ovent to rerd tlre information rhccl fron fcdcraf
I'rade Commirsion eotitled " What to Do if Your Bcrronll lnformafion Bnr been
Compromised,"'fhc following is thc link to thar iofunuation sheet:
brt o://www.ft c-Bov/bcp/coItjge/nqbghlcEl/in focompdrr.h[nr.

Although the Fl'C link may nor conrain rhe titll range of informarion rhar affcqed
srudcnrs/applicants might r-casonably want ro know, we did nor want to delay rhis
lotification Please be assurcd thal we will inlbrm yr:u of {i.rrther relevant infurmation ir-r
a timcly manner Our eflocs are lbcuscd today on closing what rernains of the data
breach and analyzrng the cxtont ofthjs file being accessed from rhe Interner
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To protecr your pnvacy, we have communicaled with only r smafl group of
senior admininrators. We strongly urge you not to share anyhing about this with anyone
untrlafter the information has been rernoved from Google

Should you lnve fiiy questions reguding this matter, please refer them to Ms.
lr{a{lyn Srckcly, Associate Dean for Srudent Support Services, u212-7724847 We
deeply apologize for any difficulty this may sause you.

Since.rely,

J"l*r?r,.-l/-z-
Judith Friedlandor
Dean
School ofAns and Sciences

Cc: Madlyn Srokely


