Schoot ot Atts & Stienges -

Olliee ol ez Dean Hu 'NTER
Phoae \.212) 77_’-5]?‘

Lax Suaiber (212) 772,313y

Muy 24, 2006

Dear Student/Applicant

Hunter College learmnecd on May 23, 2006 that partial information from the original breach
incident was showing up on other search engines These included Yahoo, alavista,
go.com, and dogpile Hunter College and CUNY immediately nouficed these search
engine companies 1o clear the cached informanon from their systems This information
was clearcd early thi> inoming. Hunter College venfied and confirmed thaj the
information was cleared from the shove-mentioned sites.

As was noted in my May 19" lerrer, I strongly recommend that you read the information
sheet from the FTC enutled “What to do if your personal information has been
campromised.” The tollowing is the link ta that informauon sheet:

www fic pov/bep/coniine/pubs/alepts/infocompal brm

Should you have any questions regarding this matter, please reter them 1o Ms Madlyn
Stokely, Associate Dean for Student Support Seyvices, at 212-772-4847 We deeply
apologize for any difficulty this may have caused you.

Sincerely,

Votf e Fan A/ o
Judnth Friedlander

Dean

School of Ans & Scicnces

Hunter Collepe o1 Toe City University ul New York 695 Purk aAvenue, New Yok, NY 10021



The City Qffice of the General Counsel & Vice Chancellor for Legal Affairs

University 535 East B0th Street
Of New York, NY 10021

New York Tel. 212-794-5382

FAXCOVER Fax: 212-794-5426
@mail cuny.edu

Dare: Aupust 9, 2006

* Consumer Protection Board—ATTN: Secunty Breach
To: | Nouficanon

Fax Number: 518-474-2474
Telephone Number: .

" NYS Oftice of Cyber Security and Critical Infrastructure
- To: . Coordinanon-ATTN: Security Breach Notification
Fax Number: . 518-474-9090
Telephone Number:

Asst, _Auoméy General in Chargc—Biircau_ of Consumer:Frauds :
$212-416-6003 . y ?
Telephone Number: |

To:
Fax Number:

From: Abby Jennis

The_docurmengs_sccompanying this _fax transmmssion arc intended only for the u~e of the addressee and may contaun
information that s privijeped and confideatial  [f you ure not the intended recipient, you are hereby notificd that uny

dissemunation or use of the communicanon is smictly prohibuted  1f you have received ins communication in enor, pleise
notify ws immediarely by relephone  Thank you for your cooperation

Total Number of Pages: 4 + Cover

Message: _ N _ - .
s 1 enclose CUNY s Reporting Form pursuant 1o the Informanton Security Breach
' and Natification Act on behalf of Hunter College of The City University of New York.

Hi/Mu Faxaaiy @ouicl




Reporting Form
For Business, Individual or NY State Entity reporting a
“Breach of the Security of the System”
Pursuant to the Information Security Breach
and Notification Act (General Business Law §889-aa;
State Technology Law §208)

Name of Business, Individual or State Entity  Hunter College of the City University
of New York
Date of Discovery of Breach: May 18, 2006

Estimated Number of Affected Individuals: 74
Date of Notification 1o Affected Individuals: ~ May 18, 2006
Manner of Notification: [ x ] written notice

[ ] electronic notice (email)

[ ]ielephone notice

Are you requesting substitute notice? [ ]Yes [x]No (If yes, attach justification)

Content of Notificanon 1o Affected Individuals: Describe what happened in general terms and
what kind of information was involved. Please attach copy of Notice.

Confidential Data rhat was on a server mainiained by a college department was

available on google.com through a link 1o the internet which poinred 10 the file. See
anached notices.

Name of Business or Individual Contact Person:  Madlyn Stokely

Title: Associare Deun for Student Support
Services

Telephone number: 212-772-4847

Email: madlyn.siokely@hunter.cuny.edu

Dated: §/7/06

Submitted by: Abby Jennis

Title: Assistant General Counsel

Address: The City Universuy of New York
Office of the General Counsel and
Vice Chancellor for Legal Affairs
535 Eas1 80" Street
New York, NY 10021
Email: abby jennis@mail.cuny.edu
Telephone:  212-794-5746  Fax: 212-794-5426



Schonl of Aty & Saiences -
Uitice ulthe NDean S
Phone (212) 172-51 20
Fax Number (212) 772-51 35

IMPORTANT NOTICE
PLEASE READ IMMEDIATELY

May 18, 2006

Dear Student/Applicant’

‘This letter is being distributed 10 4 sinall set of graduate students and applicants in
the Film and Media Depannment a1 Hunter Colleye whon we understaad have been
aflected by a breach ol canfidennal personal data that was onthe Film and Media
depantmental server. We understand that this is a serious situatiun and want you to know
that we are working to correct this problem.

We |earned this morniny, as parnt of a search on Google, that there was a link on
the Imtemnet which pointed 10 a file on a server maintained by the Film and Medja
Department  This file had the following information: name, social security number, und
emai] address. When Hunter College was notified of the situation this marning, we
immediately closed access to the server, a1 8:45 AM.

However, this did not entirely solve the problem The confidenual inforination on
the list remained accessible on Gaogle even after the College blocked access 1o the link.
Hunter College along with The City Uaniversity of New York immediately noufied
Gooyle, and the Umversity has been warking with Goagle 1o get the information
removed from Google's database.

Our information at this time may not be complete, but it is importaat for
every individual affected by this event to read the information sheet from Federal
Trade Commission entitled “ What to Do if Your Personal Information Has been
Compromised.” The following is the link to that infurmation sheet:
huip://www.fic.gov/bep/contine/pubs/aleny/infpcompaler. hyns.

Although the FTC link may not contain the tull range of information thar affecred
students/applicanis might reasonably want 10 know, we did not want 1o delay this
notification Please be assured that we will inform you of further relevant information in
atimely manner Qur efforts are focused today on closing what remains of the data
breach and analyzing the extent of this file being accessed from the Internet

Huater College ol The City Limversity ot New York Y95 frk Avenue, New Yark, NY 10021



To protect your privacy, we have communicated with only a small group of
senior administrators. We strongly urge you not 1o share anything about this with anyone
unti] after the information has been removed from Google

Should you have any questions regarding this matter, please refer them to Ms.
Madlyn Stokely, Associate Dean for Sudent Support Services, at 212-772-4847 We
deeply apologize for any difficulty this may cause you.

Sincerely,
WX SOy
Judith Friedlander

Dean
School of Ants and Sciences

Cc: Madlyn Stokely



