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Date: I December 2l-2006 !
j Security Breach Notification - CUN\7 York College, i

i[repi-i 4b,!-v-Igguq, -E-lq: ---.---...- ....- --.- --J

The documeflts accompanving this fax transmission are intended onl]' for the use of {he address€e apd ma}t c.ontain
informalion that is privileeed and confidential. If you arc not the intended recipient, you are hereby notified that ary
dissernination or use of *te comrnunrcatioD is strictly prohibited. lf you have rcceived this communication in error, p)easc
notiff us irinediatclyby tclephone. Thank you for your coopcratroo.
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Senlor Vice Ghancellor for Legal Afialrs

535 East 80th Street
New York, NY 10021

Tel:212-794-5746
Fax:.212-794-5426

Abby.Jenn is@mail,anny.edu

December 27,2006

Certified Mail: Return Receipt Reoueste4

Asst. Attomey General in Charge
Bureau of Consumer Frauds
120 Broadwa53rd Floor
New York. NY 10271

Re: Reporting of Notification under Irl-YS lnformation and Security Breach and
Notification Act-

Dear Sir or Madarn:

The City University of New York submits this reporring form pursuant to the New York
State Infonnation Security Breach and Notification Act regarding a security breach incident at
York College of The City University of New York on Decelnber 14, 2006.

Very truly yours,

Encl.

H:\AJO6\databreachnpnorificationhuntvr 05DECl4 I 22 l06.doc
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Reporting Form
For Business, Individual or NY State Entity reporting a*Breach of the Security of the System"

hrrsuant to the Information Security Breach
and Notification Act (General Business Law g88g-aa;

State Technolory I,aw $zo8)

Name of Business, Individual or State Entity YorkC-ollege ofthe City Uniuersitg of
NewYork

Date of Discovery of Breach: December 14, zoo6
EstimatedNumberofAffectedlndividuals: 445
Date of Notification to Affected Individuals: December tg, zoo6
Manner of Notification: I x ] written notice

[ ] electronic notice (email)
[ ] telephone notice

Are you requesting substitute notice? [ ] Yes I x ] No (If yes, attach justification)

Content of Nolification to Affected Individuals: Describe what happened in general terms and
what kind of information was involved. Please attach copy of Nofice.

Two computers with ionfidential data were sfolen from the college.

Name of Business or Individual Contact Person: Dr. Paula lt{iddleton-LaLande
Title: Acttng Associate Deanfor Student

Development
Telephonenumber: 718-262-2152
Emaii: lalande@hunter.cuny.edu

Dated: 12/21/06
Subrnitted by: Abby Jennis
Title: Assistqnt General Counsel
Address: The City University of Neru York

Office of the General Counsel and
Senior Yice .Chancellor for Legal Affairs
535 East 80'n Street

New York, NY 10021
Email: abbyjennis@nail.cuny.edu
Telephone: 212-794-5746 Fax: 212-794-5426
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Y()I{K (1)LLEGH
fhe City Univtrsity of New York
[amaic;r, New York l!.L51
719 262-2350

LlJficc' trf thr: l ire.sident

December 15.2006

I am writirtg to you because you msy be sffEsted by a breach of confidmtial pcrsonal data- We undcrsbnd
tlar this is a scrious situation, aud rrre also rnant you to lsrow that wp are wcrkiug to corcct the problcm and
makc sur€ that it does not happen in the firturc.

Wc recently leamed that hlo computcts in the Xork Sugport Seryiccc ofificc wre srolcn, These computers
coauind dsr€bsses including fust ard last narnc, datc of binh, as well as social security numbers, V/c are
takjng a number of immediatc stcps which include notilying the 103d prcclnrt es wcll as conduuting a
continuing interusl crmpu I investlgatlon.

The'natu:e of ihe detn breach mal.ss it prudcnt for cvcry alfected ind'ividual to rcad the inforrration ahect
from fie Fedcral Tradc Comruission cntitled "WlalTo Do If Your Peruona] Informalion Has Becn
Compromiscd" ll}is inforrnation sheet can be ecccesed a.c
hqno ://wut v.ftc. sovlbqo/coul ine/p ub s/alcns/tn focorrroelrt,hkn

I hrve enclosed a copy of the alpve rel'oncrccd articte; Dowever, I stongty cncouragc ]rou to csrsult the
srte.

Afterrcading lhc informadon you rnay have additioual qucstions Please fecl free to contact Dr. Paula
Middlcton'Lalande, the Acting Associst Doan fsr Student Dcvclopnrcnt at (718) 26?-2152 or via +rreil at
1 9 Lan d.e@ sr- k. c unv. cd u,

Wc dccply apologize fm any difficulty tlrat this may causc you.

Sincerely yours,
l .

Joertrs hi'lUnrs I oc
Jads W.Ioncs. EdD.
Acting Vicc President of Student Development

cc: Poula Middletcm-l,al,mdc, Ed D.


