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Dntn: Ocrosen27,2006

To: CoNsunapn PRorEcrroN BoARD

FAx: (518) 474-2474

SUHncT: SECURITY BREACH NOTIFICATION

Fnoru: Kevin King

Comments:

You should re oe ive 4 page (s), incltrding this cove r sheet. If you do not re ce ive all the page s,
ple ase call Linda Murphy at (518) 474-60t1

CONFIDENTIALITY NOTICE: This transmjssion was intcndod solcly for thc individual or cntity to which it is addressod and
may coDt0ln information which is contldcntial or prolecrcd bypriyilcgc. lf you arc not rhc inrcndcd recipien[, plcosc conractthc
sendcr toarangefor thererurnorof tord isposi t jonof thetransmiss ion,  PendiDgdisposi t ion,youarerequestednortorQ\ lcwtho
transmined materials; not to discloae or disrribure rhem ro anyone; and not to mako, or allow to be mado, any copies thereof A
lawyer may havc a ptofessional obligation to avoid examiuing confidential marerials rhat inadvenently come inlo his or her
possession, and should prcmptly contact the lawyer from rvhose ofiicc thc makrials wcrc scnt to srrangc for thcir disposition
(American Bar Association formal Opinion 92-368).
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AI,AN O. HEVESI
COMPTROLLER

1IO STATE STRIET
ALBANY, NEW YORK I2Z]d

STAIE OF NEW YORK
OF.FTCE OF T}IE STATE COMPTROLLER

NYS Office of Cyber Secr.uity and
Critical Infrastructure Coordination
S eourity Brcach Notifi cation
Fax: 5 18-471-9090

Consumer Protection Board
Security Breach Notifi cation
Fax; 518-474-2474

October 27.2006

NYS Attorney General
Assistant Attorney General in Chuge
Bureau of Consumer Frauds
120 Broadway - 3d Flool
New York, NY 10271
Fax: 212-416-6003

Dear Sirs:

Attached hereto please find the Reporting Form advising you of a "breach of the security of the
system" concerning "private information" maintaincd by thc Office of ths State Corrptroller, in
accordance with the requirements of the Information Securiry Breach and Notifircation Acf
(Section 208(7) of the State Technology Law),

As set forth in the Reporting Form, due to a malfunction of the computer operating system
(which has since be en conected) a representative of the human resowce depa-rtment of a public
employer, subrnitting monthly reporting information to the New York State and Local
Retiremeqt System via the Internet, was able to view the personal information of six employees
of two other public employers maintained in the system. The personal inforrnation included the
name and Social Security Nurnber of the affected individuals. This Offioe has sent written
notification to thc affecteci individuals (a oopy of which is atrached)

If you have any questions concorning this matter, please feel free to contact me at (518) 474-
3997.

Sincerely,
\ / \\ 1**>A-tt)*)64

Kev in  LK\W / \
Privacy Officer 

U
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Reporting Form
For Business, Individual or NY State Entity reporting a

"Breach of the Security of the System"
Pursuant to the Information Seeurity Breach

ardNotifi_catiqu-A-ct (G-enetal_Bgs_t49qs, I-ey $889:qqi - -- - ,
State Technology Law $zo8)

Name of Business, Individual or State Entity:
New York State Office. oJ the State Comntroller
Date of Discovery of Breach: Qqtobsr al, eoo6
Estimated Number of Affected Individuals: 6
Date of Notification to Affected Individuals: October zz. zoo6
Manner of Notification: [X] written notice

[ ] electronic notice (email)
t I telephone notice

Are you requesting substitute notice? [ ] Yes [X] No (lf yes, attach justification)

Content of Notification to Affeoted Individuals: Desoribe what happcncd in general tErms and
what kind of information was involved. PIease attach copy of Notice.

Due to a malfrrnction of the computer operatinq s.ystem (which has since been corrected) a
representative of the human tesource departryrglrt Qf_a public emlrloyor. who was in the process
of submitting mqnttrlv retirement reporting infonnation to tbqNew York State and Local
Retjrgment System via the InteE[gl!.._was able to view the persoqal_information of six
employees of two othgr public ernployers maintaine-d.in the system. The personal information
included the name and Social Secutitv NumbEr of tlie affected individuals, 'Ihis Office has
sent written notif,rcation to the affected individu.sls (a copv of which is attached).

Name of Business or Individual Contact Person: LaurgAnelin
Title : D.qputv Comptroller
Telephone number: (518) 474-260Q
Email: Www.osc.state,nlr.ns/retire

Dated: October 27. 2006
Submitted by: Kevin J. King
Title: Privacy Off.r_oer
Ad&ess: Office of thc Siatc Conrptroller. I l0-Statc Str:et, 14th Floor. Albanv, NY

12236
Email:  @
Telephone: (5In 474-1991
Fax:  618) .474-51 19
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T$
ffice of the New York Sbte Comotroller

Alan G. Hevesl
New Yqrl Strte ?nd Local Rsflrsmcnl Svstem

Employeou' Rc!ircment €yllern
Pollce and Fir6 Reli/Emenl Sy6tem

110 State Slreel, Albany. Nsw Yo,.l< 122M4001 Phoner 51847+2800
FayJ 51 8-466.31 17
E-mai{; long{in@osc,stale.nY.ur

- - ---'- --. '-- Lauia L;Ang{ln, Ocpulr'Conrpt'cllef- ----webl__v4ttry-otc,E-tglQJy!_u_slreti!!

October 27,2Q06

Dear Mr.

The New York Stato and Local Retirement System maintains personal
information for our members that is relevant and necessary for Lls to accomplish our
pufpose of providing retiremonl beneflts, While we are very aware of our responsibility
when handling member's personal information, thefe are unfoftunately, Instances where
a member's personal information may be inadvertently'vlewed by an unauthorlzed
individual. In such a case, the Comptroller has directed that we pfovide notice of any
such incident to each individual potentially affected.

For the past several years, parlicipating employers have been able to uti l ize our
Retirernent Internet Reporting (RlR) program to submit monthly reports wlth thelr
employees' servic6, salary and contribution information via the lnternet. This is done
through a secure database and no one outside of the employer and the Retirement
System is able io view this information. We were notified on October 23 by one of our
employers, the Fairport Urban Renewal Agerrcy that when they utilized the RIR
program, they were able to view your personal information, including your Social
Security number.

Protecting the confidentiality of personal information in the possession of the
Retirement System is among the Comptroller's highest priorit ies. We believe the
likelihood for identity theft to be minimal due to the fact that it was viewed by a human
resources professional in the offices of one of our employers who then took the time to
contact our office immediately to notify us of the error. However, this does not relleve
us of our responsibil i ty to notify you of the incident.

lf lou have any questions, please do not hesitate to contact the Office of the
State Comptroller at (518) 474-2600, email the Retirement System through our website
at www.osc.state.nv.us/retire, or write, to me directly at the New York State
Comptroller's Division of Retirement, T* floor, 110 State Street, Albany, New York
12224.

Sincere
, / )

<J/
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