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&lonotd USA Aiif"l,'$1T5ff'r"*

Dare; lune 23,2006

Number of pages (inclucting cover sheet):

T<.r: Consumer Ptotection Board

l :AX NO, 518-474-2474

From: Roben A. Licht, Eeq.

oFFICENO. 617-770-6231
IIAX NO, 61't-770-6980

Re: Security Breach Notification

REMARKS:

P)ease see artached repotdng lorm

Thc infot-et ion cont 'arned Ln r lus trnrtsmrssron rs pnulcged, confidcnnel rnd inrended onJy for thc usc of thc indrvldurl
or cnri ty namcd above, I f  you arc not rhc rntcndcd rcopicnt, you ./rc hereby notrf ied t lrar nny drsclosurc, copfng,
disrnbution or the ukirg of nrry acuon ut relrancc on rhc contcnto of rhis facgrmrle nansmrssiorr is str icr ly prohi l .r i tcr l .  I f
you havc rcccivcd thts communicnnon in crror, plcrsc noufy thc lrw Depnrunerrt 0t The Srop & Shop Supcrmarkct
Company irnmedirtely by relepl lone col lect at rhc numbqr showrr zbove and rerum rhc mcssagc to us ^r rhc addrens
shou"n 3!svs, vir rhc U.S. Pottal Senrce, You u'r l l  bc rcrnburscd for the requued posrage, relephone crl l  or any of icr
expense ncurred by you, Thank you.
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Report ing Form
For Business, Indiv idual  or  NY State Ent i ty report ing a

"Breach of the Security of the Syetem"
Pursuant to the Informat ion Secur i ty Breach

and Not i f icat ion Act (General  Bueineas Law SEEg-aa;
Stata Technology Law $208)

_ NErnq slgqgu€Sq, Indrvidual or Statefultly AhpEl US.q="=!tq, ._.... ..
Date of Discoverv of Breach: June 7 2006
Estimated Number of Affected Individuals, 3,50Q in al l  states/420 in NY
Date of Noii f ication to Affected Individuals; June 23 2006
Manner  of  Not i f  icat ion: X lwritten notice

I electronrc notice (emarl)
) te lephone no t ice

Are  you request ing  subs t i tu le  no t ice?  {  lYes  tX  j  No ( l f  yes ,  a t tach  lus t i f i ca l ron)

Content of Not i f icat ion to Affected Individuals:  Describe what happened in general  terms
ond what kind of information was involved. Pleasc attach copy of Not ice.

External vendor that marrages Ahold USA's data lost a laptop csrmlruter t iom bageaeq
checked on a domest ic cornmercial  f l ight.  Laptoo containesl lerson-tJ dat3 used in connect ion
with srants and cxercise.s of Ahol4 stock options in 2005. Appfoximately 420 New York
residentl )vill receivc the notice,

Name of Business or Individual Contact Person: Robert A. Licht
Tit le: Vice President.  Business Law
Telephone number: 617 -770-Q.31
Ematl: robert. l icht@aholdusa,com

Datcd: Junc 23. 2006
Submitted by: Robert A, Lioht
Tit le: Vice President of Business Law
Address: Ahold U,S,,!. , . Inq. 1385 Hancock Stregt. Ouincv, MA 02169
Ernail :  robert. l icht@aholdusa,com
Telephone: 617-770-6231 lrax: 6.1.1-770-698!
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JLrnc 23,  2006

Name
Street Address
City, Slate, ZUt Code

Dca r I  f ;

We a.r'e writing to-let_lzou_l<nof^L ab_oulan*upfortuxale lpqi4!94t that may_lAyeqpqgq{yqgr __
persona. l  in lbrmat ior t  to  others.  Whi lewehavehad r io  ind icat ion that  yorr r  in lormat ion is  be ing
nrisused, we wanted Io rcport thc incident to you and inform you of steps you can take to prorect
yourself from possible identity theft.

We have been informed by Deloitte Accountants, our external auditing firnr, lhat an employee of
Dcloittc l 'ax had her laptop cornputer stolen froln baggage cl iecked on an Apli l  l3 dorne,stic
commercial air l ine I l ight, The incident was immediately reported to the air lrne and to the police,
In thecourseo f  i t s i nc iden t response inves t i ga t i on ,De lo i t t e f l r s tde te r rn inedonJune  l t ha ta f i l e
with your personal information was mosl likely on the laptop. Deloitte informed us of the
siruation the following week. As soon as we were notified by Deloitte we assemb)ed a ream to
review and verify the facts and circumstances of this incidcnt and develop a fcsponsc, As of this
t ime, the laptop has not been located.

The f i le was being used by Deloitte to test certain 2005 Ahold stock option activity in connection
with thc audit of Ahold's 2005 t lnancial statements. I t  included your name, Social Security
Number, date of birth forpersons who received Ahold option grants in 2005, and information
related to both grants and exercises of Ahold stock options in 2005 No f inancial account or
medical benefits information was in the file. The laptop was protected by an identity
verification process that incorporated a unique user ID and a password, but the file itself was not
additionally password protected or encrypted. Deloine has informed us that its employee
violated the Deloitte Tax information security policy by checking the laptop in baggage on a
commercial nir l ine f l  ight.

Because we carunot rule out the possibility of your information being misused, we have ananged
for the following services to help protect you from identity theft. We recommend you use these
seryices and follow the additional steps described in the following paragraphs. However, it is up
to you to decide whethcr to follow these steps; neither thc company nor anyonc clsc can make
that decision for you or sign you up for these services.

. 4 help l ine at tol l- free 800-562-2318 has been established to assist you wit lr questions nnd
concerns, The help l ine wil l  be staffcd from 8:30 a.m. to 5:00 p.m. Eastern t ime, Monday
tfuough Friday, from today to September22,2Q06, You rnay leave a message after hours
and you will receive a callback the next business day.

r You can contaot one of the major U.S. credit bureaus l isted below and have a "fraud alerl"
placed on yow credit f i le at al l  tkee bureaus. This fraud alert lets creditors know addit ional
steps should be taken to verify your identity prior to granting credit in your name, There will
be no charge to you for this fraud alert,
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Credi t  Bureau Tul l-Frcc Nu, Webs i te
E.xperiarr 888-397 -37 42 www.cxponalt,cot' l ' t

Equifax 877 -47 8-7 625 www,eou i l 'ax .com
TransUrrion 800-680-7289 w\4-w. lransLll l l  o l). c onl

.  You can enrol l  in credit monitoring tbr t lre rtext year, at rro charge to yorr Orrce enrolJed,
you wil l  receive commuti ications detai l ing any kcy changes to your crcdit rcport from all
t fucc crcdit bureaus. If  thcre is no activity, you wil l  be updated on a monthly basis, To
enroll, contact the call gg4lql!q lllqlfnstructions and a plq4gllnAl_qad9_ald$s4 lqgr_sler __
at www.myservices.equifax.cornitr i  l f  you do rrot hove access to the htteruet. the call  center
can provide instructions on how to register by mail.

You are also entitled trnder U.S law to one lree credit repo( annua-lly lrom each of the three
major credit bureaus, To older your free credit report, visit  www,arrnrralcreditrenorl coni or cai l
tol l- free (877)322-8228. tor addit ional inlbrmation on how to furthcr protcot yoursellagainst
identity theft, you may wish to visit  the wcb sitc of the U.S, Federal Trade Comrnission at
www, consunrer. gt:v/ i  dtheft/.

YoLr may have recen(ly heard or been notif ied of a separate incident which occurred involving
the loss of thc Iaptop ol 'an Elechonic Data Systems ("EDS") employee on a commercial f l ight in
May which contained certain personal information of retirees part icipating in the Ahold Pension
PJan and certain other former employees of Rhold USA, Inc. or its retail supermarket
subsidiaries. Please be advised that this stolerr laptop incident relatirrg to Deloine is separate and
unrelated to the EDS incident. However, if you were previously notified as a potentially affected
person reiating to the EDS incident and you obtained a promotional code and activated a fraud
alert and credit monitoring membership, you have thc proper protection in place and do not need
to do it  again.

Thc sccurity of associates'personal information is important to us, and we work to ensure our
vendors have processes in place to keep it safe. We are very disappointed by this incident, and
we regret any inconvenience or concern this may cause you.

We are taking steps to he lp prevent security incidents like these from happening again, While
Ahold currently has in place policies and expectations concerning information security, both
internally and also witlt our external service providers. we are underlaking a comprehensive and
thorough review of such policies. We plan to evaluate and, where appropriate, implement
additional safeguards both internally arid also with our third party vendors.

Sincerely,

Jim Lawler
Ahold Chief Human Resources Officer


