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CYBER SECURITY & CRITICAL INFRASTRUCTTIRE COORDINATION
30 S. Pearl Street
Albany, NY 12207-3425

Ladies and Gentlemen:

Pursuant to the inforrnation comprornise notification requirements of the State of New York,
Wells Fargo Bank, N.A. hereby notifies you that we are about to give notice to approximately 1,098
residents of the State of New York of a potential compromise of their Social Security numbers and
moftgage and bank account information.

We have been notified that data disks containing this information were stolen from a Paymap,
Inc. storage area and later recovered by police and U.S. Postal Inspectors during the execution ofa search
warrant. Paymap services the Wells Fargo Equity Enhancement Program. A copy of the letter we are
sending to the affected customers is enclosed. We are also sending the enclosed information sheet.

We expect to mail these notices within the next few days.

Please contact the undersigned if you require any further information regarding this rnatter.

Sincerely yours,

Gn-0",fu1^,u
Peter L. McCorkell
Senior Counsel
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September 5, 2006

Dear NAME:

At wells Fargo we value the relationship we have with you and the trust you have in us.Regretfully, we have been notified by Paymap, Inc. - the company which services the wellsFargo Equity Enhancement Program@ - ihut .o-puter disks containing confidential informationabout you and your equify enhancement account were stolen from a paymap storage facilify.
lgruel ryov.rdel Processing 1nd admrnistrative services for a number of financial institutions,and specifically for our equity enhancement program. W" unO.r.tunathe stolen disks includeddata from both wells Fargo and a number of oG, financiar services companles.

Ac^c^ording to Paymap, computer disks containing enrollment informatron Itom the years 1999 to2002 were among the items stolen dunng a burgiary in s.pi.-Lo 2005. paymap only recengylearned the disks were missing when the! were contacted by the United States post offrce andlocal law enforcement when a suspect was apprehended and the disks were recovered. wellsFargo was first notified-of this incldent by Paymap in mid-august, und we are taking immediateactron to notifu you and outline steps to take in reducing any p"otentiar risk.

The stolen disks contained an electronic copy of your completed enrollment form which includedyour name' address, phone number, sociai security numbei, mortgage roan number, yoursignature and a copy of your voided or cleared peisonal check ftoL which your payments weremade.

wells Fargo is not aware that information specific to any of our customers has beencompromised' However, we sfrongly encourage you to take the precautions in the enclosedinformation sheet to reduce any potential risk to you.

As a precaution, wells Fargo and Paymap have alsoarranged for you to receive a free one-yearmembership in a credit monitoring service provided by Eq-uifax. dquifax credit watchrM Gold,with 3-in-1 monitoring, will provide you:
o An "early waming system" to changes to your credit file and help you to understand thecontent ofyour credit file at the three credit reporting agencies;
o Automatic notificatign 

9-f ker changes to your credit files from any of the three agencies,wireless and customizable alerts;
. Free 3-in-1 Credit Report;
o Unlimited Equifax Credit ReportsrM:
r $20'000 in identify theft protection with $0 deductible (certain lirnitations and exciusionsmay apply,) and;
' 24-by-7live agent customer service to assist you in understanding the content of yourEquifax credit information, provide personalized identity theft victim assistance and inhelping initiate an investigation of inaccurate information.



IIow to Enroll
Equifax has a simple Internet-based verification and enrollment process.
Visit: www.myselvices. equifax.com/tri
o Step 1 - Registratron: complete the form with your contact information (name, address,

telephone number, Social Security Number, date of birth, e-mail address). The rnformation is
provided in a secured environment.

o Step 2 - Veritr Your ldentit_v: Equifax will veriff your identify by asking you up to two
security questions.
Step 3 - Order Summary: Durl4gthg l'r4..k out" process, p{gyldg the lqllowing promotional
code: {Unique Security Code} in the "Enter Promotion Code't 6oi lcase sensitive, no
spaces> include dash). After entering your code, press the "Apply Code" button and then the
"Submit" button at the bottom of the page.

o Step 4 - Go to the Member Center: Under "Product List" select Credit Watch Gold with 3-in-
I monitoring to access the product features.

If you do not have access to the Internet or wish for any other reason to enroll in Credit Watch by
mail instead of the online service, please fill out the attached form and fax or mail it to the
number/address listed on the form. You will also need the Promotional Code {Unique Security
Code) to enroll. The deadline for enrolling in the free Equifax Credit WatchrM Gold with 3-in-1
Monitoring program is {In.ert End Date.}

At Wells Fargo we take significant steps to safeguard your information when it is in our care and
when it is in the possession of our vendors and service providers. We apologize again that this
situation has occurred and for any inconvenience or worry it may cause you. If you have any
questions or if we can be of any further help to you, please call 866-329-6709, a toll-free number
established specifically to address questions related to this matter. Wells Fargo team members
will be available Monday - Friday, 8 a.m. to 8 p.m., and on Saturday, 8 a.m. to 2 p.m. (CT) to
address any questions you may have.

Sincerely,

NAME
TITLE

IINSERT: TAG LINEI



Steps you can take to safeguard
your personal information

To protect against the misuse of your personal information, we recorrrmend th
r v vrurvvr 4Bdrubt tus Ilususe oI yoUf pefsonal tnlOfmafiOn, We feCOITImend that yOU cOnSidefplacing a secunty alert on your credit tur"au file. If you aie enrolling in a credit monitonng
servlce' you may wish to do so before placing the securify aiert. A securify alert marker would
cause any lssuer of credit to use additional scrutiny for any request for new or increased credit.
This provides a significant layer of protection; however, iirnuv limit your ability to get .,instant
credit" such as the offers often available at retail stores. You must contact one of the credrt
bureaus, below, directly to request this alert.

TransUnion
Fraud Vrctim Assistance Department
P.O. Box 6790
Fullerton, CA92634
l-800-680-7289

Equifax
P.O. Box 740241
Atlanta, GA 30374
1 -800-525-6285

Experian
P.O. Box 9532
Allen, TX 75013
1-888-397 -3742

We recommend that you also take these additional precautions with your accounts:

o Review account activity often, for at least the next l2 months, and report any suspicrous
activity immediately to the appropriate financial institution. you can monitor your Wells
Fargo account activify online by visiting www.rveilsfargo.com.

o Place password protection on all your accounts. You can add a password to Wells Fargo
accounts by going into any Wells Fargo store. Do not use any part of your Social
Secunty number as a password.

' If you suspect someone is using your information for frau<lulent activity,you can contact
the Federal Trade Commission's Identity Theft Hotlin e at l-g77-lD-rfifi r 0-S-77-43g-4338).

we suggest you penodically check your credit report to ensure all your information is correct.
Youcanobta ina f reecred i t repoI tonceayearbyv is i t ing@oI
calling 817-322-8228.


