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From: Name:

Voice:

S I D L E Y  A U S T I N  I I P
1  5 0 1  K  S I R E E T ,  N  W .
W A S H I N G T O N ,  D  C . 2 O O O 5
(202)  736 8000

{202)  736 87  1  1  FAX

F A C S  I M I L E i T  E L E C O P I E R  T R A N S M I S S I O  N

Edward R. McNicholas

(202) 736-Bo1o

]e r t ,J tNc  GENEVA sAN FRANcrsco
I

IBRUSSELS 
HONG KONG SHANGHAI

lc f l t cAco 
LoNooN STNGAPORE

IDALLAS 
LOS ANGETES ToKYo

I F F A N K F U R T  N E W  Y O R K  W A S H ) N G T O N ,  D C

l r o r t o . o , , t u

To: Name:
Company:

Facsimile#:
Voice Phone:
Subjecl:

CPB Security Breach Notif ication

518-474-2474

Dale: 8/912006 Time:  4:50:07 PM No. Pages (lncludinq Cover): 4

Message:

IRSCIRCULAR230DISCLOSURE: Tocomplywi lhcertaJnU.S.Treasuryreguai ions,weinformyouthat ,uniessexpresslystated
otherwise, any U.S. lederd lax advice contajned in this conmunicdion, including allachmenls, was nol intended or writlen to be used,
and carnot be used, by any laxpayer tor the pLrpos e oi avoiding any pefrdties tnat may be irnposed on such hpayer by he Internal
Reverue Servrce. In adcllion, if any such tax advice is used or refened lo by other partes in promoing, makeling or reconmendrng any
partnsship or olher enlity, irveslmer'/t plan cr arrangement, then (i) lhe advice shorJd be construed as written in connecton with the
promolion or markeling by others of the transacton(s) or matter(s) addr6sed in this comrnunicalion and (ir) lhe taxpayer should seek
advice based on lhe taxpayer's panjcdar circumslances from an independent hx advisor,

Problems with this transmission should be reported to:
THIS MESSAGE lS TNTENDED ONLY FOR THE USE OF THE TND|VTDUAL(S) OB ENrTy(rES) rO
WHICH IT IS ADDFESSED AND MAY CONTAIN INFORMATION THAT IS PRIVILEGED,
CONFIDENTIAL  AND EXEMPT FROM DISCLOSURE UNDER APPL ICABLE LAW.  IF  THE READER
OF THIS  MESSAGE IS  NOT THE INTENDED RECIP IENT OR THE EMPLOYEE OR AGENT
RESPONSIBLE FOR DEL IVERING THE MESSAGE TO THE INTENDED RECIP IENT,  YOU ARE
HEREBY NOTIF IED THAT ANY D ISSEMINATION,  D ISTRIBUTION OB COPYING OF THIS
COMMUNICATION IS  STRICTLY PROHIB ITED.  IF  YOU HAVE RECEIVED THIS  COMMUNICATION
IN  ERROR,  NOTIFY  US IMMEDIATELY BY TELEPHONE AND RETURN THE ORIGINAL  MESSAGE
TO US AT  THE ABOVE ADDRESS V IA  THE U .S .  POSTAL  SERVICE.
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Repofiing Form
For Business, Individual or NY State Entity reporting a

"Breach of the Security of the System"
Pursuant to the lnformation Security Breach

and Notificatlon Act (General Business Law $889-aa;
Stete Technoiogy Law $20.e) -

Name Of BUSineSS, IndividUal Or State Entity Hof fmann-La Roche Inc

Date of Discovery of Breach. , Ju l y  18 ,  2006  by  Mcc lad rey  &  Pu l l en  L ! 'P

Estimated NUmber of AffeCted Individuals: r.s00 Ne,, York regldents
Date Of Notification to Affected lndividUals: Ausust e, 2006
Manner of Notification: x I wriften notice

electronic notice (email)
telephone notice

Are you requesting substitule notice? [ J Yes 1 x] No (lf yes, attach iustification)

Content of Notification to Affected Individuals: Describe what happened in generaf terms
and whal kind of information was involved. Please anach copy of Notice,
A  l a p t o p  c o m p u E e r  b e l o n g i n g  t o  M c C l a d r e y  &  P u l I e n  L L P .  U h e  i n d e p e n d e n E  t h i r d - P a r E y  a u d i L i n g  f i t t n

f e r r a - l  P l a n ,  w a s

e d  P l a n - r e l a E e d

p I a '  a C c O u ' L

b a l a n c e ,  a n d  ? 0 0 5  P l a n  w i t h d r a w a f  a m o u n E s ,  i f  a n y .

Name ofBusiness or Individual Contact Person: Edward R' McNicholas (outside counsel)

Title:
Telephone numbEr:
Email :

@p

e n c n i c h o l a s @ s i d l e v .  c o m

Dated:
Subrnitted by:
Ti t le:

Augus t  9 ,  2006

Ed",ard R . McIUi 
"h"i 

*--

Add reSS :  ISq l  K  Sc ree t  NW,  Wash ingcon ,  DC  20005

Ema i l :  emc r r i cho las@s id1ey .  com

Telephone: ( 2 0 2 )  ? 3 6 - 8 0 1 0 F a x :  1 2 0 2 ) ' 7 3 6 - B 7 t t
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€erigetiw
PERSONAL AND CONFIDENTIAL

August 9, 2006

We are writing to you as a cunent or formsr participant, beneficiary, or ahernato payce of thc Rtrche-savindanTpitfjaf*t 
Pltnltiie "Plen)fn o* Cap.city as thE Plan'sTecoici fi"iet: Fioffmann.La

Roche lnc. ("Roche"), the Plan Sponsor, has asked us to inform you of the following information:

A laptop compuler belonging to the independent third-parfy auditing firm hired by the
Plan Sponsor to conducl a legally-reguired annual audit was qtolen on luly I 8, 2005, from
one of thc auditor's employees. The laptop containcd Plan-rclatcd information, including
your name, Social Security number, your affiliation with the Plan, Plan accounr balance,
and 2005 Plan withdrawal amounts, if any. On August 7, 2006, the audiring firm
esrablished certain pertinent facts surrounding the theff. We have been told by rhe third
parry auditing firm that, through their investigation to dare, tbey have no reason ro believe
that any other Plan-relaied information has been compromised. The auditing finn has
given assurances that the stolen computer had security measures in place, inc)uding rwo

. layers ufpassword protcction. To date, drere has been no hrdication tlrat any Plan-relatcd
irrformation on the laptop has been accessed or misused, The auditors notified law
enforcement officials of the laptop theft and an investigation is underway.

As a precaution, afier discussions with Roche, Fidelity began actively monitoring the Plan accounts to try
to detect any suspicious activity. Our review to date has nol shown any indication ofunauthorized activity.

It is imponant to nole thal there are safeguards in place ro profect your Plan accounr ffom unauthorized
activify. For example, ifyou have sel up online access to your PIan account, tbe account is protected by
requiring a Personal ldentification Number (,'PIN) to gain online access. Beyond the normal securiry
tegularly in place on Plan accounts, we have implemented heightened monitoring procedures for these
accounts to try to identify potential unauthorized activiry,

While we are taking exlra precautions, you lnay u,ish to take sorne or all of the fol)owing steps to protecl
lurther against thc potential misuse ol-your personal and Plan account data, if applicable, and as a maner of
prudent financial account management:

1. Change your Fidelitv Customer ID and your account PIN by loeging onto NerBenefirs ar
rv l , rv .40 lk ,conr .o rca l l inp  l -800-269-40 l5 .A l though lherearcsa feguards inp lace topro tec tyour
account, and while we have no reason to believe that your PIN has been compromised, it is good
plactice to change your PIN regularly. Ifyour Social Security number currenlly servcs as rhc
Customer ID for your account, you should consider changing it to a different identifier. Please note
that ifyou have other accounls where your Social Security number is used as an idenlifier, you may
wish to uhange the idcn(ificr and/orPIN fur fir.rse ascounts irs well.

2. Place a fraud alert or freeze on your credil report. A fraud alert is designed to prevent credit, loans,
and scrviccs from bcing approvcd in your namc without your conscnt. This providcs an cnhanccd
level of prolection; however, it may limit your ability to get immediate credit, including offers
available at retail slores. A fraud alert is effectjve for 90 days and may be renewed. You must contacl
at least one ofthe credit report ing agencies direct ly to request this alert.  See the enolosed l ist for
names, addresses, and phone numbers for the three rralional credit reportiDg agencies, Soms states
allow their residents to place freezes on their credit reports. Freezes prevent the sharing of credit
report informalion to most third panies; howsyg1, some fees may apply to place a freeze or lift a
f rcezc .  Shou ldyoube in tc res tud ,p luascoontac toncof thccrcd i t repor t ingagenc ies fordc ta i l sabout
placing a freeze.

119778 3.RD-C-797A. t00
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PERSONAL AND CONFIDENTIAI

3, Review account activiW often lbr at leag! the next l2 months. ltomptly repon aDy suspicious
activity, including transactions you do nol recognize, to the appropriate financial institution For
cxamplc, contact Fidelity ifyou suspect there is suspicious activity perlaining to your Plan account or
other accounts wilh FideiiW.

. - ; .  .
4. Ordcr and rcyjcw vour crcdit rcport immediatelv ondioniinrie to do so-over dE-cour-se of rhenext
vear. to cbeck for ftaudulent or other unusual activity. You may order your credit repofl frorn any one
of the agencies l isted below. Addit ional ly,

. You can order a ftEe annual credit reportby calling l-E77-322-8228, or by completing an
Annual Credit Report Request Form and mailing it to Annual Credit Report Reques( Service,
P.O. Box I05281, Atlanta, GA 30348-5281.

o When you receive a credit report, check it carefully. In particuiar, check for any accounts that
you tnay not have opened ald any inquiries frorn crsdilors tbat you did not initiate. Verif
your personal intbrmation, including address and Social Security number, on the reports. If
you see anything inconect or thal you do nol understand, contact rhe credit agency
immediatcly.

. lfyou find suspicious activity on your credit report, contact yorr local police or sheriffs
oflice to file a police rcport regal ding identity thcft. Maintain a copy of tbe police report; you
may need to provide copies ofthe report lo credilors to clear your records. You can also
contact the Federal Trade Commission's ldentity Theft Hotline at l-877-438-4338 if ycu
suspect someone has misappropriated your pcrsonal information,

Fot more information on identity theft and on how to protect younelf from fraud, yorr may visit the Federal
Tradc Commission's special wcbsitc dedicate d to these lopics a! rvwr'.consumcr.qov.ridthc{I.

If you have any qlrestions, or if we may be of any furlher assistance to you, please call us at 800-259-4015
This is a tol l-Fce number dcdicalod to Rochc Plan part icipants. Tcam mcmbcrs wil l  bc avai lablc 8:30 o.m.
to | 2:00 midnight Eastern time to address your questions or concerus.

Credit Reporting Agencies

TlansUnion Equifax Experian
Fraud Victim Assistance Dept. P.O. Box 740241 P.O. Box 9530
P,O, Box 6790 Atlanta, CA 30174 Allen, TX 75013
Fullerton, CA92634 l-800-525-6285 l-888-397-3742
t-800-680-7289

Sincerely,

Fidelify Investments

3.RD-C-797A.100


