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Breach Notification

p . 1

TO:

FAX NO.:

CPB: Security

sl8-47 4-247 4

FROM: Cathy Bump
Hofels.com

425-679-1251

June l ,2006
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TEL.:

DATE:

NO. PAGES:
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RePorting Form
For Business, tndividual or NY State Entity reporting a

"Breach of the Security of the System"
Pursuant to the Information Security Breach

and Notification Act (General Business Law $889-aa;
State Technology Law 5208)

- - Name of Business, individuai or Siaie Eni.iiy - il o-!--ts . co '^r..

Date of Discovery of Breach:
Estimated Number of Afiected Individuals:
Date of Notification to Affected Individuals: o,"t Zb - Jn4eZ-ZcPb
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Are you requesting substitute notice? [ JYes t>JNo (lf yes, attach justification)

content of Notificalion to Affected Individuals: Describe what happened in general terms

and what kind of information was involved. Please attach copy of Notice.

No e 'v i  a +-o l.;Y<

Manner of Notification: [X
t
t

Title:
Telephone number
Email :

Dated:
Submitted by
Title:
Address:
Email :
Telephone:

written nottce
electronic not ice (emai l)
telephone notice
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llotels.com
P.O. Box 27550
Santa Ana, CA 92'799

Mav 26.2006
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lNamel
_ tAddrelq LI __

[Address 2l
[Cir]-. Sratc. Zipl

Important Information Reglrding Your Card Ending DOOOq [(Insen Card Typc))

Dear [Name]:

Recently. Hotcls.com *'as informcd by its outside auditor, Ernst & Young, that one of Ernst & Young's employees had
his laptop computer stolen. Unfortunately, the compulcr conlaincd ccrtain information aboul customer transactiors u.ith
Hotels.coru and other sites through which rve prolide booking services dircct$' to customers, from 2002 through 200{. This
information uuy luve included your narne. address and some credrt or dcbit card infonnation you provided at that time. Wc
sinccrcly rcgrci that this irrcident occurrcd and wc are taking it vcry seriously.

The dala in question was provided ro Ernsl & You-ng as part of an audit required b.v larv, Since first leaming of th.is
incident from Ernst & Young. rvc havc becn working lo determine lvhat infonnation lvas on the laptop computer. coruulting
with law cnforcernent offrcials reganding tlcir invcsligation of thc crimc. wor'king with tirc crcdit card cornpanies to mitiBate
tltc risk of credit card fraud- aad identifying and notifying potentially impactcd Hotcls.com cuslomers. Thc compuler tvas
password pmtectcd ald, aftcr corsullation with larv cnforccment officia]s, \ve have no r€ason to beliel'e any fraud or misuse
of tlrc data has resulted froln this theft. Nonetlreless, we rvanled to notif, you promptly oF this incident.

We have attached a memorandum from Ernst & Young, rvtrich cxplairs rvhat occurre4 stcps you can t:akc to prclect
vouneli and services that are being made available to you at our requesE including an oplron to enroll in a credit monitoring
pragrarn at no cost to you. It is important to kno$' tlut U.S. consumeN are gerrrally protccted in case of fraudulent
purchascs rrude on their credit or debit card. Noncthclcss- we slrongly enoouragc you to rcvierv thc a(lached memorandrun
and to rnake use of thc guidarnc and services offered by Emst & Young to assis( you in protecting againS possible fraudulent
use ofyour card informalion. Please do not hesitate to contact ttne special call cenlerthal has been eslablished lo ansrverany
ques(iofls you may havc - toll-frcc (866) 387-2242, or (2Ol) 8724169 Ior cuslomers outsjde the Udted SCales or Carnda.

Protecting tJrc privary and sccurity of our cuslomer information is extremely imporlant to us. In that regald. rle have
received assuftmc€s that Emst & Young is taking additional stEps to protect lhe confidentiality of its data, including
encrypting the scnsitivc information uc providc to them as part of the audil process.

Over l00o employces al Hotels.com work lurd every day to eam your business and provide you rvith grcat lravcl dcals.
Our mrssion is to help you frnd lhe best lodghg, rcilal car or airiine ticket for vour lravels because wc lovc hclping our
cuslomcrs. Wc arc deeply sorry that fris event has occuFed and regrcl any incorvcnicncc it may causc you. We promisc to
rvork even harde r to be your travel pa(ner of choice and hope that -vou will contimre to allorv us to cam ),our trust and 1'our
busincss.

Sincerely.

/s/ SEAN KELL
Sean Kell
Geucral Maruger
Hotels.com
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E/ Fnrrlsr &YouNG

MEMORANDU]VI

T0; Holels.com Customers

FROM: Emst & Young

DATE: May 2006

RE: Imporlant Information Regarding Ho lels. com Custo me r I nformatio n

For the past severdl vears, Emst & Young has been the pmvider of auditing services for Hotcls.com. We are rvriting to inform
r.ou aboul thc tltcft of an Ernst & Young laptop computcr that conlained information on some Holels.com customer ransactions.

The laplop in qucstion was in a baclqack that was stolen from tlp locked vehicle of an Emst & Young emplol'ee. The crimc rvas
promptly reported to larv enforccrnent agencies. and Urerc is no hdication that tlrc thicf was specifically targetlng the laptop or anr
information containcd on il. We derply regrer rhis incidenl. has occurrcd and want to apologize 10 you and Hotels.com for any
inconvenience or concern this rnay causc.

Following the theft we commenccd an intcrnal investigation of this matter and determined that thc stolen computer conuined
ccrtain personal information rcgarding some Hotcls.com cuslomcr tmnsactioru prirnaril-v fiour tlte l,ear 200.1. Tlrcre rvcrc also a stnall
munber of lransactions from 2003 and 2002. We believe thc baruactioru may have involved the payment card you used wit]r
Holels.com or anothcr rvcbsitc through which Hotels.com providcd booking scryiccs dircctly lo customers. Speci.{ically. thc
information on the laptop may have included your ruune. addrcss and some credit or debit card infonrution you provided.

The laptop requircd a password to use it The relevant hle was sl.ored in a subdircctory scvcra-l lcvels below tlre computer's nrain
directory, and the file's mme eavc no indicatjon of its conlents. To dale, we have received rn information from larv enforcement
ofJicials tlut any of the data storod on the computer has been arccsscd by an uuuthorized person or uscd improperly.

While we havc no rcason to bclievc thc filcs have been compromised it is stilI prudenl to take prccautions- Wc lherefore strongll'
recommend that you monilor your crcdit. card stalemenls. beginmng with lhose received in March- for any unaul-horizred charges and.
if you notice any suspicious activity, conlact yDDr card issuing compary immcdiately.

In addition, to assist you in tiris proccss and fi:rther pmlect yoq wc havc worked with Hotcls.com to prolide the follorvingl

Wc lriavc sct up a call conter rvith a special toll-free mmber - (865) 3A7-2242. or. if you arc oulside the United States. + l (201)
872-0169 - 1o assist you rvitl qucstioru or concanrs you may have related to this incident. This call center rrill be sta-ffed from 9:00
a,m. to 8:00 p.m. Easlern time, Monday tJuough Friday, from norv until September 29.2006. Callcrs nral' lcave a message afler
hours and thev will receive a call back on tln next busincss day. Please note that, to protect your privoq), ncilher Emst & Young nor
[fotel.s.com vill email or call Trtu to a,rk you to provide any odditional personal inJbrmalion.

We have arrangcd for you, at your option to eruoll in credit monitoring. at nD cost to you. for one year. Once you enroll. t'ou lill
rcccivc communications demiling ar+, ke:/ changes to your credit reports from all three crcdit bureaus. If there is no activitl'- vou tvill
be updated on a monthly basis. To enroll in this scn'icc. please visit bltp:llpartncr.coosumerinfo.com/ey ard enler dre code
provided belou'. You will be irutructed on how to initjate yoru online mcmbcrship. If you do not have inlernet access. pleasc contacl
the call ccntcr numbcr abovc for additional assistancc

Website ['or enrolhnent: http://partner.consumerinfo.com/cy

Your Pro mo tional Code : [Inscrt individual p ro motio nal codcf
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We have conlactcd thc tluee major U.S. credit bureaus to inform them of lhis incidenl. Upon receiving a rcqucst from you. the
agencies will place a 'fraud dcrtl' on your file, which alerts crediton to lakc additioml stqs to ver$ your identit"v prior to granting
credit in !-our name. This service can make it rnorc dillicult for someone to get credit in vour name. Notc. howevcr. thaL becausc it
tells creditors to follow certarn proccdures to protect vorr it dso rnay dclay your abilii.v- lo obtain credit. There is no chrrge for vou lo
place a fraud alerl. on your crcdil filc. Should you wish to placc a fraud alert, conlact any one of tJte following bureaus:

ToU-Fr€c In(emsdonol Toll

Experian,........ 888-397-3'112 N/A nrvw.experiau.cotu
Equiar.. . . . . . . . .  800-525-6285 678-795-7831
TonsUnion 800{80-7289 N/A www.transunion.com

You are also entitled under U.S.lau' to one frcc crcdit rcport annually fmrn cacli of the rliree major crcdit bureaus. To order vour
frcc crcdit rcport visit u'ww.amualcreditrepon-corn or call toll-frce (8'l'I) 322-8228. For additional infonrution on horv to further
protect youmelf against crcdit card fraud, you rnay rvish to r.isit thc rvcb sitc of tlrc U.S. Federal Trade Commission at
www, consumer. gov/idtheft/-

Please know that prctecting our clienG and tle privacy and scnsitive infonration of their customers is something we lakc \'eD'
seriously at Emst & Young. We sincerely apologize for this unfortunate incident and luve instituted enlunced securitv procedures to
cncnpt all of our laptop compulers to providc additional pmtection for sensitivc information and have taken other measures
designcd to protecl against lhis type ofincident happening again


