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Reporting Form
For Business, Individual or NY State Entity reporting I

"Breach of the Security of tbe System"
Pursuant to the luforrnation Securify Breach

and Notification Act (Generrl Business Lsw $ltE9-aa;
- State "Teehnof ory Law_ $208)_

Name of Brsiness, lndividual or Snre Entity Gepersl Elggtfic
Dare of Discovery of Breach: Seorcmber 2. 2006/!ienlember 3- 2006

Estimated Numbcr of Affected Individuqls: 30.427
Date of Notification ro Affected Individuals: SeptcloDel 22J005
Manner of Norification: [ r' ] wrinen notice

[ ] elecuonic nodce (em4il)
[ ] telephone norice

Are you requesting substirute norice? [ J Yes [ r' ] No ([f yes, atuach justificarion)

Content of Notificetion to Affecred Individuals; Describe what happened in general rerms
and what kind of information was involved. Please anach copy of N,rtice.
Please see alqched documenrs
, _ Flgqpq see attachrC documengE_ -

Name of Business or lndividual Conracr Person: Nuafa O'eonnor Kellev
Tide:
Telephope number:
Email:

Cbief Privaw Lcadcr
QO?t 637-4lsl
Nu ela.O' Cou nrorKellv@GE.con

Dated:
Submined by: Nuglr O'Connor Kelley
Title : . -., esjel Privqcv l-egdqr
Address: 1299 Pcppsvlvspis AvenggrNW, Suite ll00W_ _

_ - vY+rhipglon, DC 20004 __ ,
Email: NuaholgsEsorKellv@GE.corn
Telephone: C202)637-{15l Ftuy: Q02t 637-_€9q



|lu.h O'Conhor lrllt
Cnief Pnvacy u'aoer

GE
3rt5 Earron Tuinprke
FarrfretC, CT06628

September 22,2006

office of the New York State Attorney Generat
Asst. Arrorney General in Charge
Bureau of Consumer Frauds
120 Broadway ' 3rd Floor
New York, NY 10271

New York Stare Consumer Prorection Board
Security Breach Notificarion
5 Empire Srate Plaza, Suire 210'l
Albany, New York tZZ73

New York State 0ffice of Cyber Securiry and Crifical Infrastructure Coordination
30 5. Pearl Srreer - Floor PZ
Albany, New York 12207-3425

To Whom iI May Concern:

fn accordance with N.Y. 6en. Bus. Law 55 E99-aa, w€ itr€ providinS you Mth written
notification reBarding rhe nature and circumstances of a recent crinre rhat may have resulted
in the compromise of personat information of some General Elecrric employeei and former
emPtoyees. we are working with taw enforcemenr aurhorities to apprehend rhe perpetrator of
this crime.

This -cnme has compromised cenain personal information ol 50,427 General Electric employees
and former employees, including 5,251 New York Srare resldents. The information rhat may
have been compromised inctudes names and Sociat Securiry Durlben;. At this tjrne, we have no
evidence rhat any information has been used co commit identity frar.rd. As indicated above, we
have notified law enforcernent authorities abour rhis crime,

Atrached for your informarion is a sampte of the breach norification tetrer we are sending to
affected employees and former employees- lf you have any quesriorns, ptease do not hesirate
ro contact rne at (202) 637-4151.

Sincerely,

N*rl^ M-", ldl
Nuala O'Connor Kelty
Chief Privacy Leader

Enctosure

Coirlr :r#4 Cd.t9.r\



GE
It35 €astor Tumpll+a
Fllrfieid, (T 0662E

!€ilernle1 ?2,_ry0q

Dear GE Colleague:

We are wndng t0 inform you aDout a recent theft of computer equipment that had data on it,
inctuding personal informarion abour you and certain other employees ancl former emptoyees.
A GE employee's laptop computer and external hard drive were recentty stolen from a tocked
horel room, Among the data stored on $at equipment were your name and u.5. Sociat
Security number. GE Securiry responded immediaely, and GE is taking aggressive acrions to
protecl the privacy of any indivicluats affecred, inctuding working wrr:h law enfofcement
authorities to recover the equipmenr.

We betieve this was a random criminal act, and fiave no reason ro be:tieve that any of the
information on the equipment has been accessed. Nevenheless, w€r want you to be aware of
this evept, the acdons we are taking, ancl additionat steps you may rvish to rake. on the bacX
of rhis letter, you witl find information about some s(eps you may wish to consider taking to
monitor your credit file and protect yoursetf.

To further alsist you, we have arranged to provide, ar no coSt !o you, a one-year subscription
fo ,dentiry Track, an identity theft proteclion and credit moniroring seMce rhar is parr of the
GE Money fam'ily of products. To enrott in ldenriry froct, go to
www. identityrrack. com/secure, enter va li dation code PTLll 57 6 4t 6, and complete the
apptication. Ptease fincl more information on how ro enrotl in ldentityTrack on the reverse of
rhis tetter.

lf you would tike ro speak with a GE representative about this situation, please call us tolt-free
at 1'866-700'0472, Monday rhrough Friday, 9:00 a.m. to 5:00 p.m. Eastern. lf you are outside
theU.S.orCanada,p leasecat t l ' 904-636-1054.  Youmay leaveamessageaf te rhoursandyour
call witt be returned.

6E has a strong history of emptoyee data privacy and is committed ro conrinuing rhat tradition.
We regret this incident and any inconvenience or concern it may catrse you.

5incerety,

Nu[r, 0t t-*l 'ejth-

Nuala O'Connor Kelly
Chief Privacy Leacfer

(jtrd gsw c,nF.rt



,denfiry Treck, an idenriry theft prorecrion and credil monitoring seMce, is part of the 6E Money family of
products. ldencify Trpck provides you:

' Credit moniroring h/ith NorrFy ErpREsrs*, a fraud detection sy6tem rhar checks your Equifax" credir file every
business day anrl alens you to specific changes rhat may indicace icfentity thefr rir fraud.

. Credir repon and score from Equifaxo so you can check your repon for inaccurate information.

. Tolt'free access ro a Fraud Resource Center to provide help if you suspect fratd.
- Qranerty credit repofi and credit score updates.

To enroll in ldenticy Track, you must go ro www.identlfltrach.com/secure, entef r,alictarion cocle PTLN|576416,
and pr-oridgvqllU&Iqa$on. Upon successfully completing this process, you witl receive a credit report ontin€,
anct rlaity credir moniroiinB-vtift tle acrivared; if you hEve any dlffic,+lt,v enrolting tn treUtlv_Uqqt!flDe, ptease
catl 1-866-467-2166 anq PIe5s oPtion 2, t/onday through Ffiday, 8 a.m, to 10 p.m. Eastern, or Sarurclay 9Ern.-to-
{ n m Facrcrn

fn addition to enrollinB in th€ rdenfity Tracx seryice, you may wish ro take rne acrions:

9fder A Free_Credi! Feoon. You are enrirled under U.5. law [o one free credit report annuatly from
each of lhe trhree narional credit bureaus. To Drder your free credit report, visit
www.annualcredirreporr.com, call tott-free at ET7-322-8728, or comptete tlre AnnuaI Credir Repon
Requeit Form on the U.S. FederalTrade Commission's weDsite ar www.ftc.rlov aDd mait it to Annuat
Credit Repon Request servlce, P.o. Box 1052E1, Arlonra, GA 10349-5281. 0o not conract [he rhree
creoir bufeaus individuatty. Free annuat cre(ig lgpslts are provided only rhrough rhe weDsite, mtl-free
numDer, or mailin8 address givpn above.

Colrfder plgcins E Eaud aleft on your cladlt file. A frau<l aten hetps prorect yorl against the
possibility of an identiry thief opening new credlr accoun$ in your name. \vhen a merchant checls the
credir hisEory of someone applying for credir, lhe merchant Bets a notice ilrat there may be frauo on the
account. This alens the merchanr to take steps to verify the iOentiry of the applicanr. By calling any
one of the totl-free fraud numbers below, yoq wilt reach an au[omated tele.phone system rhat dtlows you
ro flag your fite wifh a fraud alen ar alt three bur€?us.

Equifax
Experian
Transunion

800-525-6285
888-3e7-3742
E00.6E0-7289

www-equifax.com
www.experian.com
www. transunion.corn

When you calt rhese numbe6, you will be tent instructions on how to get a copy of your repon from
each of tne credit bureaus. AS a possible victim of identity theft, yorr wrlt not be charged for chese
copies. Even if you do not inilialty find any signs of fraud on your repqrts, we recommend that you
review your creoft reporcs qarefulty every three months for the next year. Jrist call rne numDers above
ro order your reporus and keep the fraud aten in place, Please do not ploc,z a froud alerc until olcer you
hove acrivated credit - monircring servlces.

Some adc{lional step!. lf ar some point yqu believe your identity has been s(oten, $e U.S. Fedefat
Trade Comrnission ("FTC"; recommends rhat you taKe thes€ addifiofiat sreps:

r Close rhe accounts rhat you have confirmed or betieve have Deen r-ampered witfr or openect
frauclulently. Use rhe FTC's lD Thefr affidavit (avaitaDte ar www.(.onsumer.gov/idtneftl wnen
yor.r dispute new unauthorized accounts.

r File a locat potice rePon. Obrain a copy of the police repon and :.ubmir it to your creditors and
any others that may require proof of lne'idenriry-rhefr crime.

. File your concern with tne FTC. Ey filing a concern, it hetps the FIC learn rnore about idendty
thefr and the problems victims are na\4ng so FTC representarives .rnd law enforcement can
Derrer assist, you. The FTC's ldentity Tfrefr Hotline toll-free number is 877-IoTHEFT (877-438.
+3381 or you can visit rhe FTC website ar wunil.frc.goy,


