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Please do not hesltate to contact me if you require anything further.

Have a great dayl

-Heather Cheyne
Direcror, Fluman Resources. (lSProtect
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Name of Business. Individual or State
Date of Discovery of Breach:

USPROTECT PAGE 02/b6

K$Repoiling Form
For Business, Individual or NY State Entity reporting a

"B.reach of the *Seeurity of the $ystem"
Pursuant to the Information Security Breach

and Notif ication Act (General Business Law $889-aa;
$tate Technology Law S208)

Entitv IIS Protect
F'ebruary 9,2006

Estimated Number of Affected fndividuals:
Date of Notificalion to Affecled lndividuals:

2 current NY residents
May 19, 2006 and May 24,2006

Manner of Notifica.tion: [XJwritten notice
[ ] electronic notice (ernail)
[ ]telephone notice

Are you requesting substitute notice? [ I Yes [X] No (ff yes, attach justification)

Content of Notification to Affected Individuals: Describe what happened in qeneral
terms and what kind of information was involved. Please attach coov of Notiee

On or about March 13, 2006. US Protect Corporation ("US Protect") learned that a computer (the
"Computer") was stolen from Snydcr, Cohn, Collycr, Hamilton & Associates, P.C. ("Sn,vder").
an accounting firm rctaincd by US Protcct to conduct an audit of US Protect's a0lG) plan.
Snyder informed US Protcct that the compuler may have contained personal inforrnation
concerning US Protect's New York plan participants.

After conducting an investigation, Snyder believes that the perpetrator of this crime was
interested in the value of the rnachine itself and was unaware o'lt the data contained witlriri the
Computcr. Acccss to that data requirsd use of an access code which Snyder lras no rea^son to
suspect that the culprit has obtained. Snyder implemented the following responsive action plan:

(l ) On February 10, 2005. Snyder filed a report with local la.w enforcement alerting them of
the theft,

On February 10. 2006, Snyder contacted the Computer's manufactwer and alerted tlrem
of the theft to ensure that the manufacturer did not assist the culnrit in circumventins the
Computer's sccess block.

On May 19. 2006 Snyder and US Protect voluntarily initiated a rnailing to eaoh New
Yorl< r:esidcnt potentially affected by this incident. The mailing (i) descrihed the nature
of the incident, (ii) described ellorrs taken to protecl the recipients from any misrse of
the data. (iii) advised the recipients to contact the tluee national credit reporting agencies
and the New York Attomey General if they believe that tliey have been the victim of

(2)

(3)
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Name of Business or Individual Contad Person:

Title:
Telephone number:
Email:

USPRDTECT PAGE N/A6

idcntitv theft- and (iv) directed the recipients to cEll Snvder with anyadditinnal quesrinns.
A copy of the notice is included as Aftachment A..

US Protect r€spectfully reguests that thc inl'ormation contained in this notice be kept confidcntial.
futy details regarding this incident that are made pub)ic couldjeopardize the security of the impacted
individuals by notiffing the perpetrator of this thcft that the Computer may conrair.r sensitive
information.

KaW Levine
US Protect Corporation

(240\ 247-s311
klev in e(Du sprotect, co m

May 26,2006
Richard Norman
President

Dated:
Submitted by:
Title:
Address:
Emai l ;
Telephone:

USP.oL..+ 9omo.ution, 801 Ro"d*t Rd., Srit. 1000, Silu.r Spring, MD 20910_
InorTnan(4lus

. (240\ 247-5066 Fax: (240) 247-s324
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S NYD ER.COH N.CO LLYER. HAMI LTON & ASSOCIATES P,C.

Mav 16. 2006

CONFIDENTIAL

Dea.r USProtect 401(li) Account llolder:

Snydet:, Cohn, Co)lyer., Hamilton & Assocrates, ?.C. ("Snyder Cohn") has been hired by
tl.SPtotect Corporntion 401(k) Plan to prorndc accorrnting scrwices for yout retilcmc:nt plen.
In February, Snydcr Cohn ctiscovcrcd thrt :r cofnplrf,cr which lnay haye contained your
social secnrity number and datc of birth was stolen.

Please be assured that we havq ne rcason to suspcct that your personal in-formation has
been accessed by an unanthorized individual, A security code is r,equired to access auy
information contained on tlre stolsn computer and Snydcr Cohn has no reason to beileve
thal the culprit knew oi or obtaincd, that code. Indeed, Snyder Cohyr believ,es that the
pelpefiator of this crime was iuterested solely in the value of the machine itself and was
unawarc of thc data contained within the computer,

Althottgh we have no leason to suspect that your pcrsonal information, if it was on thg
contputct, has bcen aecessccl by an unauthorized individual, Snyder Colur i.s informing
you of this event as rcqnested by your plan administrators. We would like to also inforsr
you that several stcps have bccn takar to provide you with protection. Upon discover:ing
the tlreft, Snyder Col:u: immediately filecl a reporl with local law enforcemurt alerting
them of 0re incident, Snyder Cohn contactcd thc computer's manufacturer and alcrtcd
thern of tlte theft to c,nsure that the manufachuer does not assist tlre culprit in
circnmventing thc computcr's access blocl<.

In addrtion to ilte actiotts rvhiclt havc already been described, we would lilcc to advise yor-r
to, as a precautionary measure, review your financiaj account statements and credit
Teport! on a regular basis. You can obtairr one free copy of your crcdit report per ycar
from the three national consumel'reporting agencies identificd below. To oider lpur free
annual report frorn one or all of the companies, visit http://www.annualcredifteport.cor1,
or cal l  tol l - f ree E71-322-E228.

PAGE b4/46

,Equifax

Expcrian

TransUnion

800-525-6285

888-397-3742

800-680-7289
(e l t l t ied Publ ic  Acqounrant i  and Eur iness Advisors

4520 East  Wert  Highway, Sui le 520,  Bethesdr,  MD ?0814.- ' t3 lg
Phone '  3o l - 65? -6700  Fa r ;  lD l - 986 , t 028
Web; cpahelp.corn E-Mai l :  advice@cpahelp.(om

BKR
n t .  l r  h r . r h J a l n r !  { - f d r i r
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If you determinc tJrat an account has beerr fi'audulcrrtly established using your irtentity.'7*"
you should cail the national cor)sumer reporting agcncies above immediatcly as wcll as
contact the Fedcral Tr:ade Cornmissio:rt and yorrr state attomcy general's division of
consumer protectiorr, and advjse thcm of any potcntially fraudulcnt activity, Additjonnl
information about reporting, a:rd prcventing, identity theft can be found et
ttttp://www.consumer.gov/jdthcft, We also have enclosed a Reference Guide to assist
you in taking thcsc precautionary steps,

Oo behalf of Snydet Cohn nllow me to apologue {or tlis unforn:.nate siruauon. Shoulcl you
have ftirdrcr questjons nbout tfris mntter, d.o not hcsitate ro contact.me at 301 -652-67Q0

Sncerely.

Mitchell G. Scaal
Dircctor of Opef uous
Snydcr Cohn Collyer H:u:nrJton & Associares, PC
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REFERENCE GUIDE

Whjle there is no incticatiorr tbat thc data on t}re Japtop hns bccn misuscd, it is prucient to know
about idcntity theft and what you can do to protect yourself.

Abour ldcntity Theft

Idendry tteft, in irs simplest fomr, occurs whcn sorncone obtains asd misuses your personal

inforrrranon without your perrrussion, and often cirncs q'ithout your koowledge of the actiwity.

Identity Theft Prc\rentio n

feu rnay want to consider placing an initjal f.raud dcn on yout credit 6le. A fraud alefi tells
creditors to conraqt you bcfore they open. any ncw accoLtnts or change your existing accounts. You
may call a{ry crDc of the t}::ee maior credit reporting companies to place sil alcft, Thc company you

call is rcguired to contnct the othcr two, which will place an alert oo their versions of your report,
too.

An inidnl ftaud alert stays on yoru crcdjt report fot 90 days. !7hen you place thrs alcrt on your credit
r.eport, you will receivc rnformation about ordering onc free crcdit report &om cach of the credit

reporting companies. Once yotr rcceive your reports, review them catefully for inquides from
companies you did aot contqct, accounts you did not open, and debts on your accou$ts thet you
cannor explain, Ver(y the accuracy of your Social Security number, ad&ess(cs), complete namc and

employcr(s). Noufy thc credit reporting compffiies if a-ny informadoo is incorrect.

Equifax: 877-+78-7625 wwur.cqr::-fax.com; P O Box 740247, Adanta, G.A 30374-0241
Erperirn; 388.397-3142 www.cxperian.cora; P O Box 9532, Allen, D( 75013

TransUnion: 800-680-7289 u'rvw.ttansunion.com; Fraud Vjctj,u Asslstance Di't'isioa, P O Box fi790,

Fullarton CA 92834-6790

Wc recon'unend that you chcck your ctedit repotts end rcrricw yotu ^ccount stnterrrents periodically.
This can help you spot problcms eod adclrcss them quickly,

In addirion, under fecleral law you a-rc cnhtled to e free copy of your credit repor! qt your tequesr,
from each of the major nationqride ctcdit reporting compnnies once every 12 months, To ordct
your free ennual credit rcport from one or all of thc national credit rcporting companies, visit

uryrw.annualcreditreport,com, call toll-free 877-3?2-8228, ot complete thc Annual Ctcdit Rcport
Requesr Fonn artd meil it to: Annual Credit Rcport Senicc, P O Box 105281, Atlantn, GA 30348-
5281, You can pdnt the form from srqrw.ftc.gev/crcdrt, If yorr ask, ooly the last feul Jiglts of your

Social Security numbcr wtil appear on your crcdit reports.

To leam more ebout how to ptatcct yoursclf agahst iclcntiry d:eft, pleasc vistt
ww:w.consumcr.gov/iddreft or call rhc Federal Trade Commission hodjnc pbonc number: l-877-
IDTI{EFT (438-4318),, You may call or visit the Fcderal Trade Commrssion !0eb site to repon aDy
rncideor of suspected iclcnuty theft.


