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Facsimile Cover Sheet

From: Cesar A. Perez
Phone: (212\ 8s4-5669

Fax: (2121854-6203

Date: JulY 25, 2006
Time: 4;00:10 PM

Pages including this cover Page: 7

lf there are any problems with this transmission call:
Operator: Simone Cousins
Number: (212)854-4522

Please Deliver To:

Assistant Attorney in Charge Bureau of Congumer (212) 416-6003
Frauds

Office of Cyber Security & (518) 474-9090
Critical lnfrastructure
Coordination

Consumer Protection (518) 474-2474
Board

COMMENTS:

The Infomallqn sonralned In thle telecopy mgE€age ig Intgnded only fgr ihg use of.tho reciPisni named below. lf you aro not tho

Intended reolpient, you may not dieeemina'to, diotribulo, Or oopy thle communication. lf you have recsived_this meaeEee.in errot, PleEee
tm-"ai"t"iy iotig rs by teiephono and rstarm the origlnsl meesage b.us st lho.Ebovo eddrses via the U.6. Poobl Sorvico, Thenk vou,
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Enclosures

cc:

ColuptB IA LJN tvE Rs rry

wnK-
Cesar A. Perez / )
Ass ieta nt G ener aWou n sel

Otfice of Cyber Security & Critical lnfrastructure Coordination (By Facsimile)
Consumer Protection Board (By Facsirnile)

I N  T H T  C I T Y  O F  N T W  Y O R K

o t t t c t  o f  T H I  c [ N I R A L  C O U N S t T

Dlrecr Lioc: (212) 854-5669
Prceiollr; (2U) E5+6203

July 25, 2006

By Faceimile (2121416-8003 and Regular Mail

Assistant Attorney in Charge
Bureau of Consumer Frauds
120 Broadway - 3rd Floor
New York, NY 10271

Re: comLuter stolen fron'!the Grad.uate schoof of Journalism

Dear Sir or Madam

Pursuant to the New York Information Security Breach and Notification Act,
attached are the foffowing:

(i) a completed Attorney Generaf Reporting Form; and

(ii) the text contained in the letters sent to the affected individuals,

_ ff you should need more information or have any questions, please contact me at
(212) 854-5669,
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Reporting Form
For Business, Individual or NY State Entity reportlng a

"Breach of the Security of the System"
Pursuant to the Information Security Breach

and Notificatlon Act (General Businees Law $8E9-aa;
State Technofogy Law $208)

Name of Business, Individual or State Entity Cofumbia University

Date of Discovery of Breach: July 7, 2006

Estimated Number of Affected f ndividuafs: 2 NY Residents: 2 Non-NY
Residents; and 74 Non-US Residents

Date of Notification to Affected Individuals: July 18, 19, 20, and 25,2006

Manner of Notification: X lwritten notice
I electronic notice (email)
Itelephone notice

Are you requesting substitute notice? [ J Yes IX ] No (lf yes, attach justification)

Content of Notification to Affected Individuals: Describe what happened in general terms and
what kind of information was involved. Please attach copy of Notice.
Please see ̂Attacblent A and the text oflhe lettgrs sent to tle Affected Individuals.

Name of Business or Individual Contact Person: Cesar A. Perez
Tit le:
Telephone number:
Email:

Dated: Julv 25.2006

Assistant Genetal Counsel

Submitted by: Cesar A. Perez
Title: As_s,re!_an! Geleral Counsel
Address: 535 west 116s sheet.4l2 Low Memorial Librgry. New York. NY 10027
Email: cap@gc.qplumbla.edu
Telephone: (?ln 854-5549 Fax: (212) 854-6203

(2r2\ 854-5669
can@sc.columbia.edu

00 I 48632, I
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Attachment A

On Friday, July 7. 20Q6, the Columbia University Graduate $chool of
Journalism reported that a computer, including the monitor, keyboard and hard
drive was missing. lt was later determined that the computer had been stofen.
The theft was reported to the New York City Police Department and the case
remains under investigation, The hard drive contained personal information,
inciuciing; names. social sacui'it'y numbers, tax identification numbers. home
and/or business addresses, telephone/email contacts and passporVvisa
numbers, The text of the letters sent to the affeeted individuals is attached.

P.@4/A?
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Tcr$! of Letter Relating to Passport Nurnb-grs

On Friday, July 7, 2Xl6,Columbia University discovered thar a computer used by lane
Folpe, Associate Director, Professional Education at the Columbia Univvrsity Graduate
School of Journalism, was missing. Columbia later determined that the computer must
have been stolen.

Based on our review, the computer contained some of your personal information
ineluding, name, home and/or business addrcss, telephone_ and qqai! qonlact and
passpofi/visa numbers. We deeply regret this siilation and want to assure you that
Columbia puts the highest priority on maintaining the security of its computers, its
computer networks and the privacy of all information. Reports have been {iled with both
the Columbia Public Safety Department and the New York City Police Department and
the case rsrnains under investigation.

Undsr tlrese circumstancee, you may wish to contact your local passport office and other
identity-proteotion agencies to try to protect yourself from the risk of identity theft for
puposes of international travel or foreign entry and/or identity tbeft for activating credit
caxd, or similar accounts, without your knowledge. If you determine that any accounts
have been established using your identity, you should contact local law errforcement and
the financial agency.

If you should have any questions or need any additional assistance, please contact Cesar
A, Perez, Assistant General Counsel at Columbi4 who is working with me on this matter,
at 212-854-5669 or by email at cap@gc.columbia.edu. Ow abiliry to assist you,
however, may be limited because some information and documents (such as passports)
may be available only fiom a foreign goyemment.

Sincerely,

David Klatell
Vice Dean
Graduate School of Journalism

P.45 /47
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Text of Letter Relatino to SgcjajSecurity Numbers

On Friday, July 7, 2006, Columbia University discovered that a computer used by
Jane Folpe, Associate Director, Professional Education at the Columbia
University Graduate School of Journalism was missing. Columbia later
determined that the computsr must have been stolen.

Based on our review, the computer contained your name and social security
number. We deeply regret lhis sitliqtion and want to assure you that Columbia
puts the highest priority on maintaining the security of all Computers, its computer
networks and the privacy of all personal information. Reports have been filed
with the Columbia Public Safety Department and the New York City Police
Department and the case remains under investigation,

Under these circumstances, however, you may wish to exercise caution and
place a fraud afert with the three (3) major credit bureaus (Equifax, Experian, and
Trans Union) and/or periodically run a credit repofi to monitor closely any
potential irregularities and ensure that accounts have not been aclivated without
your knowledge.

Each agency has an automated fraud alert process, lf you place a fraud alert,
the agency you coniact will notify the other two agencies so that those agencies
also can pface fraud alerts on your accounts. ln addition, each agency will
provide you a copy of your credit report at no cost. The contact information for
the credit agencies is:

Equifax - (800) 525-6285 - www.equifax-com
Experian - (888) 397-3742 - www.oxperian,com
Trans Union - (800) 680-7289 - www.transunion.com

lf you determine that an account(s) has been established using your identity, you
should contact law enforcement (e.9., local police department) and the financial
agency.

lf you should have any questions, please contact Cesar A. Perez, Assistant
Generaf Counsel at Columbia, who is working with me on this issue, a|212-854-
5669 or by email at cap@gc.cofumbia,edu,

Sincerely,

David Klatelf
Vice Dean
Graduate School of Journalism

P.06 /@?
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TeXt of Letter Relatir,rq to Tax ldentification Nqmber

On Friday, July 7, 2006, Columbia University discovered that a computer used by
Jane Folpe, Associate Director, Professional Education at the Columbia
University Graduate School of Journalism was missing, Columbia later
determined that the computer must have been stolen.

Based on our review, the computer contained your ngmo and tax identification
number:' ',iJe deeply regret this siluelion and want to assure you that Columbia
puts the highest priority on maintaining the security of all computers, iG Comp0tei
networks and the privacy of all personal information. Reports have been filed
with the Columbia Public Safety Department and the New York City Police
Department and the case remains under investigation.

Under these circumstances, however, you may wish to exercise caution and
place a fraud alerl with the three (3) major credit bureaus (Equifax, Experian, and
Trans Union) and/or periodicalfy run a credit report to monitor closely any
potential irregularities and ensure that accounts have not beon activated without
your knowledge,

Each agency has an automated fraud alert process. lf you place a fraud alert,
the agency you contact will notify the other two agencies so that those agencies
also can place fraud alerts on your accounts, In addition, each agency wifl
provide you a copy of your credit report at no cost. The contact information for
the credit agencies is:

Equifax - (800) 525-6285 - www.equifax.com
Experian - (666) 397"3742 - www.experian.com
Trans Union - (800) 680-7289. www.transunion.com

lf you determine that an account(s) has been establishod using your identity, you
should contact law enforcement (e.9., local police department) and the financial
agency,

lf you should have any questions, please contac't Cesar A. Psrez, Assistant
Generaf Counsel at Columbia, who is working with me on this issue, at 212-854-
5669 or by emaif at cap@gc.columbia.edu.

Sincerely,

David Klatell
Vice Dean
Graduate School of Journalism
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