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DATE: October 27, 2006 TIME:  2:03:53 PM

TO: New York State Consumer Protection Board
Security Breach Notification

PHONE:

FAX:  (518)474-2474

FROM: Linda Clark PHONE: 561-999-3963

FAX: 561-981-0869

RE:

CC:

Number of pages including cover sheet: =+

Message

Please see attached.

Confidential Notice: The documents accompanying this fucsimile transmission contain information that is
legally privileged. constitute inside information under securities laws or are otherwise priviteged and
protected from unauthorized disclosure. 1 you have received this document in error, you are hereby
requested o cuntuct the sender immediately by telephone or otherwise so that we can arvange for the return
of these documents. If you receive this telecnpy in error, you are hereby notified that any disclosure, copying
distribution or the taking of any action in reliance on the contents hereol is strictly prohibited.

Confidential
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Reporting Form
For Business, Individual or NY State Entity reporting a
“Breach of the Security of the System”
Pursuant to the Information Security Breach
and Notification Act (General Business Law §889-aa;
State Technology Law §208)

. o - , LexisNexis Risk & Tnformecion
Name of Business, Individual or State Entity ~ apslvtics Group Inc.

Date of Discovery of Breach: N/A

Estimated Number of Affected Individuais: 396 New York residents
Date of Notification to Affected Individuals: October 19, 2006
Manner of Notification:  [x ] written notice

[ ] electronic notice (email)
[ ]telephone notice

Are you requesting substitute notice? [ ] Yes [x]No (If yes, attach justification)

Content of Notification to Affected Individuals: Describe what happened in general terms
and what kind of information was involved. Please attach copy of Notice.

Please see attached.

Name of Business or Individual Contact Person: Linda Clark

Title: Corporate Counsel _
Telephone number: 561-999-3963

Email: Linda.Clark@lexisNexig.com
Daled: Octobex 27, 2006

Submitted by: _T.inda Clerk

Title: Corporate Counsgel i
Address: 6601 Park of Commerce Blvd., Boca Raton, FL 33487

Email: Linda.Clark@Lex1lsNexis.com

Telephone: 561-999-3963 Fax: 561-999-0869
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@' LexisNexis CONFIDENTIAL

LiNnDA K. CLARK, Esa.
CORPORATE COUNSEL

LEXISNEXIS® RISK & INFORMATION ANALYTICS GROUP
AUTHORIZED FLORIDA HOUSE COUNSEL

o Oxtobher27 2006 . —

Officc of the New York State Attorney General (by facsimile and mail)
Asst. Attorncy General in Charge

Bureau of Consumer Frauds

120 Broadway - 3™ Floor

New York, NY 10271

Fax: (212) 416-6003

New York State Consumer Protection Board (by facsimile)
Seeunly Breach Notification

5 Empire Statc Plaza, Suite 2101

Albany, New York 12223

Fax: (518)474-2474

New York State Office of Cyber Security and Critical Infrastructure Coordination (by facsimile)
30 S. Pear! Street - Floor 172

Albany, New York 12207-3425

Fax: (518) 474-9090

We are wriling to inform you that LexisNexis recently learned that a package containing an
employee’s laptop computer was lost by an avernight courier service while it was being shipped.
The data an the laptop may have included personul information about New York residents. We
have no reuson to belicve that the data on the laptop has been accessed or that the packapg is
missing due (0 any reason othcr than an administrative error. Indeed, we are continuing our
efforts in conjunction with the courier to locate the laptop. Although we have no evidence that
any information has been accessed or misused, we arc notifying all potentially affected
individuals su that they can, if they deem appropriate, take additional steps Lo prolect their
personal information. LexisNexis has notified 396 New York residents by letter. A copy of the
notification letter sent in conncciion with the incident is enclnsed. As explained therein,
LexisNexis is providing free credit monitoring services o cach individual and additional
assistance free of charge should there be any indication of misuse of personal information relating
to the individual. Please do not hesitate to contact me a1 (561) 999-3963 if you have questions or
cancerns.

Very Truly Yours,

%Cﬂmu

Linda K. Clurk

Enclosures (F'nrm Natice)

660! Park of Commerce Rlvd ® Roca Raton, FL 33487
561-999-3963 Phonc ® 561-981-0869 Fux

P.3/7
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A. B. ANYNAME
1234 ANY STREET
ANYTOWN US 06789-1234
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ﬁ LexisNexis:

R3S

Qctober 19, 2006

TT00023261

A B. Anyname

1234 Any Street
Anytown US 06789-1234

Dear A B. Anyname:

LexisNexis recently lcarmed that a package containing an employcc's laptop computer was lost by an ovemipht couricr
service while it was heing shipped. The data on the laptop may have included personal infarmation about you including
your name, address, Social Security number, Driver's License number and/or date of birth, LexisNexis has such
information because we provide data including public records, publicly available information or other data 1o business,
government and legal professional customers for legitimate business uses.

We have no reason to bhelieve that the dara on the laptop has been aucessed or that the puckage is missing duc 1o any reason
other than an administrative error. Indeed, we ars continuing our efferts in conjunction with the courier to locate the lapicp.
Although we have no evidence that your informution has been accessed or misused, we ure notifying you so thal you can, if
ymit deemn appropriate, take additional steps to protect Your personal information.

How LexisNexis Will Assist_ You

We are comnyitted 10 assisting you through this unfortunate situation and providing you with the tools to camrect any
prohlems that may arise. Again, we have na evidence that any information contsined on the laptop has heen improperly
used. Howcver, as an additional precautionary measure, you may consider taking additional steps o increase the sccurity
associated with your credit and personal information. To that end, we are working with Equifax®, a credit management and
identity thefl prolcction service, to help you monitor your credit reports for one year at no cuast.

Equifax will help you protect your identily und your credit information through thesc steps:

1. Placing a fraud alert on your credit file at Equifax and the other two credit reporting agencies, TransUnion® and
Expcrian“; and

2. Enrniling you in Equifax Credit Watch™™ (GGold identity theft protection service and obtaining your 3-in-) Credit Report
for you.

Thesg services are being provided to you at np cost. This letter and the attachment include everything you nged to sign up
for this free servige.

If there is reason to believe that you have been a victim of fraud us 4 result of this incident, we have arranyed for you to

have access to the Equifax 'raud Victim Assistance Program. This propgram includes one-on-one counscling from an
Equitax Fraud Specialist and provides you with:

e TFraud Fducation Providers- -a Fraud Speciahst will provide vou with information that will help vau proactively

protect yoursc)f from identity thefl and provide information to you regarding the credit reporting agencies, such as
telephone numbers, Web sites and mailing addresses; and

Fraud Assistance-—a Fraud Specialist will provide you with a sicp by step process to reduce your exposure 10
further fraud and clear up any negative credit inferences in your name by helping you write letters that you may
send to dispute fraudulent accounts ut credit hureaus and with creditors.

How tn Fnroll

Equifax has a simple Inlernct-based verification and enroliment process. Go to www.myservices equifux.com/lexis, and
follow these steps:

e Step ) — Registration: Complete the form with your contact information (name, address, telephone number, Social
Security number, date of birth, e-mail address). The information is provided in a securc environment,

e Siep2 - Verify Your {dentity: Eguifax will verify your identity by asking you onc priwo Security guestions.

o Sigp 3 - Order Symmary: During the “check out” process, provide the following promotional code
LEXIS2-XXXXXXXXXX in the “Enter Promation Code™ box, (This code eliminates the need to provide a credit
card number tor payment.)

=  Sigpd Go o the Mcmber Center, where you can access the 3-in-1 Credit Report, You will receive a follow-up
e-mail confirmation of your enroliment in Equifux Credit Watch identity theft protection service.

(ver)



15:36 F To:915184742474 P.6/7
OCT-27-2986 15:36 From:

If you prefer, you can order the enrollment mateyials to be delivered via U.S. Mail, Please call the Fquifax Customer

Service Center at {-866-572-1424, provide the promotional code from Step 3 above and their Customer Service
representative will assist you in ordering these scrvices.

Additinnal Resources

In uddition 1o the support through Equifax, you may alsn wish 1o utilize one or more of the following resources:

¢ We have created  special Web site with lhe information conlained in this letter, plus additional information regarding
identity sccurity. Visit the site at htp://nrivacytacts. l;msncxm com. {f you prefer to speak wnh sumeone at
B ~ LexisNex's, you may veuch us_at 1-866-293-3894 . —
¢ Most states have a consumcr fraud division, und you can also enlist their help. A list of state offices is available on the
special LexisNexis Web site listed above. You may ulso call us at (-866-293-3894 10 obrain this infarmation.
[ 3

For inore peneral cducational information on identity theft. visit the Federa) Trade Comunission Web site,
www consumer gov/idiheft, or call at 1-877-1DTHEFT (1-877-438-4338),

Again, we regret anv trouble this incident may cause vou, and we will request overnight couriers 1o improve security for

property we ship through their services. We pledge our continued commitment to reducing this type of incident. We will
continue to work tn improve data safeguards and privacy protections.

Very truly yours,

<}M M 2L

James M. Peck, CLO
LexisNexis® Risk & Information Analytics Group

Direct Correspondence:
LexisNexis Regulatory Compliance
94435 Springboro Pike

Miamisburg, OH 45342

LenisNexis and the Knowledge Burst logo are registered modemarks of Recd Flsevier Properties [ne | uscd wider Wicense Equfax is a rogisterrd trademark aud 1iguitax Credit
Wateh s s irndemark of Equifax Ing. Other products or services miay be trademarks or registered Irademarks of thew espective companics.
€ 2000 1Lexi:Nexis Risk & Information Analytics Group Ine All rights regervedd
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The Equifax Consumecr Protcction Solulion

Fquifax is pleased to offer you a solution thin will help you protect your identity and your
credil inlormation.

Mace a fraud Alert
A fraud alert is u consumer statement added to your credit report. This statement alerts credilors
of possible lraudulent activity within your report as well as requests that they contact you prios

P.7T/7

o establishing any accounts in your name. Once the fraud alert is added 1o your credit report, all
creditors should comtact you prior (o establishing any account in your name. To place a fraud alur
on your [quifax® credit file, you may contact our auto fraid line at 1-888-766-0008, and follow the
simple prompts. Once the fraud alert has been placed with tauitax, a notitication will be sent to
the other two credit reporting agencies, Experian and TransUnion, on your behall.

Lol in Equifax Credil Walch ™ in your 3-in-1 Credit Report

These Cquifax credit information solulions will provide you with an “early warning systcm” 1o
changes to your Equifax eredit file and 1o understand the content of your credit file at the three
credit veporting agencies. Specifically, the features and benelits of each solution are:

Eyuifax Credit Watch provides you with a 1-ycar membership service, which includes:

»  Daily alert notifications of changes in your Equifax Credit Report™ thal imay be an indicator
ol identily thefl, such as new account openings, new credit inguiries, address changes
and/or balance changes. If na changes accur during the month, you will receive a
“No News is Good News” notification. '

e Access to your Equifax Credit Report

e 24 by 7 live agent Customer Service 10 assist you in understanding the conlent of your
Equifax credit information, 10 provide personalized identity theft victim assistance and in
inilisting an investigation of inaccurate information

3-in-1 Credit Report provides you with an easy-to-read, single report that contains your crerdil
information from all three credit reporting agencies. You will also have access to our Customin

Service agents.

The accompanying letter contains the instructions for obtaining these seivices.



