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fl"LexisNexis"
Fax Cover Sheet

DATE: October 27,2006 TIME: 2:03 53 PM

TO: New York State Consumer protection Board
Security Breach Notification

PHONE:

FAX: FlBl474-2474

FROM: Linda Clark

FAX: 561-981-08G9

RE:

CC:

PHONE: 561-999.3963

Numbor of pages including cover sheet: 
-+

Mespage

Pletse see attached.

Confidential Noticc: I hc docrrnrenls accotttpnttyirrg this luusimilu lransmission corrtain informatiol thar rs
legally privileged' constitute ittside i lrformution undur securit ies laws or are orhcnvise privitegcd ancl
protcclcd from unauthorized disclosurc. l l  you have receivecl this clocument in cnor, you are hereby
retlucslud to uuntuqt the sendcr immcdiatcly hy telephone or orherwisc so thqt we can ananse lbr t lrp r.etur,rr
uf thesu d0guments, lf you receive this lelecnl)y ir l err'\rt ' , yuu i lrr. lrureby noli l letl thql srt diclosure, copying
distribution or the taking ot any octiru in lelinnce orr l l te colrtt:rrls h.r,rul ' i :r srriotly prohibited.

Confidential
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Reporting Form
For Business, Indlvidual or NY State Entity reporting a

"Breach of the Security of the System"
Pursuant to the Information Security Breach

and Notificatlon Act (General Business Law S889-aa;
State Technology Law 5208)

Name of Business, tndividuat or state Enrny i:x+;)i:l".il.il_tol-:t*I"o"
Date of Discovery of Breach: N/A
Estimated Number of Affected Indivlduals:  396 New york resldenrs
Date of Not i f icat ion to Affecled lndividuals:  !_srpber 19, 2006
Manner of Notif ication: x lwritten notice

electronic notice (email)
telephone notice

Are you requesting substitute notice? [ ] Yes [x I No (lf yes, attach justification)

( lontcntof Not i f icat iorr  to Affected lndividul ls:  De.scr ibewhal happened in general  ternrs
and what  k ind  o f  in fo rmat ion  was invo lved.  P lease a t tach  copy  o f  Not ice .

P l e u s e  e e e  n c c a c h e d .

Nanre  o l  Bus iness  or  Ind iv idua l  Cr ln tac t  Person:  L lnda C lark
T i r l c :
Telephone nunr l ler :
h ,mar l :

Corpo rq te  Counso l

5 6 1 - 9 9 9 - 3 9 6 3
L lnde .  C ln rkG l ,ex l  sNex i s  -  com

Daled '  Ocrober  27 .  2006
St rbm i t t ed  by :  I . i nde  C la rk
T i t l e :  Co rpo rs t , e  Counse l

Add ress .  6601  Ps rk  o f  Comrne rce  B1vd . ,  Boca  Ra ton '  FL  3 -3487

Bma i l :  L i nda .  C la rk@Lex l sNex l . a .  com

Tc lcphone:  561 '999-3963 F a x ;  5 5 1 - . 9 9 9 - 0 8 6 9
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g LexisNexis CONFIDON'f IAL

LrHor K. Glanx, Eso.
CORPORAIE CoUNSEL
LExrsNExlsO Rtsx & lxronMerroH Amnlyrrcg GRoup
A urHo R tzE D F LoR tD a Ho(/sE CouAJsEt

Octoher '27, 2006

Ofllcc o1'the New York State Attorney General (by lacsinrile lnd muil)
Asst. Attorrtcy Gcneral in Chargc
Bureilu of Consuntcr Ftauds
120 Rrocdway - 3 'o Floor
New York. NY 10271
F a x :  ( 2 1 2 ) 4 1 6 - 6 0 0 1

New York Statc Consunrer Protectir.rrr BoartJ (by facsimile)
Sccuri ly lJreach Notitication
5 Empirc Statc Pluza, Suite 2l  0 |
Albany. Nerv York I2223
Fax: (5 tE) 4'14-2474

Ncw York Statc Office of Cyber Security and Criticol lnfrastructurc Courdinarion (hy facsimile)
l0 S. Pearl Strcct - Fltror l '2
Albany, New York 12201-3425
fax: (5 |  8) 474-9090

We are writing to inform yoir that LexisNexis recently lcarned that a package containing on
employ€e's laptop cotttputcr wus lost hy an ovcrnighl courier service while it was being shippcd.
The data on the lap(op may have included personul inftrrmation about Ncw York rcsidcnts. We
h'Jvc tto rerson to hclicve thrtt the data on the laptop has beeu sccessed or that thc packagu is
rnissjng due to itny rerson othcr than an administrgtive error. lndeed, we ore continuing our
efforts irt coniurtction with the courier to locatc the laptop. Although we have no evidence that
any information has been acccssed or misusctJ, we arc notifying all potcntially affccred
individunls so thut they can. if they deem approprilte, takc additiorral steps [o prutyut their
persottal itrte1n1s1i611. LcxisNexis has notlfied 196 New York residents by letter. A copy of tlrc
nol i f icat ion let ter sent in conncct iorr  with thc incident is enclosed. As explaincd thercin.
l.cxisNcxis is providing frcc credit uronitoring scrviccs to crch individual and additionirl
sssistance free of chargc shuuld there be any indication of misrrse of persotrnl infbrnrntion relntirrg
tu lhe individual.  Plcase do not hesi totc to contucr mc at (561) 999-. . ]96,1 i f  yorr have quesl ions or
col lcc i l ls .

Very Truly Yours,

CD&-- Cl.onv-
l . i nda  K.  C lu rk

Ettclosures (Form Notice)

660 I Park of Comrncrce Blvd ' Boca Raton, FL 3-1487

561-999-3963 Phorrc '56 l -9E l -0E69 Fax
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fl'LexisNexis. Octuber I 9, 2006

A B.  Anyname
1234 Any Street
Anytown L)S 06789- 123/

Derr  A B.  Anynrme:

LexisNexir recently lcarned that a package containing an employcc's laptop cornpuler wss losr by on ovcmighr couricr
servir.:c while it was heirrB shippcd. Thc data on the laptop muy have included pcrsonal infornrntion abour you including
youf nartx'! udtlress, i iocial Sccuriry nurnber, Drivcr's Liccnse numbcr and/or date of binh, LcxisNcxis has such
infbrmatiott because we ptovidc data including public recorcls, puhlicly availoble information or orhur data r0 busirr+;ss,
governmcnt. and legal ptolcssional cu5totncrr for lcgitimatc busine-ss uses.

Wc hnve nu rcason to helievt: lhat lhc data on the loptop has been ouscsscd or thnt t lte puckage is rnissing duc to any reasorr
nther tharr att arlmrnistt ' l t ive elror. lndeed, we rrg ,;ontinuing o,,rr elfcns in coljttnctiorr rvith the courirL to !c'cate tha l lpicp.
Although we havc no evidence that your infornration has hee n accesscd or misused, wc ure notif ing you so that you carr, if
ynu der,'rn appronriate, take udditional sreps to protect your personal infonnation.

How [ ,er isNexis Wi l l  As-s is t  You

Wc are comnrifled to assisting you through this rrnlortunale sitrration arrd providing you with tlrc tools to cone('t uny
prtrhlems that rnay urise, Again, we hqvs no cvidcrrce that ony information corltnined on the laplop has hcen irtrpnrperly
uscd. l lorvcverr as un additional pr'ecoutionary meflsurc, you may cottsidsr taking rdditionrl steps to inceasc the sucurity
ussociated with your crctl it and persottal inlbrntatiqrr, Tu thut end, we are working with Equifaxo. a crcdit mansgem!'nt and
identrly l lreft prr-rlcction service, tu help you rnoniior your credit reports lor one year at no cust.

Equrfux wi l l  he lp you Frgtect  yorr r  idenl i ly  und yorr r  credi t  in format ion thrOuglr  t l tesc steps:

L Placing a fraud clerl orr yor)r credit f i le at Equifax and tlrr: other two credit rcportinq agtncies, TlansUnion'r'And
ExrrcrianE; anil

2. Lnrnll ing, you in Equifax (lredit Watch}M iiold identity thuft Frotection servicu and ohtaining your l- in. l Cledit Rcport
for you.

.Ihesc_:9lyl_qqs.$r,9.-UglggJry_rd9d_to yp-La11rlLpSt-f-hSlcitClt11[$C_afl.achmcnt includc cvervlhin-B you nced to sigl_gp
I,eubr... li9!-r-er!re.a
l f  lhcre is rcason to bclieve thot. vou have been a victim ol'fraud us a result ol 't lr is incidsnl. wc have arr' irnged for you to
huvs acccss ro tlre Equifax l iraud Victim Assi.stance Prograrrr. l 'his propyam includes one-on-one courrscling l ir lm atr
Equi thx f raud Speci l l is t  and provides you wirh:

r  Fraud Educat iorr  Providers-  n Fraud Soecia l is t  wi l l  prov idc vorr  wi th in fomral ion that  wi l l  he lp yorr  pr( ract iv€ ly
prorect yoursclf from idcntity thcfl and provitle irtformation t(r you legsrd,ing lhe credit reporting aquncies, strch as
teleplrone nurnbcrs, Web sites attd mail inl addresses; uncl

o l-rarrd Assistrnce..-a Fruud Specialist wil l provide yotr wirh 0 slqp by slep process to rgtluce your exposure lo
lunher l 'r irud lrnd clear up any negative aredit inferences in your namc by hclping vou write letlcrs r. ltal y(,u may
scnd to d isputr :  f raudulenl  accourr is  ut  crcdi t  bureaus and wi th crsdi tors.

tlow to F.rr.r.-ol.!

Equ i t bxhasas in rp |e | t r t e rnc t . basedve r i t j ca t i o r t unden ro | |me ,n tp roc f5s , co tou rw@. i s ' a t t d
ln l low lhere steps:

. $!qp_1__&-SgLcJrat!t15: Complete the form with your conlact information (name, addruss, telephone nttmber, Social

Securiry nrimher, drte trf birth, e-mail address). The infurmatron is provided in asccurc cnYironlnent,
, SrQp 2 - y_t'r8jl0-UfjdSn!_ry: Equifax wrll veriS your identity by askirrg yr)u i)nc nr two sccuriry quustions.

. Sr$l_l_Qfder $llmDi_ry: During tlrr: "uheck out" process, pruvide thc l0llowhg plomotional codc

LEXT52.XXXXXXXXXX in thc "Enler  Promor ion Codc" box,  ( lh is  codc e l in t i t ts tes the need to prov ide a credi t

card numher 1o, .  payrnent . )
. St.i ip__{___g_qlp_thE_[4_qDb_glftnr.cr,whereyoucanacccsstlre3.in-lCrcdi(ltcpo(, Youwill rcur;ivcalbllow-uD

e-nln i l r :o l f i rmar ion of  your  enr0 l lment  in  Equi fax Credi t  Wntch idenl i ty  t l tc f t  protcct inn scrv ice.
(uvc11
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lIyotr prefer, y()u can order ths effollmunl materials lo bc delivered via U S. Mail, t lease call the F,rluifax Cusromer
Serv icc ( :enlc i  l t  t -866-572-1424,  prov ide the promot ional  code f rom Srcp 3 above ond rhei r  Cusromer Serv ice
represunlative wil l assist you in ordering these scrvices.

Addi t ional  Re.rourccs

In uddition lo thc supporl through Eguifcx, you may also wish ro uri l izs one or n)orc of the lbllowing resources:

. Wc hnve. creakd a special Web sile with lhe information conlained in this lettcr, plus addirional informalion regarding
idcnt i tysecut ' i ty .Vis i t thesi tcath(52, / /pr iyruy l1qts. lcx isnc,x is ,conr .  l fyouprelbr tospeakwi t l rsumeoneat

_ l- e 4sN!It'_, y q-Ujtey-Lqrr qh u s lt | . I 66 -2 9l--3 I 94.--

.  Mos ts ta tes l t . t veaconS \ l l nc r f rnudd i v i s i on ,undyoucana l soen l i s t t he i rhe lp ,  A l i s to f s ta t co f f i c cs i sava i l ab l son r .he
spccial l..exisNexis Web site l islcd above. You may ulso call rrs irt t-866-291-3894 ro ohrain this inforrrarigrr.

r For rnrtre genelal cducationll information r.rn identity theft, visit the Federul Trade Conrrnission Web site,
wwwc_qn!t!D!14q-yLid!h9_[, oL crrl lat l-877-lDT'l lEFT (1.E77-438-4338),

Again. wr: rci!rct 3nv trOuble this incident may c6use vou. and we rvil l  reqrrest ovcrnipht courirlrs lo impro!B security for
f t ropcr fy  wu ship through thc i r  serv ices.  We pledge our  cont inucd con)mi tment  to reducing th is typc of  inc ident .  Wc wi l l
coltt ittue lo work tn imprqvc data safegutrrds and privucy protcclions.

Vury t r r r ly  ycrurs,

\"- r{-?-t
<l
Janres M. Peck,  CLo
LcxisNcxise Risk & Info lnrat ion Analyt io  Croup

Dircct Corresporrtlen cc:
l-,ex isNe.r it l(eg,u l;r tory Cumpl iance
944i  Spr ingboro Pike
Miamisburg,  Ol l  45142

W , r t c h , * u r r n d c l r u l o ! E q r r f r r l n c  O t [ s r p r o d w t s o l : c r y i t c r n r r y b c r r r d o r n r r l t s o r r c u r i l G t c d l r n r h m f l r l l r o f t l r c r l r r ' , l u c r i v c o u r n p l r i c r .
( t  1000 t . : r r ' ,Ncx i r  n is t  &  I ' r fDn lu{ ron  Anr l } '1 i ( i  ( ; roup Inc  A l l  r igh t r  rcecrv r r l
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The tqui fax Consumcr Protcc l ion Solu l lun

Fr lu i fax is  p leased to of fer  you i  so lut i ( r r r  l l r ; r l  wi l l  hc lp you protect  your  rc lc t r t i ty . r t r rJ  yr )ur

c recli I inl()rl lr.rt ior'r.

Place.,Llrou!-Alc4
A fr.rrrcl alert is ir (.onsunrcr stafenrerrt ,rrjr. letl to your c:redit rcport. Thi:i st.rt( 'ntct' l t ,1lhrs15 q.rstl i [ot5

of .possible lr,rudr-rlerr!ctiyIlryIlyl y!!f repurt as well as re4trests lh;tt tlrey contact ytru p!-t9-!

n- i  i :s tabl is l r ing arry accounts i r r  your  r iar r te.  Orrur  thc f raud a ler t  is  , tdded to your  crcdi t  rcpor t ,  a l l

crcdi tors s l roulcJ contact  you pr ior  (o estaLr l i r l r i r rB i lny a( :co\ tnt  In  your  o.1f f i ( ' .  To p lace a f rat r t l  a lcr l

on your  lc lu i fcx$ '  crcdi t  f i lc ,  you nrdy ( ror l taLt  our  r ]u to f rar ld  l ine 0t  l -BB8-766-00()8,  an<l  fo l l t rw the

sinTplg pronrpts.  Once the ( raud a ler t  l ras been p l , rced wrth f  quiLrx,  . r  not i f ic . r r io t t  wi l l  l . rc  sqnt  to

the uther  two c lcd i t  r ( rp(r / ( i r rg agencies,  [xper ian lnd ' f r insLln ion,  on yor t r  behal f .

[ rLro l ] -Ln Equi{ax. .Cfe-d i IWatt  l r 'M a lu lohta in yorr r  l ' in  I  ( ' rcdI l .Rrp-o-LJ

These Iqui f . lx  credi t  i r r format ion solLr l iu ' rs  wi l l  prov id€ you wt th in  "eor ly  wnrning systcnr"  l r i

r :hanges to yot- r r  Egui fax crcdi t  f i lc  , ' lnd l r )  underst , rnd the contcnt  of  yor t r  credi t  f i le ; r t  thr :  th ICc
l rer l i t  l r : l rcr r ( ing agencies.  Speci f ica l ly ,  thc fc . t lurcs arrd l ;er r t l r ts  of  e i lch sc l lu t ic l t t  are:

F -qu i [ . r x  C red i tWa tch  p rov rdes  yo r r  w i t h .1  1 -ye i l f  n t c t l bc rs l t i p  se rv i ( c ,  w l r i e l t  i r t c l u t j cs :
.  Dai ly  a ler t  not i f  icat rons of  c l tanges in yr- rur  Equi{ . rx  Crcc l i t  Repor l t " '  l l r t r l  t r r i ty  be an indicalor

c l f  i ( lcr t i ty  t l re f t ,  such as new nccorrn l  openin l ;s ,  new crcc l i l  inc l r . r i r ies,  at ldress uhunges

,r t r r l /cr r  l . ra larrce cf rangcs.  l l  nn ch;rng,es t t r :cur  dt r r i t rg  thc tnonth,  y( ru wi l l  receive a

"Nu Ncws is  Cood Nervs"  not i f ic ; r t i t rn .
.  Ac(ess to your  Equi iax ( . redi l  NePort
o )aby /  l ive agant  C.usromer Servrce to i lss is t  you i r r  u f rc lerstot tc . l i r tg  t l re  curr lent  of  your

Eqrr i fax credi t  in form3lron,  lo  prcrv i r l t r  pe.rsoni i l izcd idu ' r t t i ty  l l rc f l  v iL l i r r l  r rss is t i tnce anr l  in

i  r  r  i  t i  cr t  i r r  g  i r  r r  i r tvcst i  g . ' t t ion of  i  n ; rcct r rate in l  orm.r t io t r

l - i r r - I  Crecl i t  Rpf , ( ) r t  prev,1 ig5 you wi th an easy- to-re, r r l ,  s ,ngle r r :por t  lhat  Lont . r ins y0r- t r  e . igr l i l

i t t forn lar iorr  I r r i r1  a l l  t [ ree cret l r t  repgr t i r rB,  agenctes.  Yot t  wr l l  ; r lsO havct  ar- r - -es5 to oLt l  Cust( r t ' r r t ' r t

5c l v i cc  rgc r l t s

Tl ' lL .  accor t r [ )arry i t rg le t ter  corr ta ins thc inst ruct ions for  ohl ; r rn in51 thesr :  scrv ices


