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Reporting Form
For Business, Individual or NY State Entity reporting a
“Breach of the Security of the System”
Pursuant to the Information Security Breach
and Notification Act (General Business Law §889-aa;
. ... ... StateTechnology Law §208)

Name of Business, Individual or State Entity  Sentry Insurance
Date of Discovery of Breach: June 28, 2006
Estimated Number of Affected Individuals: 869 NY residents, 122,270 total
Date of Notification to Affected Individuals:  July 5, 2006 through July 26, 2006
Manner of Notification: [ X ] written notice

[ ]electronic notice (email)

[ 1telephone notice

Are you requesting substitute notice? [ ]} Yes [X]No (Ifyes, attach justification)

Content of Notification to Affected Individuals: Describe what happened in general terms and
what kind of information was involved. Please attach copy of Notice.

The data theft was perpetrated by a computer consultant employed by a nationally recognized
computer contractor who, as part of his job had access to claimant data. He created a database
of claimant records and offered to sell individual’s identities over the Internet, He was
arrested by the Secret Service and the data was recovered. 72 of the identities were sold
before the Secret Service arrested the consultant. Sentry first notification was to those 72
individuals whose data was sold. Then, although the Secret Service advised us that there was
no evidence that the remaining data was sold, Sentry notified those 112,198 individuals. The
files recovered by the Secret Service did not include account information matching individuals
to insured employers. We have now been able to work through the recovered files and
identify the corresponding accounts. Having done so, we are now notifying the accounts
whose employee’s information was included in the recovered files. Additionally, we have
provided the required notification to the three major credit bureaus.

Name of Business or Individual Contact Person: ~ Paige M. Harper

Title: Associate Counsel
Telephone number: 715-346-6483

Email: paige. harper@sentry.com
Dated: August 1, 2006

Submitted by: Paige M. Harper

Title: Associate Counsel

Address: 1800 North Point Drive, Stevens Point, W] 54481

Email: paige.harper@sentry.com

Telephone:  715-346-6483 Fax: 715-346-7028



-08/01/06

B

_July5,2006

TUE 16:17 FAX 715 346 7028 SENTRY INSURANCE @003

Sentry Insurance Palge M, Harper
1800 North Point Drive Associate Counsel
Stevens Point, W 54481

Paige Harper@sentry.com

()
745 3466483
715 346-7026 Fax SE NTRY.

INSURANCE

Name

Address

City, State Zip

Re;  Identity Theft

Dear

We are contacting you about a recent data theft from Sentry insurance invelving identity
records. An identity record includes a person’s name, address, gender, birth date, and
social security number.

One of Sentry’s computer contractors, Accenture, provides continuing development and
maintenance for our claims system. In order to provide these services, Accenture
consultants must have access to claimant information. Unfortunately, an Accenture
consultant untawfully downloaded claimant identity records for the purpose of selling
them over the Internet. The Secret Service, Office of Identity Theft, has determined that
your identity record was downloaded and subsequently sold.

The Secret Service arrested the Accenture consultant on June 22. He is scheduled to
be indicted on federal identity theft-related charges on July 19. Authorities have not
determined who purchased your identity record.

Sentry has notified the major credit reporting bureaus of this theft to alert them to the
potential for fraud. Although we have notified the major credit bureaus of the theft, we
recommend that you place a fraud alert on your credit files. A fraud alert tells creditors
to contact you before they open any new accounts or change your existing accounts.
Call any one of the three major credit bureaus.

Equifax Experian TransUnionCorp
800-525-6285 888-397-3742 800-680-7289

As soon as one credit bureau confirms your fraud alert, the others are notified to place
fraud alerts. All three bureaus will send credit reports to you, free of charge, for your
review.

When you receive your credit reports look them over carefully. Look for accounts you
did not open. Also ook for persanal information, such as home address or Social
Security number, which is not accurate. If anything on a report looks suspicious or
incorrect, call the credit reporting agency at the telephone number on the report,

STRENGTH . PROTECTION . vV1e1lLANCE
SINCE 1904
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If you find suspicious activity on a credit report, call the Secret Service office, Agent
Zach Bulliner, at 615-736-5841. Request a copy of any report he makes, which you may
need to give to creditors. In addition, you should also contact the Federal Trade
Commission (FTC) at www.consumer.gov/idtheft or at 1-877-ID-THEFT (877-438-4338).
Your information will be added to the FTC's Identity Theft Data Clearinghouse, where it
will be accessible to law enforcement for their investigations.

Even if you do not find any signs of fraud on your initiai credit reports, we recommend
that you continue to check your credit reports periodically. Victim information is
sometimes held for use or shared among a group of thieves at different times. Checking
your credit reports periodically can help you spot problems early.

To aid you in protecting your credit, Sentry is purchasing a credit monitoring service,
Equifax Credit Watch™ Gold with 3-in-1 Monitoring, on your behalf for one year. This
service will alert you regularly to any changes in your credit. Credit monitoring will allow
you to reduce the effect of identity theft on your credit without having an adverse effect
on your credit or credit score. Please read the attachments carefully and follow the
directions 1o enroll in the service.

For more information on identity theft we suggest you visit the web site of the Federal
Trade Commission at www.consumer.qov/idtheft. If you have any questions, please call
Sentry Insurance, Paige Harper, at 715-346-6483.

Sincerely,

Paige M. Harper
Associate Counsel
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Sentry Insurence
1800 North Point Driva
Stevens Point, Wi 54481

SENTRY.

INSURANCE

"Re.  DetaTheft - ) o

We are contacting you about a recent data theft from Sentry Insurance invoiving identity
records. An identity record includes a person’s name, address, gender, birth date, and social
security number. Your identity record was entered into Sentry's database as a result of a
work related injury or incident reporied to Sentry under a workers’ compensation program
involving Sentry and your current or prior employer,

Sentry utilizes a computer contractor to pravide continuing development and maintenance for
our claims system. In order lo provide these services, the computer contractor's consuitants
must have access to claimant information. Unfortunately, one of those consultants unlawfully
downloaded workers' compensation claimant identity records for the purpopse of selling the
records over the Internel. The consultant was arrested by the Secret Service.

The Secret Service has determined that your identity record was downloaded by the
consultant, but it does not appear to have been sold. It also appears that the Secret Service
recovered the electronic data.

Despite the recovery, Sentry has notified the major credit reporting bureaus of this theft in
order to alert them to the potential for fraud. Although we have notified the major credit
bureaus of the theft, we recommend that you place a fraud alert on your credit files. A fraud
alert tells creditors 1o contact you before they open any new accounts or change your existing
accounts. Call any one of the three major credit bureaus,

Equifax Experian TransUnionCorp
800-525-6285 888-357-3742 800-680-7289

As soan &5 one credit bureau confirms your fraud alert, the others are notified to place fraud
alerts. All three bureaus will send credit reports to you, free of charge, for your review.

When you receive your credit reports look them over carefully. Look for accounts you did not
open. Also look for personal information, such as home address or Social Security number,
which is not accurate, [f anything on a report looks suspicious or incorrect, ¢all the credit
reporling agency at the telephone number on the report.

Call your local police if you find suspicious activity on a credit report. Request a copy of any
report made, which you may need to give (o ¢creditors. In addition, you should also contact
the Federal Trade Commission (FTC) at www.consumer.gov/idtheft or at 1-877-1D-THEFT
(877-438-4338). Your information will be added to the FTC’s {dentity Theft Data
Clearinghouse, where it will be accessible to law enforcement for their investigations.



08/01/08 TUE 16:18 FAX 715 946 7028 SENTRY INSURANCE

Even if you do not find any signs of fraud on your initial credit reports, we recommend that
you continue to check your credit reporls periadically. Checking your credit reports
periodically can help you spot problems early.

For more information on identity theft we suggest you visit the web site of the Federal Trade
Cornmission at www.consumer.gov/idtheft.

Sentry insurance
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Sentry {nsurance
1800 North Paint Drive
Stavens Point, W1 54481

SENTRY.

INSURANCE

July 28, 2006

You recently received a data theft notification from Sentry Insurance.

In the letter we advised you to place a fraud alert on your credit file with one of the major
credit reporting bureaus. There is no charge for placing a fraud alert with any of the
credit bureaus listed below:

Equifax Experian TransUnionCorp
800-525-6285 888-397-3742 800-680-7289

We have been told that some callers have received offers to purchase additional services
from the bureaus. You are under no obligation to buy these services. Sentry is willing to
purchase credit monitoring services on your behalf. If you already have placed an order,
Sentry will reimburse you.

To request credit monitoring service, to receive a reimbursement or if you have any other
questions, please call Sentry toll-free at 1-888-874-4453.

My identity record was one of those stolen, so | understand how you may feel. We
deeply regret that this situation has occurred and caused turmoil for innocent people.

Sincerely,

William M. O'Reilly
Vice President General Counsel
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