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Report ing Form
For Business, Individual or NY State Entity reporting a

*Breach of the Securi ty of the System"
Pursuant to the Information Securi ty Breach

Aqd Notific4tionAc_t (General Business Law $889-aa;
State tectrnologt [tt $2os)

Namc of Br"rsiness, lndividual ol State Entirv: Aetna Inc,

PAGE E1

Date of Discovery of Breaclr:

Estimatcd Number of Affected Irrdividuals:

October 26,2006

8,908 New York residents

Date of Notif ication of Affected Individuals: Notif ication wil l  begin on Tuesday,
Decentber 5. 2006 and wil l  bc
substantial ly complete by Friday,
December 6, 2006

Manner of Notification: ffi writl.en notice
f electronic notice (cmail)
f telephone noticc

Are you requesting substi lutc noticc? D Ycs X No (If  yes, attach justi f ication)

Content of Notification to Affected Individuals: Describe what happened in
genera'l terms and what kind of information was involved. Please attach
copy of Notice.

On Octobcr 26,2006 a theft occuned at an office complex wherc an Aetna subcontractor,
Cottcentra PrefeLred Systenls (Concentra), rnaintains a branch oflice, The theft mayhave
resulted in the loss of approximatcly 130,758 health plan member r:ecords containing
personal infolmation, inc)uding Social Security Nurnbers. Based on our analysis, we
cstimatc that apploximatcly 8,908 New Yor)< residents were among the indivjduals whose
irfonnation may ltavebecn discloscd as a rcsult ofthis incident. The theft did not occur
jn thc statc of Ncw York.

In iis initial notification of the theft, Concentra rcportcd that an Aetna laptop personal
computer (PC) on loan to Concenlra was one of the items slolen from its office. Because
tlte laptop was etlcrypted using Pointscc cncryption software and because the
subcontractot '  did not s(oro any pcrsonal informatjon on the device, we concluded that no
data breach had occuncd and no action was ncccssary.
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One wcck latcr, on November 3, Concentra informed Aetna that 36 computer server
back-up tapes containing individual data had also been stolen in the same burglary. ln
addition to Concentra, five other terrants in the olTice complex were burglarizcd. Thc
tliieves took easily trartsportable items. including pharmaceuticals, cash, DVDs, and
movie t ickets, in addit ion to the Concentra tapes.

Alt)rorrgh tlie irrlorntation SI the !apc5 ryqq not qngrypled, Cqnge{ra believes jt to be
very urtlilcely that data from thc tapcs could be accessed because ofttre compte^
combinatiorr oIcommercial cquipmcnt plus special versions of back-up and database
software paclcagcs that would be necessarry in order to read the data, which is itsclf in
unlabelcd formats that make it diffictrlt to decipher.

Concentra consulted a thir:d-party data analysis expert to determine tlte )il<elihood that
the data could bc successfully rekieved frotrr the tape. The expefl indepcndcntly
agrecd that thc l ikel ihood was low.

In addition, law enforcenrent authorities bclievc that, based ou tbe rtature of tJ:e crime and
' 

the itoms talcen frorir Concentra and other tcnauts in the building, tl'ris was thc act of
cornlnon thieves looking for cash and other properly to convert to cash. There is no
indication that pcrsonal data was specif ical ly targcted.

As sooli as we were aware l.hat personal informatjor] was stored on the back-up tapes, we
requested a copy of thc data to determirre which specific individuals had been impacted.
Concentra providcd us a readable f i le on Friday, Novcmber 10, but we sti l l  could not
detemrinc which individuals were impactcd at that point because the vendor's f i lc
includcd only clair l  ID nunrbers for ntost records. None included addresscs.
Consequently, we had to perform cxtensive analysis to identify the spccif ic individuals
whose information was containcd on the tapes and then develop accurate contact
infonnatiolr for thenr by matching the information on the tapcs with mor:e cornplete
rnedjcal claim and cligibility infontatiott in our company files,

Even though it is unlikely tl-rat the data on these tapes has been or will be retrieved by
runauthorized persons, we nevenheless decidcd to err on the side of caution and notify the
potentially affected individuals. Notification wiil begin on Tuesday, Dcccmber 5,2005,
The notices urge the potcntially affected individuals to placc fraud alens on theil credit
files and the noticcs also plovide contact infomration for the following r:eporling
agencics: Equifax, Experian and TransUnion,

Aetria will directly notify the ttuee major consurne': credit rcporting agcncies of this
incident.

Norne oIBusiness Contact: Thomas A. Young
Title; Vice President an(l Chicf Privacy and Security Officcr

Tclcphone Number: (860) 213--1461
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Email:

Date:
Subrnitted bY:
Tit le:
Addrcss:
Ernail :
TelepliorrE:

YoungTA@Actna'com

December 4,20Q6
T}onras J, Buchberger
Senior ComPliance Offi cer

l5l Farmington Avcnuc, RE4K; Hartford' CT 065 l6

B uohb ergerTJ@Aetna'com
(860) 27J-4205 

'
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Dear (Mcmbcr):

\X/e',vant to inform you of a ):cccnt iocidcnt that may affect sorne Aerna plan rnembers and
formcr plarr mcrrrbcrs, including you.

A burglary occurred at a field office of a company thntprovidcs mcdicalclnim nuclir servrces
for manv hcalth plans includingAetnn. Several orher biisiness cenanrs in the same officc
bdldicg wele brcken into, as '*'ell. Rantlorn if.cnns werc stolc,n (rom cacl:r busincss, lan$ng
fiom cash to DVD plnycrs, including a lockbox that contrunecl onr vendor's comput.ibuck-
uP cnssette tapes, Sotne of rhe back-up tapes corrllined Aetna clajm data, including pcrsooal
rncmbcr iofor:mation

Ar this titnc, we hnvc no re.rson ro believc dris incidcnt will lead ro fraudtrlenr cre dir
applicnrions or other identiry theft crimes. The autlror.irjcs bclieve that, based on rhe naturc
of rhc ctimc, thc tlricirs rvcrc sccliiog propcrty that could bc casily sold for cash and thar
.identity rhefr rvas nor rheir incended goal,

The informador: contalned on tire data rapes.',vould bc difflrcult ro access, Itwould J:cquircan
unusual fpc of tnl:c drivc not found on common cornputers) plus a complex cornbinarion
of cotnrnercinl bacltup and databasc sofrwarc that tJrc vcndor cmploycd to create the back-
uP taPes.

Nevenheless, because sotne infotmation about you was storcd on tbc baclsup tapes rhat
werc taken, including your narne , Social Securiry number (SSN) ancl hospital'codcs
(irrdicailng an zrea of thc lrospital t)rat providcd n service to you), we wanred ro norify yoLr
lbout thc incicle nt The tapcs did not contain any l)ersonal bankrng trrformadon. Evcn
tbough drc risl< of idenory thcft in this siruarion is small, we arc offering you a credit
tnonitor:ing scn'icc to irlenufu auy potendni misuse of your personnl information. The sewice
is avatlnl:lc a( nc.) cost to you.

Steps to Take to Protecr Your ldent i ty

Wc ugc you to place an initial ftaud alert on your credit fi le. A frau,d alerr tells creditors
to contact yott before they open flny ncw accounts or changc your cxjsting accounts. You
tnay call atly one o[thc thrcc major: crcdit rcporting companies. A.s soon as one credir
reporring cornpan)i confirms your fraud alcn, rhc othcr crcdit agcncics arc notified r:o place a
sirnilar ;rlcrt. ,An iniil 'rl ftaud alert stays on you! credit reporr for 90 days and is a"nilabic
wrthout charge.

Hcrc is lrgrv you c^n contact the maior creditreponilrg cornparues. Again, you on.ly occd to
conracl onc, and rltc otjrcrs .r,rll be notificd:

. Equifa-r: 1-877-2178 7625; www.equrfrur,corn; p,O. Box 740241, AtJantl, CA,30374-0241

. Experian: 1-388 397 3742; rvrvrv,experian.com, P.O. Box 9532, Al\cn, TX 75013

. TransUt:ion: 1-800-680-7289; wv.rv.uansunion.cc;m: J3r:aud Vicum Assisrancc Division.
P.O E,ox (r790, l-uLlerton, C-A 92834-6190
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Under fcderal law, you arc enrjdcd to a fltce copy oFyour credjt rcport] at yourrcqucst, from
each of the rna)or nationrvide credit repordng cornpnnies once arcry 12 rnondrs. To ordcr
your frce nnnurl credit report from onc or atl of thc oational crcdit rcporting comprrues,
visit www.arrnualcredireport,corn, call roll free 1-877-322-8228, or complere rhe Annuai
Crcdit Rcport Rcqucst Forrn and maiJ it to: A,noual Crcdit Rcpor:t Rcqucst Scrvicc, P.O. Box
105281, Atlanra, GA 30348-5281. You can print rhe [r:nn from wwv.ftc,gov/credir,

Olcq yolt qqcelye yerlr reporrs, revielv r,lEqr c4;elqlly for i.nqur4es f.!oT qomp4g_ies- you did
not contact,  accounts you did not open! and de brs on your accounts thnt you cannol explain.
Veri[1' the accluacy of your Social Securiry number, address(es), completc namc and
crnployer($. Noufy the crcdit reporung colnparues if any infonnation is incorrecr,

Addit ional Crcdit  Monitor i ,ng Assistancc

In addirion, rve have arranged for you to eoroll in n 3-in-1 rnonitoring sen'ice through
Eq':i i 'rx fbr n pcriod c.,f onc year i l t no cosr to you. Equifax 3-in-1 monitoring:

Alerts you (daily via e-rnajl and rvircless devices, and nonthly via rnnil) to changes in
cr.cdi t  car,d balanccs:
Provjdes acccss to yolrr Eguifax Credir Reporr;
Includes orre Egui[ax, Experian and TransUnion 3-in-1 Credit Repom;
Provides access ro l,ive custorncr suppo{r upon cnrollmcnt; and
Providcs up to $20,000 ldentiry Fraud Expense Coverage uriG no deducdble (cerrain
hnitarions and cxclusions apply) t at oo addruonalchargc to you.

You wiII bc ablc tcr cnloll rn ilrc 3-jn-1 monit;or-ing service by us!ng the Prornotion Code
[stcd in Stcp 3 belorv. In order to procecd wirli yout regrsc.rauon and cnroll for Equifax
Credir WatcirrM Gold wrtlt 3-in-1 Monjtoring identiry thefr protecrion service, you should
contict liquifax via tlre Internet, as described belorv.

To tal<e advantage of rhis offer, you tnusr coDtact Equifax by Mnrch 15,2001.

Internet Eruollment

l iqui fax has a simplc Internet-based veri f icat ion and errrol lme nr process.

y; 5 ly;,r,rv irr, r n v s c r r" icc s. c: clrr i tjr r. c i l l lv_|,t

Stcp 1, Consutrrcl: T.nfor:macion: complcte rhe form widr yotu contacr informndon (name,
address ard e-nrail address) and clicli "Continuc" button. Tl'rc information is provided irr a
sccurcd cnvironmcnt,

Step 2. Idenury VeriFtcauon: complete rhc fot:rn with youri Social Sccuriry numbe r, date of
birth, tclcphonc #.s. creatc a Use r Name and Password, agree ro rhe Terms of Usc aod click
"Corrdnue" brltton, The systctn rvill ask you up ro rwo sccuf iry qucstions tg verify your
identiry,
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Indtvidrrals can find further general inforrnadon abotir icleudry rheft by accessrng the:

r  U.S. F'edeml Trade Commission sire er

.  Federal ' I radeCornrnission

Step 3, Paymcnt Informadon: During the "che ck ou!" processr trrovide *re following
l)romotion Code: <X)L&\X> in thc ")iDtc( Promotion Codei"box. (case sensitive,"no
spnccs, include dash') After enterirrg yo\lr code press rhe "Apply Codc" button and thcn the
"Submit Order" button at tltc bottom of the pagc, (t-his coie 

"'l i^inrr., 
the necd ro provide

a o;cdi t  card number for pavmenr.)

Step 4' Order CottFuntauon: - Chcli "View My Pr:oduct" to acccss rhe prodr-rct flearures and
Iour crcd. ig rcports.

If you do not havc acccss to thc Jnternet or rvish for any other reason to enro1 in Ctedrt'i#atch by Md wirh 3-in-1 Morutoring instcrd of thc onine scwicc, plcasc lrll out rhe
Attachcd fol:rn and fax or mail it to the nurnber/adclress [stecl on the forrn. you wil] dso
need rhc Pr:onrotion Code ro cnroll.
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Evcry Aetna cr:rployce rccognizes that members eurrusl us wirh rheu personal
information, We have a cotnprehe nsive sccur.rw pJ:ogram io protect rhat informadon, In
adclitio.n, oul vendors operate under conrrn.n ol ,.ni. tbar r;cqul.rc thcm to lrave
safeguards in plncc ro pr otcct the privecy end security of rnemter informadon.
Unfortltnately' in this circrttnstance, crjrrurrnls burglaiizccl a mulri-tcnant ofhcc building.
Our vendor is a.ssessing what addirioual securiry ,i..orrr., and action steps ,r could tak"c
to hclp Plcvcnt fututc Qccltrrences, We are reviewing rhis vendor,s olr"..U securiry
lreastlres to confurrr t)rat safcguatds arc in phce to bclp Frevcnt similar incidentsin r1re
fu ttrre .

Please contnct us at 1-888-888'5724 i f  you lravc <lucsuons about this let ter.  This number
hns bccn cstnblishcd spccifically to respond ro your quesdons abour rhis data sccuriry
incidenr. Cnsrorner Seryice RepresenrnLtves irc avar.lnbtc to rcspond to vour qt e.ti.rrr.
Monday-Friday 8r00 A.M. to 9:00 p.M. Easrern Srarrclzu,rl Trme.

Thar:]i you.for )'our par\cncc and undcrstanding. \X/c apologizc for any inconvenience or
conce.rn rhis sinradou nlay cause you,

Sincerely,

Thomns A. Yotrng
Vice Presicleut
Clricf Privacy and Securiry Officcr

Commission si te ar
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t ldcntity Frilud Expcnsc Reimburscmenl Mstcr Policy undcrurittcn hy Trovclcrs Qasurlty end Surety Cornpuny of Amcrica and itn
propcny casu:llty nffiliatcs, l{rnfnrd, Cf 06 | 83. Covcrogc [or ull cloimr or l<rgscs dcpcnds on octtrol pclicy provistons. Avlilrbility of
coversgc con dcpcnd on Eqrr i  hx undcrwr i t ing qul l i / icat io l r  rnd r t r lc  rcgulat ionr.  Covcrrgc not  cvoi lcblc for  rcs idcnu of  Ncw York.
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