
D 9 / 2 6 / 2 0 0 6  0 0 : 3 4  F . d {

Reporting Form
For Business, Individual or NY State Entity reporting a

"Breach of the Security of the System"
Pursuant to the Information Security Breach

and Notification Act (General Business Law $889-aa;
State Technology Law 5208)

Name of Business, Individual or State Entity
Date of Discovery of Breach:
Estimated Number of Affected lndividuals:
Date of Notification to Affected Individuals:
Manner of Notification: IX ]written notice

[ ] electronic notice (email)

[ ] telephone notice

Are you requesting substitute notice? [ ] Yes I X ] No (lf yes, aftach justification)

Content ofNotification to Affected hrdividuals: Describe what happened in general terms and
what kind of infonnation was involved. Please attach copy of Notice.
,qn untnoum inai"iAua tro

and mav have accessed personal information of T-Mobile c.-Ustomers. as well as sustomers of
other wireless carriers. on a computer located in the store. Although law enforcement

ilrvestigation was "inconclusive" as to.what infonnation. if any. was inappropriately accessed
by the intruder. out of an abundgurce of caution. T-Mobile is providine notice to its'
customers.
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T-Mobile USA. lnc.
7t9t06

14.478

Name of Business or lndividual Contact Person:
Title:
Telephone number:
Email:

Parnela Henderson
Corporate Counsel fior Privacv
(42s) 383-s687

Pamela. henderson3 @T-Mobi le. com

Dated:
Submitted by:
Tifle:
Address:
Email:
Telephone:

9126106
Pamela Henderson

(42st 383-5687 Fax: G2$_313d290
Pamlea.henderson3 IOT-Mobile.com
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PLEASE SUBMIT THIS FORM TO ALL THREE (3) STATE AGENCIES as follows:

Fsx this form to:

CPB:
Security Breach Notifi cation-
Fax: 518-474-2474

NYS Office of Cyber Security and Critical Infrastructure Coordination (CSCIC):
30 South Pearl St.
Floor P2
Albany, NY 12207
Fax: 518-474-9090

and also Fax *Mail this form to:

Attorney General:
Asst. Attomey General in Charge
Bureau of Consumer Frauds
120 Broadway - 3'd Floor
New York, NY 10271
Fax:212-416-6003

@ o o 2 /  o o z



,Er,ilr"Mobile"

T-llobile USA. lnc.
1 2920 SE 3Brh Sireel, Bet evue, WA 99006

Pamela Henderson

I Corporate Counsel for Privacy
T-Mobile. USA. Inc.
l2gzo s838tr street
Bellerue, WA 98006
(42s) 383-s687

October 13,2006

\rIA CERTIFIED MAIL Re: INCD2006-10-00358

New York State Consumer Protection Board
5 Empire State Plaza" Suite 2l0l
Albany, New York 12223

Re: Notice of Potential Security Breach - Missing Laptop

Dear Sir or Madam:

Pursuant to Section 899-a of the New York General Business Law, T-Mobile USA, Inc. ("T-Mobile")
provides you with this notice concerning a potential information security beach.

While recently traveling on business, a T-Mobile employee's laptop which may have contained certain
sensitive employee information, was lost. The loss of this laptop occurred after the luggage containing
the laptop was placed into checked baggage, sometime. after the Transportation Security Administration
performed an inspection of the bag. On September 29^,the T-Mobile employee informed the intemal
investigation team that this laptop may lmve contained employee Social Security number information,
together with names, addresses and salary information. From computer back-up files, it cannot be
ascertained for certain whether Social Security number information was actually included on the laptop.
Nonetheless, out of an abundance of caution, we are notiffing our employees who may have been
affected by this potential breach in the security of their personal information. Nonetheless, out of an
abundance of caution, we intend to send the enclosed notification on October 14,2006, to 45,000 of our
employees, including 923 employees who are New York residents, who may have been affected by this
potential breach.

l[you have any questions regarding this letter or its contents, please contact Pamela Henderson at the
contact information provided above. We are sending a similar letter to the New York Consumer
Protection Board and the New York OfFrce of Cyber Security and Critical lnfrastructure Coordination.
We have also provided advance notification to the three credit bureaus.

Sincerely,
T-Mobile USA, Inc.

Enclosure
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Reporting Form
For Business, Individual or NY State Entity reporting a

"Breach of the Security of the System"
Pursuant to the Information Security Breach

and Notification Act (General Business Law $889-aa;
State Technology Law $208)

Name of Business, Individual or State Entig
Date of Discovery of Breach.
Estimated Number of Affected f ndividuals:
Date of Notification to Affected fndividuals:
Manner of Notification: I X ]written notice

[ ] electronic notice (email)
[ ] telephone notice

Are you requesting substitute notice? [ ] Yes IX I No (lf yes, attach justification)

Content of Notification to Affected Indjviduals: Describe what happened il general terms and
what kind of information was involved. Please attach copy ofNotice.
An unknown individual broke into an independent dealer's store in Commack. New York.

and mav have accessed personal information of T-Mobile customers. as well as customers of
other wireless carriers- on a computer located in the store. Although law enforcqment
investieation was "inconclusive" as to what information. if anv. was inaDpropriately accessed
by the intruder. out of an abundance of caution. T-Mobile is providing notice to its'
customers. _

Name of Business or Individual Contact Person: Pamela Hender-son
Title: Corporate Counsel for Privacy
Telephone number: (A5D83-5687
Email: Pamela.henderson3@T-Mobile.com

T-Mobile USA. Inc.
7t9t06

14.478
9t20t06.9/22t06

Dated:
Submitted by:
Title:
Address:
Email:
Telephone: (Q5)383-s687

9t26/06
Paneta Uenaerson_ _
Corporate Counsel_ for Privacy
12920 SE 38s Steet. Bellevue. WA 98006
Par.nlea.henderson3 @T-Mobile.com

Fax: _ (425)378-6290

A1l.,,t'^
l;sn ilo'r; s



09 /  26/  2006 00 :  38 FA*T

PLEASE SUBMff THIS FORM TO ALL THREE (3) STATE AGENCIES ns follows:

E"x this form to:

CPB:
Security Breach Notifi cation-
Fax:518-474-2474

NYS Office of Cyber Security rnd Critical Infrastructure Coordinafion (CSCIC):
30 South Pearl St.
Floor P2
Albany, NY 12207
Fax; 518474-9090

and also Fax & Mail this form to:

Attorney General:
Asst. Attorney General in Charge
Bureau of Consumer Frauds
I20 Broadway - 3'd Floor
New York, NY 10271
Far<: 212-416-6003

@ ooz r  oos
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Septornber 20,2006 Re: |NCO2006{7-00315

Dear Cuslornst:

f v'e a,€ ',,vritir,g tp inbrm yor-l sbo- ut an irci{tent at an fuiay Wireless slore, hat may have orpossd ceilain uf your percond
inldrmution t0 alhitd patty,

Arjay Wireless; an irrd0pendent dea{er ol T-lltobile and aher caniers, notified law enfogerrrerrtand T,Mobfte that an
u nidenfified person broke ifito their srore in Commac*,, New York and rnay harre inappropiately accessed a comButsr in
the slore whbh cortained irtlormation ebout T-Mobils sJstornen rnd custornsrs of olher wireless caniers. After being
notlfied, T-Motrile,inithled an invastigslion. Based on the forensiss analysie lirst done by law enftrcoment and then by T-
Moblle, il canrnt b! detennined whalanslomer irddnna$on, lf any, was accessed bylheintruder, Wb have beenrdvised
byAfay Wircle$ thal the.c€mpubr corilained a databese oi T-Mobile and olhertrirclgss csriBrs'cusomer intorrnedor\
and may heve irrludedyour name, addrEss" SocialSecuritynumber, credh cardnumbar, and possibly other personal
informsdon you rncy harae prwided to tuiay Wireless.

Allhough h carlirc! be dbleFrined wha idonnation. il anv^ wes ac,cessed bv the intrudar at the Arieyt{irelese Store. oul
of an abundsnce of cautionr we are writing you, and wsuld like to sr.€gsst sfleral adions that you may wish to tafte1o
prplect your personal informetlon and gua.d agalnsl idenb'ty thelt

1. lmplement psis$,od poleclion {or yorr T{'4obile accounts if you harc notdone so already. For
information snd helpregerding account pEsswords. you can update,your prclile st r,rnivw.t'mpblle.com or
cat$sct a cuslgrrpr service reptetenlaiire at I {OOT-MOB|IE Pick q Fossword sonpone cannot easily
guesg end do notrshprc vqur oassWord or youraccqrnt inforinatbn.withothers.

2. Place a freud alen wit}| lhe thl€e m{or credh bumaus. A lraud qlert lets creditss know to contgct you
beloreoponingnewaccountsin)ourname. Youcancall urryoneofttre{hreecredil'bureausatlhe
nunber belo/t to place a lraud alerl and to ord€ro complirnerrlary credll report. Mdili<unally, some slates
allow residentg lo place a "freeap" on their aedit fila with the credit hreau.

Erpaian
P:O Bon 2002
Nl&r,TX75013
88&397-3742

Equihi
P.O Box 7402{ |

TrilsU.don
P.O Box 390

Adanb, GA 30374 -0?11 SlringfeH, PA 18064-0390
80s52t6285 800.68&7289

3. Reviewyow credh repon carefully. Lmk forscDounts you did not open, Look fqr inquiries frgrn credhors
thal you did not initiale.. Loqk lor personal information ihaf is insccurate, Such as horne tddress and
SocialSecudty numbor. lf yzu see anything ltpt is inconect, orlhal you do not understand. coll the credit
buteau, lf yan norice inconecl or suspicious uedil card aAivity, you may want io conlacl your cradit card
cornpany directly to requesl {hdt a fiaud flag be placed on your account ar, sltemaliw}y, thst they close
your ctlnod account and opfll a ng{rron! in hs place. You muy want to check your credil repoil every
three'montho lor lhe next yenr. While we ham rii! currenl infsrmation that suggssts ybur per6onal
inlormation has been used by arry thid party, it is always bert ht chdck with credh buretus lo bB sure.

Formor-e informalbn and resourccs on ideilitytheft, viSil the Faderal Trade Cornrnission ldentify Thefi resorrcecenter
atl htlo:/,/www.oonsumer,oov/idlhetl/.

We continue to rnonitor tte prognss of |he law enforcernerrl invesf gation lf you wish, yorr may contacl the fuf{olk
County Polbe Depanmgnt at 1=631€5{-EZ4l, and reference Incident Number 06-35758t, to leam more about {he
incident at Arjay Mreless

Should you have any questions, please mnlacl us at 1{77,564{6q3.

Verylrulyyoun,

T-iloblle USA. lnc



,'I:'IT"Mobile.'
T-Mobile USA, lnc.
1 2920 SE 38th Street, Bellevue, WA 98006

Pamela Henderson
Corporate Counsel for Privacy
(42s) 383-s687

September 79,2006

VIA CERTIFTED MAIL

New York State Consumer Protection Board
5 Empire StatePlaza, Suite 2101
Albany, New York 12223

Re: Notice of Potential Securify Breach

Re: INCD2006-07-00315

Dear Sir or Madam:

Pursuant to Section 899-a of the New York General Business Law, T-Mobile USA, Inc. ("T-
Mobile") provides you with this notice concerning a potential information security beach.

Arjay Wireless, an independent dealer of T-Mobile and other carriers, notified law enforcement
and T-Mobile that an unidentified person or persons broke into their store in Commack, New
York and may have inappropriately accessed a computer in the store which contained
information on T-Mobile customers (including name, address, social security number and credit
card information), and customers of other carriers. After receiving such notice, T-Mobile
initiated an investigation. Based on the forensics analysis done by law enforcement and T-
Mobile, it cannot be ascertained what customer information, if any, was accessed by the intruder.
Nonetheless, out of an abundance of caution, we intend to send the enclosed notification on
September 20th , 2006, to 14,47 8 of our customers, including 7 ,496 customers who are New York
residents, who may have been affected of this potential breach.

For information about the apparent break-in at the independent dealer, you may contact the
Suffolk County Poiice Department at 1-631-854-8241and reference Incident Number 06-
357581. If you have any questions regarding this letter or its contents, please contact Pamela
Henderson at the contact information provided above.

We are sending a similar letter to the New York Consumer Protection Board and the New York
Office of Cyber Security and Critical Infrastructure Coordination.

Sincerely,
T-Mobile USA,Inc.

Enclosure


