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Office of lhe Goneral Counsel B Senior Vice Chancellor for Legal Aflairs

535 East 80rh Sreer
New York NY 10021
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Decernber 2 1, 2006

C"iiirrea rylait; nriprn [.iSSipr ncqu"sieo

Asst. Altofirey Gcneral in Chargc
Bureau ot'Consumer Frauds
I 2() Broatlway-3rd Floor
New York. NY 10271

Re: Reporting of Norificarion under NYS lnformutiorr qnd Scuuriry Brcauh and
Notificarion Rct.

Dear Sir or Madam:

The City Univtrsity ot'New York subrnits this reporting foun pursuanr to thc Ncw York
State [ntbrmation Secunty Brerch and Notification Act rcgarding a secunry breach incidErrt ar
Hunter College of The City Univenity of Ncw York on Ocrober 4,2006.

Very ruly yours:
/ t /  I

01,+\
Abby L. Jc"nis

{i,$,,ii'i'r:ii- ,
r"1:, 'J"i I " ,) 'r ' :.r
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Reporting Form
For Business, Individual or NY State Entity reporting a

"Breach of tlre Security of the System"
ps6pflnt to the Information Security Breach

and Notification Act (General Business Law $889-aa;
State Technolory Law $eoa1

- Narrre of Business, indiviriuai or Siate Enriry Hunter Coiiege oj'the Clty Un[uersiry
of Nel:u York

Date of Discovery of Breach: October 4, 20o6
Estimated Number of affected Irrdividuals: 4pZ
Date of Notification to Affected Individuals: October 6, zoo6 antl

October t3, zoo6
Manner of Notitication: I x ] wrinen notice

[ ] electronic notice (email)
L I relephone nolice

Are you requesting subsntute notice? [ ] Yes I x ] No (If yes, anach justilicadon)

Content of Notification to Alfected Individuals: Descnbe whar happened in general terms arrd
what kind of informatioll was involvcd. Please autch copy of Notice

A srudent w,orker ohtained c'ctnfdential inJbrmunon and stored it on ltrr home comput(t
Feur nolrces were se( oul becarce ilte categories of dutu vurted Nottt'e A wa.r sent k)
410 people; Noric'e B was )-ent lo 4 people, Nunce C ro I0 people. NoIrtr D to J people.

Nanrc of Business or Individual Contact Person: Madlyn Srokely
Trtlc; Associarc Deunfor Srudcnt Supporr

Seryrces
Telephone number: 212-772-4tt47
Email: mudlyn.srokely@hunrer.cun.y.edu

Darcd: 12/20/06
Subrnitled by. Abby Jentus
Titlc: Assrsturtl Genentl Counsel
Address: 

'[ 
he L'try Un*ersir1, c'l New York

O/fit'r' of the Cencrul (.'ounstl untl
!'etior l/r(o L'huncellorfor Lrynl .4ffarrt
535 East 80" '  5 ' t reer
Ne.w Yurk NY l0U2l

Ematl ;  al tby, ler ' tns(b.narl  (unt, .edu
Te lcphnr ie :  2 l2 -794-5716 Fax  2 l2 -794- i4 l6
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I{U.FITER
IMFORTANT NOTICE

PLEASE READ IMMEDIATELY
Qctc rbe r  13 ,2006

n.uriVr!

I an wnttng to 1,ou because you may be affccted by a bteaeh of cqnfidenlial personll data. Wc
unders[and that this is a serious siluarion and wc wanr yorr to know tlrat we arr working Io corTvcl this

Problem

W: recently learned thar a student worker in thc Dolciani Math Centor had oblaincd confidential
information qbout ccrtoin studenl:. Speclfically, thc worker had obratned sevefal sNdents' f irsr names,
lasr names Enfl gqcial security numbcrs, and stortd them on his homc oomput6r. The New York Counry
DisnrctAnpnley't office is investigaring the rncideat. Thecompurer in question has becn ssizsd, ard is
in the cuslody of rhc Disnicl AForney'5 oliFicc,

AlThough our Informarion atrhis l lmtr rrgy not bc complfir, the nartrre of lhs informarron breach makes
it prudenr for every sffecrrd rndividual to read thc informatian rheef from Federal Trade Commission
cnt i l led "  Whatro Do i f  Your Personal  In formaf ion Has bccn Compromiscd. ' '  The fo l lo* ing is  r l re  l rnk
to thar inforrnation sheet: hno://Www.flc.gqvlbco/conlineJoubs/alertq/i0&comn4ln.htm. I snongly
e r rcouragc you Io coneul t  the r i te .

Becsu>e we did wanr !o norifo you as soon as possible, the sile may not corrtain all of t lre intbrmation
affecrcrJ srudents wil l reasonably want !o know in this sirualion. After reading thr informarion on this
websirc you msy have additional queslronu rrg^rrrtingttris mBtter. Plcase feel free lo conract Ms Madlyn
Stokety,  Associarc Dean for  Srudent  Suppor l  Scrv iccs,  at212-7 '72-48+7 or
[1]d tyn Stokely@h unter  cuny.  edu.

Wc wsnr ro assure you thar we hqve shared information about rhis mattcr witf i only to srnall gfoup of
senror  adminisrrators lo  protcct  your  pr ivacy.  For  the sarnr  feaJon,  w!  srongly urge you not  to  sharc
informaf  ron abour r l r is  wi th anyone.

We deeply apologize for cny diff iculry this may pau6e you.

S rnce re l y  you rs

':-- l);.y-}.t

Dav iJ Porash
AisDriate Provost

Cc: Jl l rdlyn Srokely

LltD

T-8 0g ? 04/01

A

Hunre r  Co l l egu  r r t ' r he  C i t y  Un rvcN i t y  o f  Ncw York 69:  Prrh Avenrre New York NY 
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(J l ' l - rce of  I l lc  Pfovor(

Pnone (2i21 172^4)50
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PLEASE READ IMMEDIATELY

Oc lobe r  4 ,?QOE

I am writing to you becausa you may be affected by a Dreach of confidenHal personal
data We under5tand that lhls rs a sefioss silualion and we want you to know lhar we are
workrng to corect thrs problem

we recenlly learned that a srudent worf(ef rn rhe Dolcisni Mgth Qenter had obtained
confidentalinformetion aboul cenain students Specifically, the workor had obraineo
severaf studBnts'fifst namos, lqst nam6s, phone and soclal secr..rriry numDers, as weil as
ematl addresses, and stored lhem on his home eomputer The New York CorJnry Distrrcr
Anorney's office ls investigatrng the incrdsnt The cornputer in questron has been seized
and is in the cvstody of the Districl Attomey's office

Although ot{r infotmation at thls tirne may not bo complete, the nature of rhe
infonnation breach makes it prudonl for evory affected Indlvidual to read the
informqtion shoct from Federrl Trooe Commisclon entitlod 'What to Do if Your
Fersonel lnformation Has bepn Compromired." Thr followlng is the link to nat
informatlon sheet; http:1rw.ri^r,.ftE,qavfPgo,conf inq/eubsraleFEJ|nfoqgfnealn.httrl. I
strongly encourage you to consult tho site.

Bacause we dfl went to notlfy you as soon as po8srblB, lhe slte rnay not contatn all of the
information affected studenls will reasonably want to know in this sjtudtrot-l After reaoing
tne rnformafion on thrs website you may have addil ional queslrons regsrding thts mafer.
Please feel free to contact Ms. Ma0tyn Stohety, Associate Dean fqr Sruoenl Support
Servrces, ar 212-77 24847 or Mad lyn. Sto t<ely@hrr nter cuny. 6du.

We wanr to assure you lhat we have shared information about this rnaner wrlh only to
srnall group of senior adtnrniqralors to protecl your privacy. For tha sarne rgason, wo
slrongly urge you nol to share informalion about this wrth anyone.

We cleeply apologrze for any (i f frcul i t  this may cause you

Sincerely yourB,

.:Rrr

David Potash
Associale Provosl

Cc: Madlyn SIoRely

Huntcr  Col legc of  the Ciry  Univelsrry  of  New Yolk 69i  Psrk Avcnve New 1qyL NY 10021
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;:l;:lr;#, FfU'SITER L=:- -- I ::-'r-== 
IMPoRTANT iroTf-cE-

PLEASE READ IMMEDIATELY

Oclober 4. 2006

DuutI

I am wnling to yQu because yoq may be affected by a bresch of confidentiat personal
data. we underst?fld that this ro a serious situation ano we want you to know that we are
worKlng to corrscl  tn!6 proDlem

We recently learned that a sluctenl worKer in the Dolcianl Matn Center had obtained
conftqennal information about certarn studenrs specif ical ly the worker had obrain8d
sevBral studonts' first narnes, la$ names, pnane and social securiiy numbers, as w8ll as
email addresges and birthdates, anq storod them on ntg home cornpqtBr The New Yorx
County Drslr ict  Anorney's otf ice is invest igatrng the incideni.  The compuler in gueslron
nas been serzed. and is in the custody of tne Drstrrfi Anorney's office.

Although our information at thas time mity not be completo, the nature of th"
informailon broach makes it prudont for every affucted individual to read the
information sheet from Fcderal TtaAe Gommisslon ontitleC ' What to Do lf Your
Porsonal lnformation Has beon Compromised." The following ie the link to that
lnformation aheel; Ftqg//Trwv,Fc.flov/FgplconlinetpuHq/alprtsrf nfucof,rrpat4.[tm, I
srrongly encourage you to consuft  tho sl te.

Because ws clid Want to notrfy you as soon as possible, the site may not contarn all ol tfre
Information affected sludenE will rBasonably want to know rn this silualron After readrng
Ihe Informatron on lhis website yDu may have addit ional qugsttons regarding thr6 matter
Please feel free Io contact Ms. Madlyn StoKely, Associate Dean for Student Suppon
Services, al 21?-7724847 or Madlyn Srokely@hunrer.cuny edr.r

we want to assurs you that we havB snared information about this mailBr with onry ro
smal lgroup of senror adminlslratofs to prolBct your pf ivacy FOrthe same reason, we
strongly urgs you not to share information about this wirh anyone

We deeply apologlze for any drf f iculry lhis rnay cause you

Sincerely yoqrs,

''. \}142,,

Davrd Potash
Assoc,ale Provosl

Cc: Madlyn Stotely

t0

Hunt r r  Co l leec  o I  rhc City Univcrs, ty  of  Ncw YorK f i9 i  Park Avenuc Nep Ynrk NY l (xr ]  |
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^il$;il[F,F
PLEAS E READ IMIT'EDIATELY

October 4 2006

Du"ill

I am wrrting lo you becarlse you may be atfecred by a breach of confidential personat
dala We undsrsland thal this is a serious situation and we want you to Know that we are
working to correct lhrs pfoblem.

We recently leamed that a student worker in the Oolciani Math C€ntet had obtained
confidential informatipn aboirt cenain studentc, Specifically, tha worter had obtarned
several students' first names, last names and sociat secunfy nurnDers, as well as ematl
addrFsses and brnndates, and stofed them on his home cornputer. ThE New York
Counry Distrrct Anorney's office is lnvestrgating the incident Tho corppuler In quesrron
nas bEsn seized. and is in the custody of the Drstrict Attorney's offrco

Although our intsrrnation at this time rnily not ba compfele, lhe nature of the
information breach makas it pruCont for every atfoclod indlviduaf to read rhe
informrtion sheet from Fodoral Trade Commission entitlsd ' What to Do if Your
Personrl Informatlon Hae been Compromised.'The followlng is the link ro that
infcrmation shpet: hrlp://Utwsr.ftc.govlhgp{conlinFrpubs/sle4gtintgg,omBalrt.htm. I
strongfy ancourage you to consuft thc sito,

Because we did want to notifu yotr as soon as possiblo, the site may nol conlaiFr all of lhe
information atfectod students will raagonabty want to knqw rn this situarron ,After reaoing
the informaljon on thrs website you may have adqitional questrons ragaroing lhis maner
Please feplfree to contact Ms MaUlyn Stohely, Associate Dean for Srudenr Suppon
Services, al 212-7724dq7 or Madlyn.Stokely@hunter.cuny.edu.

Wo want to assure yoU that we have shared infoimatron about this maner wtth only to
srnall group of senior ddminrstEtors tq protecf your PrlvBcy For the same reason, we
strongly urge yos not to share jnformalion aDoul lhrs with anyone.

We deeply apologize for any difficulty this may caqse you

Srncerely yours.

':Tffz..

David Polash
Associgte Provost

Cc: Madlyn Stokely

Hrrnrcr Collegc of thc Crty Untvcrsrry of New Yort 695 Pgrk Avenuc N.'r, York NY 1003 1


