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' The C|ty Office of the General Counsel & Sr. Vice Chancellor for Legal Affairs
University 535 East 80wn Street

Of New York, NY 10021

Telr 212-794-5746

New York Fax. 212-794-5426

Abby. Jennis@mail cuny edu

FAXCOVER

"To:

College/Organization Consumer Protcction Board (CPB) |
. FaxNumber: | 518-474-2474
. Telephone Number: . =
. Dare: - December 21,2006 | .

} Security Breach Notification — CUNY/ Hunter College,

Subject: : October 4, 2006

From: : Abby Jenms, Esq.

The dvcuments accompanyine thys faa Iransnussion are inteifed oply for the use of the agddressec and inay contaip

mformanon that is privileucd sm) confidenrial It you are not the mtenged recipient, you are hereby nolficd that any
Jissermination or use of The commumcation is strictly profubtied.  If you have seceived this ComMuncanon i error, please
nonfy us i/mmediately by telephonc. Thank you for your couperation.
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' The Clty Office of the General Counsel & Seniar Vice Chancellor for Legal Affairs
University 535 East 80th Street

of New York, NY 10021

Tel. 212-794-5746

New Yark Fax: 212-794-5426

Abby.Jeanis@mail.cuny eay

December 21, 2006

" Certified Mail: Returp lie'cé!;gr it ﬁerghﬁeslie'd
Asst. Attorney General in Charge
Bureau of Consumer Frauds

120 Broadway-3rd Floor
New York, NY 10271

Re:  Reporting of Notification under NYS Information and Sceuriry Breach and
Notification Act.

Dear Sir or Madam:

The City University of New York subinits this reporting formn pursuant 1o the New York
State Information Security Breach and Notification Act regarding a secunty breach incident at
Hunter College of The City University of New Yark on October 4, 2006.

Very truly yours,

Aﬁ?mkﬂw

Encl.

H:\AJUodatabeu hnysnonificatonhupter 060C T 122100 doe
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Reporting Form
For Business, Individual or NY State Entity reporting a
“Breach of the Security of the System”
Pursuant to the Information Security Breach
and Notification Act (General Business Law §889-aa;
State Technology Law §208)

- Name of Business, Individual or State Entity  Hunter College of the City University

of New York
Date of Discovery of Breach: October 4, 2006
Estimated Number of Affected Individuals: 427
Date of Notification to Affected Individuals:  October 6, 2006 and
October 13, 2006
] writien notice
} electranic notice (email)
] telephone norice

Manner of Notification: X

[
[
[
Are you requesting substitute notice? [ ]Yes [ x]No (If yes, attach justification)

Content of Notification to Affected Individuals: Describe whar happened in general terms and
what kind of information was involved. Please attach copy of Notice.

A student worker obiained confidential informution and stored it on his hume computer.

Four notices were sent oul because the categories of duta varied Nolice A was seni tv
410 people; Notice B was sent o 4 people, Nunice C 10 10 peuple, Nouwce D 1o 3 people.

Name of Busimess or Individual Contact Person:  Madlyn Sickely

Tatle: Associaie Dean for Student Supporr
. Services

Telephone number: 212-772-4847

Email: mudlyn.stokely@hunter.cuny.edu

Darcd: 12/20/06

Submitted by: Abby Jenuis

Title: Assistunt Generul Counsel

Address: The Cuy Uneversity of New York

Offive of the Generul Counsel und
Senior Vice Chuncellor for Legal Affairs
535 East 80" Streer
New Yurk NY 10021
Email abby jenmis@mail cuny.edu
. Telcphune:  2712-794-5746  Fax- 212-794-3426
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OFffice of the Provost,
Phone (212) 772-4150 - )
Fasx  (212) 650-3653 Hu i I ER AUl

IMPORTANT NOTICE
PLEASE READ IMMEDIATELY

Ocrober 13, 2006

Dear Ms_

I am writing 10 you because you may be affected by 4 breach of confidential pcrsonalv data. We
undersiand that this is a serious situation and we want you 10 know that we are working 1o comect this

probfem

W= recently learned thar a student worker in the Dolciani Math Center had obtained confidential

informarion abourt certain students. Specifically, the warker had obtained several students’ first names,
last names and sacial security numbers, and stored them on his home computsr. The New York County
Distmct Anpmey’s office is investigating the incident. The computer in question has been seized, and is

in the custody of the District Aorney’s office.

A lthough our informarjon at this ime may not be complets, the nature of the informarion breach makes
it prudent for every affecred individual to read the informatian sheet fram Federal Trade Commission
cntitled * Wharto Do if Your Personal Informatian Has been Campramised.” The fallowing is the hink

10 thar information sheet: jyip:/www. fic.gov/bep/conline/pubs/alery/ipfocompalriitm. | strangly

encaurage you 1o consult the gite.

Because we did want 1o notify you as soon as possible, the site may not contain all of the information
affecied students wil) reasonably want to know in this situation. After reading the information on this
websire you may have additional quesrions regarding this matrer. Plcase fzel free 1o contact Ms. Madlyn
Stakely, Associate Dean for Student Swpport Services, a1212-772-4847 or

Maaiyn Stokely@hunter. cuny.edu.

We want 19 assure you that we have shared information about this matter with anly to small group of
semior administratars to protect your privecy. For the same reason, we swongly urge you not to sharc
informanon about this with anyone.

We deeply apolagize for any difficulty this may vause you.

Swncerely yours.

e I
ALY R,

- David Potash
Assneiate Provosy

Cc: Madlyn Stokely

Hunter College or the City Umversity of New York 6935 Park Avemue New York NY 1002)
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Ofrce of the Provost )

Phone (212) 772-4150 by

v (212) 6503655 uu éyl EB 6 4
IMPORTANT NOTIC |

PLEASE READ IMMEDIATELY

Qclober 4 2006

.

| am writing to you because you may be affected by a breach of confidential personal
data We understand that this i3 a serious situation and we want you 16 know that we are

working to correct this problem,

Wea recently learned that g stugent warker in the Dolciani Math Center had obtained
confidential informatian ahout cenain students. Specifically, the worker had obtaineg
several students’ first names, last hames, phone and social security numners, as well as
email addresses, and stored them on his home computer The New York County District
Attorney's office Is investigating the incident. The computer in quastion has been seized.
and is in the custody of the District Attorney's office

Although our information at this time may not be complete, the nature of the
information breach makes it prudent for every affected Individual to read the
information sheet from Federal Trade Commission entitled * What to Da if Your
Personal Informatian Has been Caompromised.” The following is the link to that
information shest; www_fte qovibeplconline/ /ajerts/infoco

strongly ancourage you to consulit the site.

Berause we did want to notlfy yoy as s00n as possible, the site may not contain zll of the
information affected students will reasanably want 1o knaw in this situation. After reading
the information on this website you may have additianal questions regarding this maer.
Please feel free to contact Ms. Madiyn Stokely. Associate Dean for Student Support
Services, at 212-772-4847 or Madlyn.Stokely@hunter cuny.edu.

We want 1o assure you that we have sharad infermation about this matter with only to
small group of senior administrators to protect your privacy. For the same reasan, we
strongly urge you not 1o share information about this with anyone.

We deeply apologize for any difficulty this may cause you.

Sincerely yours,

T2,

David Poashn
Associate Provost

Cc: Madlyn Stokely

Hunter College of the City University of New York $93 Park Avenue New York NY 10021
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Onhce of the Provost |
Phone (212) 772-4150 My w E R
Fas  (212) 630-3655 "_—=_=-—

I ANT NOTICE

PLEASE READ IMMEDIATELY

)

Octaber 4, 2008

I am writing 1o yau because yoy may he affected by a breach of confidential personal
data. We understand that this s a serious situation and we want you 1o know that we are

working to carract this problem

We recently learned that a student warker in the Dolciani Math Center had obtained
configential information about certain students. Specifically, the warker had obtained
several students' first names, [ast names, pnane ana social security numbers, as well as
emall addresses and birthdates, and stored them on nis home computer. The New Yark
County District Antorney's office is investigating the incident. The computer in questian
fias heen seized, and is in the custody of the District Attorney's office.

Although our information at this time may not he complete, the nature of the
information breach makes it prudent for every affected individual to read the
information sheet from Federal Trade Commission sntitied - What to Do if Your
Personal Information Has been Compromised.” The following is the link to that .

infarmation sheet; httg:llm.ftc.govlpcglcanligelgggslalenslmfgcomgmrt.[]gn. {

strongly encourage you to consult the site.

Because we did want 1o natfy you as soon as passible, the site may not contain all of the
infarmation affected students will reasonably want ta know jn this situation. After reading
the nformation on this wabsile you may have additicnal questions regarding this matter.
Please feel free 1o contact Ms. Madiyn Stokely, Associate Dean for Student Suppon
Services. at 212-772-4847 or Madlyn. Stokaely@hunter.cuny edu. '

We want to assure you that we have shared information abaut this matter with only to
smail group of semior agminstrators to protect your privacy. For the same reason, we
strongly urge you not ta share information abaut this with anyane.

We desply apoiogize for any difficulty this may cause you

Sincerely yours,

TS 2

AN L
David Potash

Associata Provost
Cc: Madlyn Stokaly

Hunter College of the City University of New York £93 Park Avenue New York NY 10021
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PLEASE READ IMMEDIATELY

October 4, 2006

o o | .

| am wriling 16 you because you may be affecteq by s breach of confidential persona)
data We understand that this is a serious situatian and we want yau to know that we are

working to correct this problem.

We recently \eamed that a student warker in the Doiciani Math Center bad obtained
confidential information about certain studems. Specifically, the worker had obtained
saveral students' first names, 1ast names and social secunty numbers, as well ag email
agdresses and binhdates, and stored them on his home computer. The New Yark
County District Antorney's office is investigating the incident. The computer in questuan
nas been seized, and is in the custody of the District Attorney's office.

Although our information at this time may not be complete, the nature of the
information breach makes it prudent far every atfected individual to read the
information shaet from Faderal Trade Cammission entitled * What to Do jf Your
Personal Information Has been Compromised.” The following is the link to that

information sheet: hitp://wwyy.ftc.qov/bep/copline/pubal/glentsfinfacompalrt. htm. |

strongly encourage you to consult the site.

Hecauwse we did want to notify you as soon as passibig, the site may not contain all of the
information affected students will reasonably want to know in this situaton. After reading
the information on this website you may have additional questions regaraing this mater
Please feel free to contact Ms. Madlyn Stokely, Associate Dean for Student Suppon
Services, at 212-772-4847 or Madiyn.Stokely@hunter.cuny.edu.

We want 10 assure you that we have shared information abaut this matter with only to
small group of senior administrators ta protect your privacy Fof the same reason, we
strongly urge youw nat to share information abaut this with anyone.

We deeply apologize for any difficully this may cause you
Sincerely yours,
TR =,

David Potash
Assaciate Provost

Cc: Madlyn Stokely

Hunwer Callege of the City University of New York 693 Park Avenuc New York NY 1002)
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