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Reporting Form
For Business, Individual or NY State Entity reporting a
“Breach of the Security of the System”
Pursuant to the Information Security Breach
and Notification Act (General Business Law §889-aa;
State Technology Law §208)

Name of Business, Individual or State Entity  The Hertz Corporation
Date of Discovery of Breach: October 18, 2006
Estimated Number of Affected Individuals: 44,309 TOTAL NUMBER OF
AFFECTED INDIVIDUALS, AS WELL AS 2,005 NUMBER OF AFFECTED
INDIVIDUALS RESIDING IN NEW YORK
Date of Notification to Affected Individuals:10/27/2006
Manner of Notification: [X] written notice
[ ]electronic notice (email)
[ ]telephone notice

Are you requesting substitute notice? [ ] Yes [X]No (lf yes, attach justification)

Content of Notification to Affccted Individuals: Describe what happened in genera) terms and
what kind of information was involved. Plcasc attach copy of Noticc.

As detailed in the attached letter to potentially affected individuals, on Qctaber 18, 2006, the Federal
Bureau of Investigation notified us that a file containing information relating to our employcees and
former employecs was discovered on_Lhe home computer of a former employee of the Hertz
Corporation.  Specifically, the namcs, job titles, dates of hire and social security numbers of
individuals who were employees of Hertz in 2002 were contained in a file. We believe that the
former employee obtained this file in the course of his employment in the Training Department and
kept a copy when his cmployment ended, in violation of Hertz's policies.

We arc fully cooperating with the FBI in its investigation of what has taken place. To date, we have

received no information, from the FBI or any other source, indicating that the former emplovee
transmitted information about any of our employees or used the information about our employees for

any improper purpose, The computer on which he stored the data is currently in the possession of
the FBI, and we have received assurances from the FBI that if the computer is returned to him, the
data about our employces will no longer be present on i,

Namc of Business or Individual Contact Person: Charles L. Shafer

Title: Senior Vice President, Quality Assurance
Telephone number: (405) 774-4955
Email: cshafer@hertz.com

ny-719424
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Dated: October 25, 2006

Submitied by: Charles L. Shafer

Title: Senior Vice President, Quality Assurance

Address: 14501 Hertz Quail Springs Parkway, Oklahoma City Oklahoma 73134
Email: cshafer@heitz.com

Telephone:  (405) 774-4955  Fax:  (405) 775:4950

PLLEASE SUBMIT THIS FORM TO ALL THREE (3) STATE AGENCIES as follows:
Fax this form to:

CPB:
Security Breach Notitication-
Fax: 518-474-2474

NYS Office of Cyber Security and Critical Infrastructure Coordination (CSCIC):
30 South Pearl] St.

Floor P2

Albany, NY 12207

Fax: 518-474-9090

and also Fax & Mail this form to:

Attorney General:

Asst. Attorney General in Charge
Bureau of Consumer Frauds

120 Broadway - 3" Floor

New York, NY 10271

Fax: 212-416-6003

ny-719424
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Charlas L. Shafar The Hertz Corporation
Senior Vice Prasident P.O. Box 26120
Quality Assurance and Administration Okiatioma City, OK 73126-0120

October 27, 2006

Employcc Namce

City, ST 7IP

Dcar Employee Name:

On Qctober 18, 2006, the Federal Bureau ol Investigation notificd us that a file
contaming your name, Hertz. area and location number, job title, date of hire and social
security number had been found on the home computer of a former Training Department
employee in Oklahoma City. We believe that the former employee obtained this
information in the course of his cmployment in the Training Department and kept a copy
when his employment ended, in violation of Hertz's policics.

We are fully cooperating with the FBI in its investigation of what has taken place. -

To date, we have received no information, from the FBI or any other source, indicating
that the former employee transmitted information about you to anyone else or used the
information about you for any purpose. The computer on which he stored the data is
currently in the possession of the [BI, and we have reccived assurances from the FBI that
if the computcr is retumcd to him, the data about you will no longer be present on it.
While we arc heartened that the computer is now in safte hands and that we do not have
evidence that information about you was improperly transmitted or used, we cannot offer
absolute assurance of this. For that reason, we are writing to you (o advise you of the
incident.

Steps We Recommend You Take

You can take some simple sieps to protect yourself against identily theft or other
fraudulent misuse of information about you. Notably, watch for any unusual activity on
your credit card accounts or suspicious items on your bills. You may wish to contact
your credit card issucrs and inform them of what has taken place. You may also wish to
do the following:

 Under federal law, you are entitled to one free copy every twelve months of your
credit report from each of the three major credit reporting companies.  You may
obtain a’ free copy of your credit report by going on the intemet to
www AnnualCreditRcport.com or by calling 1-877-FACTACT (1-877-322-8228). If
you would rather wnite, a request form is available on www.AnnualCreditReport.com.
You may want to obtain copies of your credit reports to ensure the accuracy of the
report information.

ny-718863
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o The three major credit reporting companies are:

Equifax TransUnion Experian

Report Fraud: 1-877-478-7625  Report I'raud: 1-800-680-7280  Report Fraud: 1-888-397-3742

)

www .eguifax.com WWW.LrRansunion.com Www eXperian.com

Identity theft is a growing concem. To leam more, you can go 0
http://www.consumer gov/idihelt, or hup://www fte.gov/eredit, or call 1-877-TDTHEFT
(1-877-438-4338).

In addition. we have arranped with Equifax Personal Solutions to help you protect
your identity and your crcdit information at no cost to you. The steps to follow are:

1. Enroll in Equilax Credit Watch™ Gold identity theft protection service. This product
is being provided to you at no cost.

2. Additionally, you may choose to adopt an increased level of protection by placing a
fraud alert on your credit file at Equifax and the other two credit reporting agencics

Enroll in Equifax Credit Watch™ Gold

Equifax Credit Watch provides you with a 1 year membership service. Credit
Watch will provide you with an “‘early warning system” to changes to your Equifax credit
file and help you to understand the content of it. The key features and benefits are listed
below:

¢ Monitoring of your Equifax credit file and alerts you to key changes via email within

24 hours.

Wireless alcrts and customizable alerts available

“No news is good news” monthly message if there are no alerts.

Unlimited Equifax Credit Reports™

$20,000 in identity thelt protection with $0 deductible (certain limitations and

cxclusions may appl_\/)l

e 24 by 7 live agent Customer Scrvice (0 assist you in understanding the content of
your Equifax credit information, 0 provide personalize identity theft vicum
assistance and in initiating an investigation of inaccurate information.

e & & o

! 1dentity Fraud Expense Reimbursement Master Pulicy underwritten by Travelers Casualty and Surety
Company of America and its property casualty uffiliates. Hartford, CT 06183. Coverage tor all claims or
Josses depends on actual policy provisions. Availability of coverage can depend on our underwriting
qualifications and state regulations. Coverage 5ot available for residents of New York.

Fyuifax's credit monitoring products are protected by US Patent 7.208.052

ny-718863
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How to Enroll

Equifax has a simple Internet-based verification and enrollment process, which
you can access by visiting htip://www.myscrvices.cquifax.conygold and following these
steps:

o Step | — Registration: Complete the form with your contact information (name,

g of MR

6

““address, teiepiionc #;” Social Sceurity Numiber;date-of birih;-e-mail-addiess)-—The

information is provided in a secured cnvironment.

o Step 2 — Verily Your Identity: Equifax will venfy your identity by asking you up (o
twa security questions

o Step 3 — Order Summary: During the “check out” process, provide the following
promotional code: PROMOTION CODE in the “Enter Promotion Code” box. (case
sensitive, no spacces, include dash.) After entering your code, press the “Apply Code™
button and then the “Submit” button at the bottom of the page. (This code climinates
the need o provide a credit card number for payment.)

o Step 4 - Go to the Member Center: Under “Product List” select Credit Watch Gold to

access the product features.

If you do not havc access to the Intcmcet or wish for any other reason to cnroll in
Credit Watch by mail instead of the online service, please fill out the attachcd forn and
fax or mail it 1o the number/address listed on the form.  You will also need the
Promotional Code (o enroll.

Place a Fraud Alert

A frand alert is a consumer statement added to your credit report. This statcment
alerts creditors of possible fraudulent activity within your report as well as requests that
they contact you prior 1o establishing any accounts in your name. Once the fraud alert 1s
added 1o your credit report, all creditors should contact you prior 10 establishing any
account in your name. o place a fraud alert on your Equifax credit file, you may contact
our auto fraud line at 1-877-478-7625, and follow the simple prompts. Once the fraud
alert has been placed with Equifax, a notification will be sent to the other two credit
rcporting agencies, Expenan and Trans Union, on your hehalf.

1 am terribly sorry that this incident occurred, and on behalf of Hertz, I offer my
sincere apologics. I assure you that we have taken a number of steps, including a
thorough review of the circumslances in which social security numbers are provided by
the payroll department to other parts of the company and a thorough review of the data
being held by the Training Dcpartinent, to cnsurc that an incident of this nature does not
rcer.

ny-718%63
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If you have any questions or concemns about this matter, I rccommend that current
cmployees contact your Employee Relations Manager. Former employees should
corrcspond via c-mail cmployeequestions @hertz.com or via regular mail to P.O. Box
26120, Qklahoma City, Ok. 73136-0120, or call 1-888-222-8086.

Sincerely,

CUntn=EY

Charles L. Shufer /

Senior Vice President, Quality Assurance
and Administration

The Hertz Corporation

ny-718863
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“Breach of [he Security of the System”
Pursuant to tha information Security Breach
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Reporting Form
For Business, Individual or NY State Entity reporting a
"Breach of the Security of the System”
Pursuant to the Information Security Breach
and Notification Act (General Business Law §389-aa;
State Technology Law §208})
Name of Business, Indivi duJal ar State Entity  The Hertz Corporation
Date of Discovery of Breaclli: October 18, 2006
Estimated Number of Affected Individuals: 44,300 TOTAL NUMBER OF
AFFECTED INDIVIDUALS, ASV;UEI.L AS 2,005 NUMBER OF AFFECTED
INDIVIDUALS RESIDING IN NEW YORK
Date of Notification to AfFfected Individuals:16/27/2008
Manner of Notification: ﬁ DA written notice
[ Yelectranic notice (emaib
[ 1] telephone notice

|
Are you reguesting substitute notice? | 1yves IXI No (If yes, attach
justification) “

Content of Nofification to Affecteil Individnals: Describe what happened in general terms and
wha kind of infarmeHon was involved. Pleasc attach copy of Notice.

Asdetailed in the attazhed lefter 1o potentially affented individuals, on Qctober 18 2006, the Federal

Bureau of Investigation notified us that a file cantsinmg information relzling to o employees and
fomer emplovess was discovered on the hame computer af a fo-mer employee of the Herx

Corporstion. Specifically, the nemes, job tifles, dates af hire snd social secimity gonmbess of
individuals who were employees of Hertz in 2002 were contsiped io a file. We believe thzl the
former employve obcrined ¢his file in the oourse ofhis employment in (he Trainiog Department and
kept a popy when his emnloyment ended, in violstion of Hertz’s poficies.

We mre fully cooperzting with the FBllin is investigation of what hes taken plice. To date_we hsve
recaved no information, fram ¢he FRI ar any other source iodicating fthat the former employse
transmilted information abouf any of dur emplovees og used Ghe information abo ot mu errplovees fior

any impnyp= mrpose. The computer on phich be stored the dats is curreatly in the possessian pf
the FBI, £nd we have received assurances fram the FBI that if the commter is returnad to him, (he
data about our employees will no lonjres be presem og it.

719524
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Name of Business or Individual Contact Person: Charles L. Shafar

Tide: Senior Vice Presadent, Quality Assurance
Telephone number: (405) 774-4958

Email: : cehafen@hertz.com

Dated: October 25, 2006 7

Submitted by: Charles 1. Slule-ri

Title: Bendor Vice President, Quality Assurance

Address: 14501 Hertz Quail Springs Parkway, Oklah oma Cify Oklahoma 73134
Emasi: cshafer(@hentz col
Telgphans:  (405) 774-4955 ru- (41:S) 7754950

PLEASE SUBMIT THIS FORM TO ALL THREE (3) STATE AGEMNCIES a5 [ollows:
Fax this form lo:

CPB: .
Secunity Breach Notificatian-
Fax:518474-2474

NYS8 Office of Cyber Security and Critical Infrastructure Coordination (CSCIC):
30 South Pearl St |

Fioar P2

Albany, NY 12207
Feo: 518 474-9000

and also Fax & Dlail this fonm (o‘

Attarney Generul:

Asst Attomey General in Chatge
Bureau of Cansumer Frauds

120 Broadway - 3™ Fioor

Wew Yark, NY 10271

Fax: 2124166033




