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Reporting Form
For Business, Individual or NY State Entity reporting a

"Breach of the Security of the System"
Pursuant to the Information Security Breach

and Notification Act (General Business Law $889-aa;
State Technology Law S208)

Name of Business, Individualor State Entity The Hefiz Corporation
Date of Discovery of Breach: October 18"?90€
Estimated Number of Affected Individuals 44,309 TOTAL NUMBER OF
AFFECTED INDIVIDUALS, AS WELL AS 2,005 NUMBER OF AFFECTED
INDIVIDUALS RESIDING IN NEW YORK
Date of Notification to Affected lndividuals:1012712006
Manner of Notif ication: [X]written notice

I I electronic nolice (email)
[ ] telephone notice

Are you requesting substitute notice? [ ] Yes [X] No (lf yes, attach justification)

Content of Notificntiol) to Affcctcd Irtdividuals: Describe whut hrppened in general terms aud
what kind ol'informatiou was iuvolved. Plcasc attach copy of Noticc.

As detailed in the attachcd lettcr to potcntially aff'ected irrdividuals, rrn Octoher 
.18. 2(D6, the Ferleral

Bureau of Investigation notifietl us tiat a file contai-ninq ilrfolmation rclatinB to our cmployccs artd
fonner entplovccs was discovered on the home computer of a former emnlovee of, the Hertz
Corporatir;n. Spe.cificallv. the namcs. job titlcs. dates ot'hire and stlcial security numbers of
intlividuals who Were ernplovees of Hcftz in 2002 were corrtained itr a llle. We believe that the
fornter crnlloyee r>btainctl this file in-the course of his curplovntcnt in thc Trailing Dcpartnlcnt and
keot a copv whcn his cntDlovment ended. in violation uf Hertz's policies.

Wcarcful lycor>peratingwiththeFB_lir: i tshvestiqationofwhathastakcnplacc. Todatc.wchave
received no infonnation, frorrr the FBI or uuy other source. indicating that th.e former emplovee
transmitted information about auy of our cmployees or used tlre inlilrmation abrlut our employees for
any intproner lurpose, The comnuter ou which hc storcd thc data is currcntly in thc posscssiort ol'
thc FBl. and we have received assurances froiq tie FBI that if the computer is leturned to him. thc
data about our employccs will no lonqer he present on it,

Namc of Bu.siness or Individual Contact Person: Charles L, Shafer
'l-itle: 

Senior Vice President, Quality Assurance
Telephone number: (405) 17 4-4955
Email:  cshafcrk)hcrtz.corl l

ny-1 19424
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Dated: October 25,2006
Submitlerl by: Charles L. Shafer
Title: Senior Vice Flesident, Quality Assuruncc
Atltlress: 14501 Hertz Quail Springs Purkwty, Oklahoma City Oklahoma73l34
Enrail: cshafcr'@)hertz.cortt

Telenhgle- _gQilZ449ss Fax: (40s) 775-4e50

P|,EASE SUBMIT THIS I'ORM'r0 AI.l. THREE (3) STATD AGENCIES as follows:

Fsx this forrn to:

CPB:
Security Brcach Notification-
Fax: 518-474-24'14

NYS Office of Cyber Security and Critical Infrastructure Coordinrtion (CSCIC):
30 South Pearl St.
Floor P2
Albany, NY 12207
Fax: 5 l8-474-9090

and also I'ax & Mail this fol'm to:

Attorney Generalr
Asst. Attorney Gcneral iu Charge
Bureau of Consumer Frruds
120 Broadway - 3'u Floor
New York, t{Y 10271
Fax: 212-416-6003

ny-7 1942a
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Charles L. thstar
Sentot Vice Prasident
Qu ality Assuran c e and Admi ntst nilon

Octobcr 27 .2006

| t ]o  0253 D A

The Hcrtz Corporation
P.O. 4ox 26120
Oklahoma City, Ol< 73126-0120

Employcc Narnc
Streer Address_
City, ST ZIP

Dcar Empklyee Name:

On Octobet 18,2006, the Fetleral Bureau ol Investigation rrotrficd us that a filc
containing y()ur nanle, Hertz. area anrl locution numbEr, job title, date of lrire and social
security number had beeu fouud on the home computer of a furmer Training Department
ernployee in Oklahorna City, We believe that the folmer employee obtainecf this
infolntation itt the course of his cmployrnent in thc Training Department and kept a copy
whcn his cnrploymcnt cndcd, in violation of Hstz's policics.

We nre l'Lrlly cor:perating with the FBT in its investigation ol'whai ha.s laken place.
Tr) date, we have receivetl no information, frorp llre FBI or ilny other stlurce, in<Iicating
that tbe former employee transrnitted information about you t<l anyone else or used the
itrfomration about you for auy purpose. 'l'he 

cornputer on which he stored the data is
currently in the possession of thc FBl, and wc havc rcccivcd assurances from the Ftsl that
if thc conrputcr is rctuntcd to hinr, tlrc data abor.rt you will no longcr bc prescnt on it.
Whilc wD nrc hcartcrted tltat the cornpuler is rrow in safe harrds arrd that wc do nor havc
evidence that inlitrmatrrin ahuut y(Ju wu.\ improperly lransmitted rtr used, we cartnot ofl'er
absolute a.\surance of this. For thal t'easoll, we are writing to you to atlvise y()u of (he
inci<lent,

Steps We Recommend You Take

You can [ilke some simple sl.eps to prol.ect yr-rurself aglinst iclentity theli or rlrher
frau<lulent misuse of information about you. Notably, watch for any unusual activity orr
yortr cred.it card accouttts or suspicious itenrs on your bills. You may wish to contact
yortr crcdit card issucrs and inform thom of what has takclr placc, You lnay also wish to
do the lol lowirrg:

r Under federal law, you are enti(led to one fiee copy every twclvo lnonths of your
credit report liom each ol' the three major credir repr)rting cornpanies, You may
obtain a free copy of youl credit report by going ()n the intemet to
www,ArnrualClcditRcport,conr or by calling I-877-FACTACT'(l-87?-322-822s). tI
you wot-t ld ratl ler write, a requesI fonn is available on www.AnnualCrcditRcltolt.cont.
Yuu may want to obtain copies of your credit. reports (o ensure the accuracy ol' the
report urfonuation.

nv-7l f t l {63
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o T'he tltree rnajor credit reporliug compunies are:

Equifax TrltnsUniun Experinn

n.p"'t Fraud:-1.8r?:42&7(Q5--Bepc,Sltcud Lqqqg!!{?!l--&nOIff{J-Js8-397'1742
www.eguithx.com www. [fallsul)lol) 'conl www.ex  Def la . l l , co l l )

ldcntity rhcft is a growing c()ncern' T0 leam mt)Ie, you can go t0

Irttrr://www.consumer gov/i(lth"el't, or http://www.ftc , or cull l-877-IDT[IEFT

(t-871-438 4338).

Ir1 addition, we havc an'angcd with Equifax Pcrsonal solutiotts to hclp you protcct

your identity and your crcdit irtfonllati0n at no cost to you. The steps to follow arc:

l. Enroll in Equil'ax Credit WatchrM Goltl identity theft Protection service. This ptoduct

is being prtlvided t() you at no cost'
2. Additionully, yuu toy choose to adopt at increased level of protectiou by placing a

frarll alert on yotlr 
"rrdtt 

filt at Equifax and thc othcr two crcdit rcporting ogcncics

Enroll in Equifax Credit WutchrM Gold

Equil'ax CrediL Wutch provicies you with a I year membership service' Cretlit

Watch wiil prtlvide you with ari "eaLly warning system" to chagges to yor.ll'Equifat credit

file :rnd help you to understand the conte't oflt.-The key features and benefits are listed

below:

r Monirr)ring Ql ypur Equifix cretlit file aDrl alerts yotl to key changes via email within

24 hours.
r Wireless alcrts aud customizablc alerts availnble
r "No ttews is gootl new$" muntbly me$saBe if there are no alerts'

o lln]imited Equifax Credit ReportsrM
o g20,000 in ideilrity rheli prorecriun with $0 tletluctible (cerlain limitations and

cxclusion.s may appl y)'
. 24 by 7 livc agcut customcr Scrvicc to assist you in understanding thc colltent of

your Equifax ct'cdit infonttatiolt, ro provide personalize irlerrtity thefi victim

assistance and irt initiating ln invs5ligxtion of inaccurale information'

I ldernity Frautl Expunsc Rcimbursemeni. Marter Ptrlicy trnderwritten by Tra-velers Cusufllty antl Surety

Lionrplny ol America unrt its properly cirsuulty lff i l iates. Hartfbri l, CT 06183. Covernge fbr l l l  claims or

lrsscs dcpc.ntls on lOtual ptrlicy pruvisions. Availability of coverage can depend on our uuderuriting

quulif icatiOns uncl state regulaiions. coverage rtot available for tesideurs of New York'

i.qrita, s credil monitoring proclucts are protected try US Patent 7'208'052

ny-7 I  8863
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How to Enroll

Equifax hns a siniple lnternet-based verification and eruollment process, which
you cnn acccss by visiting httu://www.myscrviccs,cquifax.con/sold and following thcsc
stcDs:

Step I - Reeistration: Courplete the form with youL conlact information (nume,
-adciress, 

teiephon=c-*;Soci-ai Sccuriiy i.iunibcr;rjaie of-binh, e-niail aei<!ress).-'llie-----
inforntation is providcd in a sccured cnvironrnent.
Step 2 - Veri ly Yrlur ldentity: Equilrrx wil l  veri l 'y your identity by asking you up to
twtt security qrrestir:ns
Step 3 - Older Surmrarv: During thc "chcck out" process, provide the f<rllowing
prolnotional codc: PROMOTION CODE in thc "Enter Promotion Code" box. (case
scrtsitivc, no spacc.s, irrcludc dash.) Aftcr cntcring your codc, prcss the "Apply Codc"
button artd then t)re "Submit" hultt)rr ar the hottonr ol'the page. (This codc clinrirrates
the need to provide a cretlit card number fur payrrrent.)
Sten 4 - Go to the Membel Center: Under "Product List" select Credit Watch Co)d to
access the product features.

lf you do not havc ac.ccs.s to thc hltcrnct or wish for ury othcr rcason to eruoll in
Crcdit Watch by mail rnstead of tlre onlirre service, please tlll out thc attachcd fbnn and
f'ax or mail it to the number/address listed on the (rlrm. You will also need the
Promotionll Codc to enroll.

Place a Fraud Alert

A fraud alcrl is a cot)sumcl' statcrncnt addcd to your crcdit fcport. This statcncnt
alcrts crcditors of possible tiaudulent activity within your report as wcll as rcqucsrs thnt
they contact you prior tu estahlirhing any acc()unts in your nilme. Once the traud alert is
added to your credit report, all creditors should contucl you prior to establishing any
account in your name. '1'o place a fraud alert on youl Equifax credit file. you lnay contact
ottr attto fraud line ̂ t l-817-478-7625, and follow thc sirnple prollipts. Once the fraud
alert has bccn placcd with Ecpifax, a rrotrfication will bc scnt to thc othcr two crcdil
lcponing agertcies, Experian and Trans [Jrrion. 0n y()ur behalf -

I am teruibly sorry that thi.s incidcnt occurrcd, and on behalf of Hertz, I offer my
sinccrc apologics. I assure you fial we have taken a nurubcr of .stcps, including a
thorough revjew tll'the circumstances in which social security nurnbers are ptovided by
the payroll cleparlruent to other pxrts of the company and a thorough review of the dara
being held by thc. Training Dcpartrncnt, to cnsurc that nn incident of this nature does uot
rccur.

ny -7181 {63
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If you have any questiolN or coucems abuul, this matter, I rccontmctrd tltat cunent

cmployees col)tact your Entployee Relatiotts Manager, Former employees shottl<l

concsporrcl via c-mail crnploycccrt-rcstions@)hcrtz,cour ol via regular mail to P,O. Box

2612Q, Qklahoma Ciry,  Ok. 73136-0.|20, or cal l  l  -888-222-8086,

Sincerely,

Senior Vice Plesident, Quality Assurance
and Adnrinistt'atiott

The Henz Corporation

ny-? I 8863
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lRcporting Form
For Bushresq Indiriidual or l{Y State Entity reporting a

"Brsach qf [he Security of the SSlsbem"
Pursuant to otle Informalion Srurity Breach

and l{otifieation A'ct (Gencral Business l-aw $8E!}aa;
Stabc lfechnology Law $2t!8)

nbme of Busines, Individual or state Entity The Hertz corooralion
Date of Discarery of Breaclr: octoDer 18. 2006
EsUmaECI Number ot nftd:tetl Individuals: 4{309 ToIAL NUNBER oF
AIIFECTE II'IIDJVIDUALS, ASII/EtL AS 2,005 NUMBER OFAFFEIED
INDIVIDUAIS RESDING IN NFW YORK
Date of NoEification tD Affected Individuds:l c,z7nooB
Manner of Notification: t D0 writLen notice

t lreleclronic notice {emaiD
I I tdephme notic€

Are Vou requesting subsciD'Ljte notlDe? I I Yes lxl No (lf y€s, attactr
jusli fjcat-rcn)

Csntent of Nofificztian lo AffbcrEil lndir"idual;: Desribe wbzr. bappcned iLr ernezal rrrrr.s rtd
u'lh-o lind of informr-tioo s'es involted Plcaw attar.h copy of Nof ioc-

bdividuals whc weic eanlsls of l{atz in 2OD2 s,ere conrrioal io a 6le- We be)ie./e tbir 6e
forner erurlowe olfringd fti; file in jtecourse ofhis eflolownrnt itr ftteTralnioe Dq'Ert"Eat and
kcot a ooov wbcn hir gnnlovrocnt qr,lcd in virckfioo of I'Iertz't lotisjb-

S'e qe fullvcooorzatins $.ifi theFBIlju itsinye(isatior of \rhst hlj r.0li€a olr.(€, To dale u'c [:w
raeived no jnloonrtioo- tcm taa EIll c ear otha souroe. iodica:ilg tbrt tire Jorma emnlovoc
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6r FBl. rnd $e hrvercdscd arsu-ar'Ec! frorn the FBI tilaf if ftccorusuLr is rctnmd fo hirL tb.
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l
of Busine"s c Indrvidual Cbnr'ea Pcrson:Narne

Ti0e:
Teleghnne numbc:
Emeil:

Dr|ot:
Submlrbd b5r
Trtlc:
Mdrcsr:
Emall:
Tcl1fi:n::

Chrder L. Shrfix
SeniorVict PraidE[I, Qua]ity Arsureaoe
(&r 774.1955
csh:Jar@hrrtzrorr

Oclder 25.1(F6 l
Ctrrle, L. Srhr
6nior Vi* Prc;itlot, Qurlity Ar;rrance
lf50l f,.cr{a Quail Springr Dartwry, Okhboon Cift Oklrhoma 7t134
cshafu@hqtz.mri
(40S) ?7+,1955 Fa:c (4t5) 775{950

PLEASE SUBildIT THIS fnFn,[ TO AI L TmI f, (3) STATZ AGEN OE-s re fol.lons

Irslfus brru lo.

CFB:
Seari r'* Bre€dl NoO 6 caticar.
Fax:5184142471

NYS Ofiicr ol Cyter Socuriq
l0 Soutb Pearl Sr
Fiom I?
Albaqg,NY 12207
Fo :5 l t <?4 -909D

and

Attdracjt Gcnergl:

AssL Affomc5 Craeral ru Cha4c
Streau of Consroer freud:

l2O Broadw4.- 3d Flom
Nrcw Yn'\ NY f@'71
Fax:  212-4166Q13

ty.7L9474


