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801 Gherry St., Suite 3900
Fort Worth, TX 76102

LEGAL AND CONFIDENTIAL

#+nm
t,

Date 8/10/06

Number of pages includlng cover sheet /

RED[T

To: GPB From: Doug Johnson

Phone 518-474.2474

Fax Phone Phone 8171t02-7641

Fax Phone 8171302-7940

tr Urgent tr For your review tr Reply ASAP D Please comment

SECURITY BREACH NOTIFICATION

PLEASE SEE THE ATTACHED

Privileged and Confidential. Thls FA)( and any attachmants theroto, ars intended only for use by the
addressee(s) named herein and may contain legally privileged or contldential informatlon. lf you havo
received this FA( in error, pleage notify the sondor immediately, You are hereby notified that any
dlssemination, dlstrlbution or copyhg of this FAX and/or any attachments thereto, are strlctly prohibited,
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BavView
Acceptance Corporation"

August 10,2005

Certilied Moil Rctura Receipt Requeeted 7003 1680 0002 3251 6679
New York State Consumer Protection Board
5 Empire State Plaza, Suite 2l0l
Albsxr-; IJ ew Yo lk 12223 -

Re: Potential Security Breach

Pursuant to NY CLS Gen Bus $ 899-aa(EXa), I am writing this letter to notiff you
of the nanue arrd circumstances of a potential breach in the security of our customers'
personal information.

On Wedlesday July 12, 2006 the Califomia offrce of Bay View AccePtance
Corporation ("BVAC") received a UPS package from a business parfter who handles
certain processing for BVAC. The package was supposed to contain fwo computer disks
containing back-up irrformation on customer data, however, the package was ripped when
received and the two disla were no longer inside. The disks included the account
information (name, SSN, address, and phone #) of sixty eight (68) New York residents.
Oru investigation shows that the disks likely fell out of the package when it was damaged
at a UPS sorting location, LIPS is conducting an exhaustive search of its processing
facilities but, to date, the dishs have not been located.

We lrave no reason to believe that the disks have been misappropriated and are
unaware of any improper use of the account inforrnarion. UPS officials have advised that
the disks may have been destoyed by their sorting machinery, or may have been
discarded by a UPS ernployee since the disks were unlabeled, Nevertheless, our
investigation has not resulted in any conclusive information on the whereabouts of the
disks. We are in contact with UPS Loss Prevention and will continue to investigate until
we locate the disks, In addition, we are fully prepued to rnitigate any potential harm to
our customers in the event their account information is misappropriated.

Letters notifying all sffected customers (copy enclosed) will be sent out in stages
on August 11,12 and 14,2006 via USPS First-Class Mail, advising them of the incident
and offering credit monitoring and protection from potential identity theft. Please feel
free to contact me with any questions or conuneuts regarding the letter or the security
breaclr in general.

Sincerely,

Bay View Acceptance Corporation

eut i.,!g
J. Michael May

NO. 779 P . ?

Chief Legal Officer

801 Cherry Street, Suite 3900. FortWorih, Teras 76102.6E03
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B,V A.C, Information
P.O. Box 6389
Portland, OR 97228-63 89

Vslidarion Codo:

We arc writing to inform you about a loss of personai information that may affect you es o custom€r of Bry View Acccplance Corporation.
This personal information inclLldes names, addresses, accounl numbors and social security number5, While we have no reoeon at this time
to belicve thc information has been mie uued, we want to inform you of the situation, provide baclcground oboul what happcrnod, Rnd suggest
some imporlant step6 lhst you csn 141(6.

A backup computsr dislc was being shipped in e UPS overnight mail envelope to the Bay View Acceptance Corporation offices in
California ftorn e computer proceseing businees pqnner, Tho disk contained infonnation for 68, | 28 0ccounl6. Workirtg in conjunction
with UPS, the investigation concludcd drc ovemight envelope rvas damaged by sorting machincry et a UPS locadon. The disk fell out of
the envclope and has not been recovgred. UPS officisls hsve looked thoroughly for tbe drsk (and continue to look for the dislc), bul they
have not beerr able to locate it to dg1e.

In response to this situanon, we are malcing every off'o'rt to protect your tood credit and have engaged tho services of ldentity Safeguards,
q firm that specializes in identify protecdon services, We are offering their eervicee to you at no cost. These seryice6 include l2 months
of credit monitoring, reimbnrgement for lost income and expenscs due to an identify thefi incidenr, and cornpleto rcsloratlon if you fall
victimtoidenfifytheft. Toenroll intheldcntitySafeguardsprograrncoll l-865.433.0905. Representotivesrre rvollrblct0recelvecalls
from 8:00 rm to 8:00 pm Mondry i lrrough Frlday Cantrrl Daylight Time, exccpt holldays. You wil l need the valjdstion code printed
on rhis lctter to complete the regienation process and receive the protecrion package.

For more information including how to set a ftaud alen at rhe credir bureaus, obtain your free o'edir repone and to revicw frequently aslced
quesfions, you may visit our Intemet site st www.bvocinformafiQl.com or call l-866-433-0905. These resourcos have been set up
specificelly for infornration regarding rhis incident.

Again, we have had no eviderrce of misusc qf informstion since tho dislc was lost, bul ryg wEDt to guard ngninst pny possrbility of that
occurring. In rddition, as a tesult of AmeriOredil'r recont acquisition of Bay View Acceprance Corporali on, we have already dcen
significant steps to implovc dato security procedures and to help guard agoinst similar situations in the furure.

We lmow these situntions can be upserting end hnrd to deal with. We wont you ro know we arc very sorry for what happerrcd and wrll do
our best,to assist in correcting qny problcms thrt may arise as a result of this incident.

Please follow the imponant rocornmendations we hqve offored in this lettel', and if you have any questions, do nolhesitare ro call rhe hotline
at l-866-433-0905, Identity Safeguorde wil l bo glad to help you.

Sincercly,

Jon Matthews
Senior Vioe President, Cusromsr Sewice
Bay View Acceptance Corporafion

Fda Hg00t v.o.ot
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Reporting Form
For Business, Individual or NY State Entity reporting a

"Breach of the Security of the System"
Pursuant to the Information Security Breach

and Notif ication Act (General Business Law g889.aa;
State Technology Law S208)

D A

Name of Business, Individual or State Entity
Date of Discovery of Breach:
Estimated Number of Affected lndividuals:
Date of Notification to Affected Individuals:
Manner of Notif ication: lorl written notice

Bay View Acceptancetorporat ion

I J electronic notice (email)
[ ] telephone notice

Are you requesting substitute notice? [ J Yes lxl No (lf yes, attach Justification)

Content of Notification to Affected Individunls: Describe whnt happened in generel terms
and what kind of information was involved. Please attach couy of Notice.
A backup compuler dj .sk wae IosE or destroyed fr i  a UPS processing
fac i l i t y  wh l le  1n  c rans i t  f ron  a  c

Partner to the tsay vrew oI! ] .ces rn cov]-na, u8l .1tornla,

J u l y  1 2 ,  2 0 0 6
New York68 customere in

Augr rs t  I l ,  2006

Name of Business or Individual Conract Person:
Title:
Telephone nnmber:
Emailr

Douglas T. Johnsort
S r ,  V l c e  P r e E i d e n t
8r7 -302-7 64L

Datedr
Submitted by:
Title;
Address:
Email;
Telephone:

doug,  j  ohnsonG amerLcredl t  .  corn

Augusr  10,  2006
Douglas T, Johnson
Sr .  V i ce  P res lden t
801 Cher ry  S t ree t ,  Su ice  3900,  I 'o r t  Wor th ,  TX 76L6-
doug .  j  ohneon€amer icredl t  .  com
Et7 -302-7 64L Fax: 8 i  7r302:7940



BavView
Acc6ptance C orporation.

August 10,2006

Certified Mail Return Receipt Requested 7003
New York State Consumer Protection Board
5 Empire State Plaza, Suite 2101
Albany, New York 12223

Re: Potential Securitv Breach

Pursuant to NY CLS Gen Bus $ 899-aa(8)(a), I am writing this letter to noti$ you
of the nature and circumstances of a potential breach in the security of our customers'
personal information.

On Wednesday July 12, 2006 the California office of Bay View Acceptance
Corporation ("BVAC") received a UPS package from a business partner who handles
certain processing for BVAC. The package was supposed to contain two computer disks
containing back-up information on customer data, however, the package was ripped when
received and the two disks were no longer inside. The disks included the account
information (name, SSN, address, and phone #) of sixty eight (68) New York residents.
Our investigation shows that the disks likely fell out of the package when it was damaged
at a UPS sorting location. UPS is conducting an exhaustive search of its processing
facilities but, to date, the disks have not been located.

We have no reason to believe that the disks have been misappropriated and are
unaware of any improper use of the account information. UPS officials have advised that
the disks may have been destroyed by their sorting machinery, or may have been
discarded by a UPS employee since the disks were unlabeled. Nevertheless, our
investigation has not resulted in any conclusive information on the whereabouts of the
disks. We are in contact with UPS Loss Prevention and will continue to investigate until
we locate the disks. In addition, we are fully prepared to mitigate any potential harm to
our customers in the event their account information is misappropriated.

Letters notifuing all affected customers (copy enclosed) will be sent out in stages
on August ll, 12 and 14, 2006 via USPS First-Class Mail, advising them of the incident
and offering credit monitoring and protection from potential identity theft. Please feel
free to contact me with any questions or conilnents regarding the letter or the security
breach in general.

Sincerely,

Bay View Acceptance Corporation

Pru.fug
J. Michael May

1680 0002 3251 6679

Chief Lesal Officer

801 Cherry Street, Suite 3900. FortWorth, Texas 76102-6803



B.V.A.C. Infomration
P.O. Box 6389
Portland, OR 97 228 -63 89

Validation Code:

We are wr-iting to inform you about a loss of personal informatron that may affect you as a customer of Bay View Acceptance Corporation.
Thispersonal informationincludesnames,addresses,accountnumbelsandsocial securitynumbers. Whilewehavenoreasonatthistime
to believe the information has been misused, we want to inform you of the situatjon, provide backglound about what happened, and suggest
some imporlant steps that you can tal<e.

A backup computer disk was being shipped in a UPS ovemight mail envelope to the Bay View Acceptance Corporation offices in
Cal i forn iaf i 'omacomputerprocessingbusinesspartner .  Thediskconta inedinformat ionfor68,128accounts.  Work inginconjunct ion
with UPS, the investigation concluded the overnight envelope was damaged by sorting machinery at a UPS location. The disk fell out of
the envelope and has not been recovered. IIPS officials have looked thoroughly for the disk (and continue to lool< for the disk), but they
have not been able to locate it to date.

In response to this situation, we are making evely effort to protect your good credit and have engaged the services of Identity Safegualds,
a firm that specializes in identity protection services. We are offering their ser-vices to you at no cost. These services include 12 months
of credit monitoring, reimbursement for lost income and expenses due to an identity theft incident, and complete restoration if you fall
victim to identity theft. To enroll in the Identity Safeguards progr am call I -866-433-0905. Representatives are available to receive calls
from 8:00 am to 8:00 pm Monday through Friday Central Daylight Time, except holidays. You wrll need the validation code printed
on this letter to complete the registration process and receive the protection package.

For more information including how to set a fi'aud alerl at the credit bureaus, obtain your fi-ee credit r eports and to review fi-equently asked
questions, you may visit our Internet site at www.bvacinformation.com or call l-866-433-0905. These resout'ces have been set up
specifically for information regarding this incident.

Again, we have had no evidence of misuse of information since the disk was lost, but we want to guard against any possibility of tlrat
occuning. In addition, as a result of AmeriCredit's recent acquisition of Bay View Acceptance Corporation, we have already taken
significant steps to improve data secudty procedures and to help guard against similar situations in the future.

We know these situatrons can be upsettrng and hard to deal with. We want you to l<now we are very sonJ fol what happened and will do
our best to assist in conecting any problems that may arise as a r:esult of this incident.

Please follow the important recommendations we have offered in this letter, and if you have any questions, do not hesitate to call the hotlirre
at l-866-433-0905. Identity Safeguards wil l be glad to help you.

Sincerely,

Jon Matthews
Senior Vice President, Customel Service
Bay View Acceptance Corporation

Form H600' l  v.c.07



Reporting Form
For Business,  Indiv idual  or  NY State Ent i ty  report ing a

"Breach of the Security of the System"
Pursuant to the lnformat ion Secur i ty  Breach

and Notif ication Act (General Business Law 9889-aa;
State Technology Law S208)

Name o f  Bus iness ,  Ind iv idua l  o r  S ta te  Ent i t y  Bay  V iew Acceptance Corpora t ion
Date of Discovery of Breach: Ju ly  12 ,  2006
Est imated Number of  Af fected Ind iv iduals ' .  68 customers in  New York
Date of  Not i f icat ion to  Af fected Ind iv iduals :  e"g, r " t  t t ,  zOoO
Manner of Notif ication: [r 'x] writ ten notice

[ ]  electronic notjce (email)
[  ]  telephone notice

Are you requesting substitute notice? [ ]  Yes [xrl  No (l f  yes, attach justi f ication)

Content of Notification to Affected Individua.ls: Describe what happened in general terms
and what kind of infonnation was involved. Please attach conv of Notice.
A backup computer  d isk r^ras lost  or  destroyed in a UPS processing

fac i l i t y  wh i l e  i n  t r ans i t  f r om a

Name of Business or Individual Contact Person: Douglas T. Johnson

Tit le:
Telephone number:
Email:

S r .  V i c e  P r e s i d e n t

8L7 -302-7 641
doug .  j  ohnsonGamer icredi t  .  com

Dated: Augus t  10 ,  2006

Submittedby: Douglas T. Johnson

T i t l e :  S r .  V i ce  P res iden t

A d d r e s s :  8 0 1  C h e r r y  S t r e e t ,  S u i t e  3 9 0 0 ,  F o r t  W o r t h ,  T X  7 6 1 0 2

Emai l :  doug. johnson@amer ic red i t .com _
Teleohone: 817-302-7641 Fax: 817-302-7940


