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Reporting Form
For Business, Individual or NY State Entity reporting a

"Breach of the Security of the System"
Pursuant to the Information Security Breach

and Notif ication Act (General Business Law $889-aa;
State Technology Law 5208)

Name of Businels, tnd,viJuil oiStaie Entitt PifriatilaServiCeE of AmeiiQa,-ih.
Date of Discovery of Breach: Ju lv  15 ,  .2006
Est imated Number of  Af fected Indiv iduals:  '1,239 New York Regidents

(approximately 51,000 nat ionwide,
incluFive of  NY residents)

Date of  Not i f icat ion to Affected Indiv iduals:  Auqust 8,  2006
Manner of  Not i f icat ion: X J written notice

I  e lectronic not ice (emai l )
] telephone notice

Are you requesting substitute rrotice? [ ] Yes I X ] No (lf yes, attach justification)

Content of Notif ication to Affected Individuals: Describe what happened in generalterms and
what kind of information was involved. Please attach copy of Notice.
On Julv L5. 2006. a companv-issued laptop comouter was stolen out of an ernployee's
nersone!_vehicle. The laptop qgmputer contained ce4qin iiles wliich, in turrn. contained
confidential personal information relating to approximately 5 I.000 individr-rals, The
confidential.personal information includgd some or al iof the fol. lowipq: name and address:
Social Securitv Nurnber: and, medical diasnostic.and treatment information. Thq theft was
reponed to law eufotcement and a private investigative agengv was retained in m efforl to
lqgtte tlie laptop computer. Thq lantop gomputer has not been located and. to date. we have
no evidence that the thief has accessed any of the files contained on the computer. A copv of
the notice being sent to the affected individuals is attached herelo,

Name of Business or Individual Contact Person; Contact: John R. Hamilton III
Tit le: general Counsel
Telephone number: (770) 540-3234
Email:  jhamilton@psahealthcare.com

Dated; August 7, 2006
Submitted by: John R. Hamilton III
Tit le: General Counsel
Address: Pedialr ic Services of Arne{ica. Inc,, 310 TechDology Parkwa.v. Noicross,

ueorc la JUU9Z
Email: jhr"t la"@pr"healthcare.com
Teleplrone; (7'10\ 840-3234 Fax: Q7U 840-3214
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h{ealth0are
Alrgust 8,  2006

[Guar-Narne]
[Guar-Address l ]

---  -- lGuar.Add ress2l__=
[Guar-City] ,  IGLrar-State] [Gr.rar-Zip]

Re: Not ice Regarding Potent ial  Theft  of  Pat ient Information
Cont ro l#  [Cont ro l  # ]

Dear [CLrar.Naure]:

W-e_are wri t i r tg 1o inforrn yot l that conf ident ial  pat ient informatron contarued on a laptop conlpl l ter of  an employee
of Pediatr ic Serviccs of Arnerica ("PSA") may lrave been obtajned by arr unauthoi ized individuat fol lowingihe
theft  of  the laptop conrputer f toln rhe PSA etnployoe's car on July 15, 2006, We sincerely regret that dt is incident
has occlrrred and apologize for any inconverrience tlrat it caLlses yoLr. To date, the laptop cornpyter lras not beeu
recovered, Unfortunately,  the records on the laptop computer appear to have contairrecl  conf ident ial  informatio '
abott t  IPal ien{,  rncluding sol l1e or al l  of  the fol lowingr name and address, Social  Soouri ly Number, ancJ nredical
diagrrost ic a ' l ' ld t rentnrelr t  informatiotr  used iu the prepnrat ion of reirnburserlent c iaims for services provided bv
PSA to IParientJ. It shotrld be notsd thar the cotrfidential infonration did nor inclLrde any bankrrrs iniolnation or
credit  csrd nrrrnbers.

We would l ike to assttre you that we are worlc ing di l igerrt ly with law enforcemeut to ident i fy and prosecir te the
responsible person(s) attd to recovel t l te stolen laptop cornputer,  We have also ini t iated our owl l  ipvest igat iol  a 'd
wi l l  cont inue our effof ts to locate the laptop as wel l  as'  talce steps to enhance the secur. i ty of  our conf idcnt ial
patrerrt  t -ecords contained otr  othel PSA cornpLrters. Mole inrportanrly,  we watrt  yop to be sware of the sr luatro'r  so
t l iat  you can take precaut iotrs to protect yourself  against t l re possibi l i ty of  becornirrg a vict i rn of iderrt i ty t l ref t  f rorn
any utralr thot ' ized acquisi t iort  of  your Social  SecLrr i ty NLtrnber or other i rr formatiou.

I n . o r d e t ' t o h e l p m i n i m i z e  t h e p 0 s s i b l e f u t u r o r n i s u s e o f  p a t i e n t i u f o r m a t i o n , w e s u g g e s r y o u  i m m e d i a t e l y c o n s i d e r
taking the steps otrtlinod ott tlre attached sheet entirled I'IMPORTaNT STEps ro HgLp PREVENT FRAUD,"
i t tc l t tding cal l ing t l ro tol l ' f ree tr t tnrber referenced in i tern H7. The attached infornrat ion page covers rhese poi ' ts in
ntore detai l .  artd i t tc l t rdes explanat ions as to how these act ious can help protecr [bal ientJ frorn becorning a
potentral  vrct im of ident i ty theft ,

We stand rcady attd wi l l i r rg to plovide yor.r  assistance. Again, we sincerely regret that this theft  has occurred arrd
we wi l lbe doing al l  that we cart  to protect the conf ident ial  pat ient informatiotr  i -n ou1. porr"rsjop apd mi ' i rnize ar iy
funher incouverr ience to you,

Yorrrs truly,

D a r r i e l J  K o h l
President & Chief Exocurive Off icer
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IMPORTANT STEPS TO HELP PREVENT FRAUD

P.03

l, Careful ly review al l  of yourbanlcing nnd credit cnrd account statements issued since
July 15,2006 nnd report nny unnuthorized transactions to the applicable bank or
credit cnrd compnny. Yor"r may wish to consider changing the account nrrmbers on your
existing balking and credit card accounts if you see any suspicious activity, This will
help you to avoid future r isk by el iminnting the abil i ty oIuuauthorized individuals to
access your accounts through the use ofyour old account numbers.

7, Notify your f inancial insti tut ion(s) and credit card companies that you received this
nofiEe. Tiiis wiiiprwicie-hennvithrrotice th-t intbrmatiori reiatingto yoD may hane 

-

been viewed or accessed by an nnauthorized parry,

3 Contact the fraud department at the three major credit bureaus I isted below and
ask them to place a ( i fraud alertt '  on your credit f i le, When you place an init ial f iaud
alert with one of the bureaus. your request will be automatically forwarded to the other
bnreaus which, in turn, will also place fiaud alefls on your credit [tle. Please note:
placing a fraud alert on your credit file will mahe it more difficult for a criminal to open a
fraudulent accoLlnt in your name; however, it may also make it more difficult for you to
open a new occount as well because extra steps in the approval process wil l  be required to
verify your identity, Although we recornmend that you place a fraud alert on your credit
file as a precautionary measure, you rnay wish to discuss with the credit burEau how you
rnight rninimize inoonveniences to you during the tir"ne the fraud alert is active.

Exper inn:  (888)397-3742orwww,exper ian,corn
Equifax: (877) 478-7625 or www,ecluifax,corn
TransUnion: (800) 680-7289 or ullnvJLrulsuion.cont

4,  Obta in a copy of  your  credi t  repor t  f rom each of  the thrce major  credi t  repor t ing
agencies nnd review them to be sure they are accurate end include only authorized
nccounts, You are entit led to one free copy of yonr report annuaily, To order your
reporl, you rnay visit www.annualcreditrreport.conr or call toll-frec (877) 322-8228,
Carefully review your credit report to verify that you-r ualne, address. account. and any
other information is aocurate and notify the credit reporting agencies of any errors you
detect.

5 . Visit  the Federal Trade Commissionts (t 'FTCtt) website at wrvw,ftc,gov to obtain
addlt lonrl information about how to protect against identity theft, You may also
wish to contact the FTC at (877) FTC-I-IELP (877-382-4357) or TTY: (866) 653-4261 if
you have further geueral questions about identity theft,

Remain vigi lnnt over the next 12 to 24 months and report nny suspected incidents of
identity theft or other misuse of your personal information immediately,

You may call  us tol l-free immediately at 1-866-752-5259,ls we hnve sct up n 24-
hour/7-day pe r week information service to document your questions or concerns
about this mattcr,

6.

7
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Date:
July 28, 2006

4048817777 T-Z l t  P  001/002 F-640

ATSToNgBIRDLLP
One Atlantic Center

1201 West Peaclrtree Slreet
Atlanta, Georgia 30309 -3424

404-BE1 -7000

Fax: 404-887-7777

TBLECOPY
PLEASE DELIVER AS SOON AS POSSIBLE

This facsimilc mcssage and its conte,l ls ore legally privileged and confidentisl informrtion intended solcly for
rhcuseo f theadd ressee ,  I f t he reade ro f th i smcsssge i sno t thc in te [ded rcc ip ien t , yous rehc rcbyno t i f i ed
that any disscmlnntlon, distribution, copying or other use of this message and its contcnts is strictly
prohibited. If you have received thir telecopy in error, plense notify us immediately by telephone nnd return
the  or ig i I stal Service. Tbank You.

Recipient:

Securitv Breach Notifi cation
Company:

Consumer Protection Board
Fox Number: Voice Number:

518-474-2474
Scndcr:

David C. Keating
Message:
Please see the attached letter.

Number of Pnges: ( including cover page) 2

IF NOT RECEIVED PROPERLY, PLEASE NOTIFY US IMMEDIATELY AT Keatins,

USERCODE: KEATD REQUESTED BY: Keatine
CLIENT/lt4ATTER: 009990/030000 OPEMTOR;

LECAL02 / I 003 l3 l 6v l
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AStoxaBnDr.r-p
One Allanlic Ccntct

l20l Wert Peachtree Strect
Atlontr, Ceorgia nn9-3424

404.881 -7000

Pa* &*881-77/7
www.alslorrcom

Davld C lGadng Dire.r DhJ; 40l-8911355 E.mefl dar.'ld.!,ertlng@alobncom

July 28, 2006

Confidcntial

Via Facsimile to 518-474-2474

Consumer Protection Board
Attn: Security Breach Notification

Re; Reporting Fonn sent by Alston & Bird on 28 July ar 4:06 p.m.

Dear Sir/Madam:

A secretary in our Washington, D.C, office inadvertently senr an incomplere
"Reporting Form for Business, Individuals or NY State Enrity reporting a 'Breaclr of the
Security of the System' " (thc "Reporting Form") to this facsimile number at
approximately 4:06 p.m. today. This Reponing Form is premarure. Please disregard and
safely discard it.

I will call yotu office on Monday morning. Please do not hesitate to conlact me
in the meantime if you would like to discuss. I can be reached this weekend on my cell
phone at 678-463-2617.

Sincerely yours,

@ailPryY
David C. Keating

DCK;dck

LEGAL02/300J tJ t6v l

Bnnk of AllEricr Plozs 90 Pork Avenue 3201 l|ccchlerl Cou! Surte 600 T)re Allsnris Buildrng
l0) south rYyon st ?€L surte 4000 Ncw York NY 10015 R:lcigh, NC 2760+1062 9s0 F Sutcl NW

cl\nrlotre,Nc28280-4000 il2.210"9400 9l*s62-uo0 warhinsron,Dc 20004_14o4
70+4|+1000 F.x:212-2109r}14 Fot 9t9'862'1160 202-256-3300

Fta704'444'11rl Frx 202.756-333J



Tbb lrccimile melStgc and iic cont!trts rre legally privilegod apd coalldcntlal lolormgtion intcnded rolely tor
the usc of the rddressec. Il lbe rcrder of thts nrtr;rge iJ not lbc Intrnded r*ipie nt, you rre hereby nottficd
lbal any dlsenination, dlstrlbution, copylng or other uge of tbis lnessrge and itg contents ie strictly
prohlbited. If you hrve recelved tbis ielecopy In error, plcme ootlty us immedirtrty by telephone snd rerurn

lo ur at tbc oddress below vlr tbe Postsl Senice. Thank You.

Arctcl+aBnp.nlrp
The Atlantlc Building

950 F Stre€t NlV
Washington DC 2WA+1404

n2-7#-3ffi
Faa<:202-756'33fi

TELBCOPY
PLEASE DELIVER AS SOON AS POSSIBLE

Date:
July 28, 2006

Recipient:
CPB - Security Breach Notification

Company:
CPB

Frx Number: Yoice Number:
sr9\ 474-2474

Sendcr:

Message:

Number of Pages: (including cover pagc) )

IF NOT RECEIVED PROPERLY, PLEA,SE NOIIFY MARIf, CI"ARK-WOLFE
IMMEDIATET,Y AT (2t2) 7sC3304.

USER CODE; Markk REOUESTED BY: Kathryn Marks
CLIENTMATTER: 009990/030000 OPEMTOR:

Alsron & Bird

aa.eT gq-R7- l .g d'I ' I  CUIS 8 NOIS'IV EEEEjS1ZBZ ; 6q luas xeg



Repofting Form
For Business, Individual or NY State Entity reporting a

"Brsach of the Security of the System"
Pursuant to the Information Security Breach

and l{ctification Aet (General Business Law g88g-aa;
State Technology Law S20E)

Name of Business, Individual or State Entity
Date of Discovery of Breach:
Estimated Number of Affected lndividuals:
Date of Notification to Affected hdivi

?aaiu1nL *tniup /6 frr+''*

Manner of Notification:
ed fidividuals:
Vwritten notiwritten notice

I electronic notice (email)
I telephone notice

Are you requesting substitute nolice? [ ] Yes tF *o (tf yes, attach justification)

Content of Notification to Affected Individuals: Describe what happened in general terms
and what kind of information was involved. Please attzch copy of Notice.

Name of Business or lndividualContact Person:
Tirle;
Telephone number:
Email:

Dated:
Submitted by:
Title:
Address:
Email:
Telephone: Fax;

9e:9t 9O-BZ-LB d'I'I (8rB f t{otrs.tv
- - . - -

EEEEgSLZBZ ; 6q luas xetr



Reporting Form
For Business, Individual or NY State Entity reporting a

"Breach of the Securi(y of the System"
Pursuant to the Infomation Security Ereach

and Nctificatlon Act (General Bucincss Law S889-aa;
9tate Technology Law $208)

Name of Business, lndividual or State Entity
Date of Discovery of Breach:
Estirnated Number of Affected fndividuals:
Date of Notification to Affected ddividuals:
Manner of Notification: [!/written notice

fu^nnL C,ryitra4 *'n.t't'u'

I I electronic nolice (email)
[ ] telephone notice

Are you requesting substitute notice? [ ) Yes tX *o (lf yes, attach justification)

Content of Notification to Affected Individuals; Describe what happened in general tenns
and what kind of information was invslvsd. Please anach copy of Notice.

Name of Business or Individual Contact Person:
Title:
Telephone numbet;
Email :

Dated:
Submitted by:
Tit le:
Address;
Email:
Telephone; Fax:

bf,igt 98-82-LB d'r'I qula a Hotslv EEEEjSLZSZ 1 6q luas xeg
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Reporting Form
For Business, Individual or NY State Entity reporting a

"Breach of the Security of the System"
Pursuant to the fnformation Security Brcach

and 'r€otification Act (General Businesa Law $889-aa;
State Technology Law S208]

Neme of Business, Individualor State Entity
Date of Discovery of Breach:
Estimated Number of Affected Individuals:
Date of Notification to Affucted |idividuals:
Manner of Notification: [!f,written notice

? catnfr,L *rrvit'o Jb fr'*'' *
ttq ,S.ZoO(e

[ ]electronic notice (email)
[ ]telephone notice

Are you requesting substitute notice? [ J Yes lF *o (lf yes, attach justifrcation)

Content of Notification to Aflected Individuals: Describe what happened in general terms
and what kind of information was involved. Please attach copy of Notioe

Name of Business or Individual Contact Person:
Thle:
Telephone numbcr:
Email:

Dated:
Submined by;
Title:
Address:
Emailr
Telephone: Fax:

c c .  c , r  q p _ Q ? - ) A d'I'I ouls t r{orslv EeEEggLZBZ ; 6q luas xeg


