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Reporting Form
For Business, Individual or NY State Entity reporting a
“Breach of the Security of the System”
Pursuant to the Information Security Breach
and Notification Act (General Business Law §889-aa;
State Technology Law §208)

Name of Business. Individual or State Entity  Pediatric Services of America, Ifc,
Date of Discovery of Breach: July 15,2008

Estimated Number of Affected Individuals: 1,239 New York Residents
(approximately 51,000 nationwide,

inclusive of NY residents)
Date of Notification to Affected Individuals; August 8, 2008
Manner of Notification: [ X ] written notice
[ ]electronic notice (email)
[ - ]telephone naotice

Are you requesting substitute notice? [ JYes [ X]No (If yes, attach justification)

Content of Notification to Affected Individuals: Describe what happened in general terms and
what kind of information was involved. Please attach copy of Notice.

On July 15, 2006, a company-issued laptop computer was stolen out of an employee’s
personal vehicle. The laptop computer contained certain files which, in turn, contained
confidential personal information relating to approximately 51,000 individuals, The
confidential personal information included some or all of the following: name and address:
Social Security Number: and, medical diagnostic and treatment information. The theft was
reported to law enforcement and a private investigative agency was retained in an effort to
locate the laptop computer. The laptop computer has not been located and, to date, we have
no evidence that the thief has accessed any of the files contained on the computer. A copy of

the notice being sent to the affected individuals is attached hereto.

Name of Business or Individual Contact Person: Contact: John R. Hamilton III

Title: General Counsel

Telephone number: (770) 840-3234

Email: jhemilton@psahealthcare.com

Dated: August 7. 2006

Submitted by: Jobn R. Hamilton [II

Title: General Counsel

Address: Pediatric Services of America, Inc., 310 Technology Parkway, Norcross,
Georgia 30092

Email: jhamilton@psahealthcare.com

Telepbone;  (770) 840-3234  Fax: (770) 840-3234
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HealthCare

August 8, 2006

[Guar-Name)
[Guar-Address!)

[Guar-Address2]

Jlha

[Guar-City], [Guar-State] [Guar-Zip]

Re: Notice Regarding Potential Theft of Patient Information
Control # {Control #]

Dear [Guar-Name]:

We are writing to inform you that confidential patient information contained on a laptop computer of an employee
of Pediatric Services of America (“PSA™) may have been obtained by an unauthorized individual following the
theft of the laptop computer from the PSA employee’s car on July 15, 2006, We sincerely regret that this incident
has occurred and apologize for any inconvenience that it causes you. To date, the laptop computer has not been
recovered. Unfortunately, the records on the laptop computer appear to have contained confidential information
about [Patient], wmcluding some or all of the following: name and address, Socia) Security Number, and medical
diagnostic and treatment information used in the preparation of reimbursement claims for services provided by
PSA 10 [Patient]. It should be noted that the confidential information did not include any banking information or

credit card numbers.

We would like to assure you that we are working diligently with law enforcement to identify and prosecute the
responsible person(s) and to recover the stolen laptop computer. We have also initiated our own investigation and
will continue our efforts to locate the laptop as well as take steps to enhance the security of our confidential
patient records contained on other PSA computers. More importantly, we want you 1o be aware of the situation so
thar you can take precautions to protect yourself against the possibility of becoming a victim of identity theft from
any unauthorized acquisition of your Social Security Number or other information.

In order to help minimize the possible future misuse of patient information, we suggest you immediately consider
taking the steps outlined on the attached sheet entitled “IMPORTANT STEPS TO HELP PREVENT FRAUD,”
including calling the toll-free number referenced in item #7. The attached information page covers these points in
more detail, and includes explanations as to how these actions can help protect [Patient] from becoming a
potential victim of identity thef.

We stand ready and willing to provide you assistance. Again, we sincerely regret that this theft has occurred and
we will be doing all that we can to protect the confidential patient information in our possession and minimize any

further inconvenience to you.
Yours truly,

Daniel J. Kohl
President & Chief Executive Officer
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IMPORTANT STEPS TO HELP PREVENT FRAUD

I. Carefully review all of your banking and credit card account statements issued since

July 15,2006 and report any unauthorized transactions to the applicable bank or
credit card company. You may wish to consider changing the account numbers on your
existing banking and credit card accounts if you see any suspicious activity, This wiJl
help you to avoid future risk by eliminating the ability of unauthorized individuals to
access your accounts through the use of your old account numbers.

. Notify your financial institution(s) and credit card companies that you received this

notice. This will provide them with notice that information relating 1o you may have

been viewed or accessed by an unauthorized party.

Contact the fraud department at the three major credit bureaus listed below and
ask them to place a “fraud alert” on your credit file. When you place an initial fraud
alert with one of the bureaus, your request will be automatically forwarded to the other
bureaus which, in turn, will also place fraud alerts on your credit file. Please note:
placing a fraud alert on your credit file will make it more difficult for & criminal to open a
fraudulent account in your name; however, it may also make it more difficult for you to
open a new account as wel] because extra steps in the approval process will be required to
verify your identity. Although we recommend that you place a fraud alert on your credit
file as a precautionary measure, you may wish to discuss with the credit bureau how you
might minimize inconveniences to you during the time the fraud alert is active.

Experian: (888) 397-3742 or www.experian,com
Equifax: (877) 478-7625 or www.equifax.com
TransUnion: (800) 680-7289 or www.transunion.com

. Obtain a copy of your credit report from each of the three major credit reporting
agencies and review them to be sure they are accurate and include only authorized
accounts. You are entitled to one free copy of your report annually. To order your
report, you may visit www.annualcreditrreport.com or call toll-free (877) 322-8228.
Carefully review your credit report to verify that your name, address, account, and any
other information is accurate and notify the credit reporting agencies of any errors you
detect.

. Visit the Federal Trade Commission’s (“FTC”) website at www.ftc.gov to obtain
additional information about how to protect against identity theft. You may also
wish to contact the FTC at (877) FTC-HELP (877-382-4357) or TTY: (B66) 653-4261 if

you have further general quesiions about identity theft.

Remain vigilant over the next 12 to 24 months and report any suspected incidents of
identity theft or other misuse of your personal information immediately.

You may call us toll-free immediately at 1-866-752-5259, as we have set up a 24-
hour/7-day per week information service to document your questions or concerns
about this matter,



07-28-2006 08:18pm  From-ALSTON and BIRD 4048817777 T-287 P.001/002 F-64D

This facsimile message and its contents are legally privileged and confidential information intended solely for
the use of the addressee. If the reader of this message is not the intended recipient, you are hereby notified
that any dissemination, distribution, copying or other use of this message and its contents is strictly
prohibited. If you have received this telecopy in error, please notify us immediately by telephone and return
the original message to us at the address shown below via the Postal Service. Thank You.

ALSTON&eBIRD LLP

One Atlantic Center
1201 West Peachiree Street
Atlanta, Georgia 30309-3424
404-881-7000
Fax; 404-881-7777

TELECOPY

PLEASE DELIVER AS SOON AS POSSIBLE

Date:
July 28, 2006
Recipient: Company:
Security Breach Notification Consumer Protection Board
Fax Number: ' Voice Number:
518-474-2474
Sender:
David C. Keating
Message:
Please see the attached letter.

Number of Pages: (including cover page) | 2 |

IF NOT RECEIVED PROPERLY, PLEASE NOTIFY US IMMEDIATELY AT Kean'nj._

USER CODE: KEATD REQUESTED BY: Keating
CLIENT/MATTER: 005990/030000 OPERATOR:

LEGALO02/30031316v]
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08:18pm  From=ALSTON and BIRD 4048817777 T-287  P.002/002

AILSTON&BIRD 11p

One Atlantic Center
1201 West Peachtree Street
Atlanta, Georgia 30309-3424
404-881-7000
Pax: 404-681-7777
www.alston.com

David C. Keating Direct Dial: 404-881-7355 E-mail: david.keating@alston com
July 28, 2006
Confidential

Via Facsimile to 518-474-2474

Consumer Protection Board
Attn: Security Breach Notification

Re:  Reporting Form sent by Alston & Bird on 28 July at 4:06 p.m.

Dear Sir/Madam;

A secretary in our Washington, D.C. office inadvertently sent an incomplete
“Reporting Form for Business, Individuals or NY State Entity reporting a ‘Breach of the
Security of the System’ ” (the “Reporting Form”) to this facsimile number at
approximately 4:06 p.m. today. This Reporting Form is premature. Please disregard and
safely discard it.

I will call your office on Monday moming. Please do not hesitate to contact me
in the meantime if you would like to discuss. | can be reached this weekend on my cell
phone a1 678-463-2617.

Sincerely yours,

il 1o

David C. Keating

DCK:dck
LEGAL02/30031316v1
Bank of Amenics Plaza 90 Park Avenue 3201 Becchleaf Court, Suite 600 The Atlanti Building
10} South Tryon Sireet, Suite 4000 New York, NY 10016 Raleigh, NC 27604-1062 950 F Sereet, NW
Charlotle, NC 28280-4000 212-210-5a00 919-862-2200 Washingtan, DC 20004-1404
704-44-1000 Fax: 212-210-9444 Fax: 919-862-2260 202-756-3300

Fax: 704-444-1111 Fax; 202-756-3333

F-640



This facsimile message and its contents are legally privileged and coafidential information intended solely for
‘the use of the addressee. If tbe reader of this message is not the intended recipient, you are hereby notified
that apy dissemination, distribution, copying or other use of this message and its contents is strictly

probibited. If you bave received this telecopy in error, please notify us immediately by telephone and return

the original message to us at the address shown hefow via the Postal Service. Thank You,

AISTONsBIRDLLP
The Atlantic Building
950 F Street, NW
Washingtor, DC 20004-1404
202-756-3300
Fax: 202-756-3333

TELECOPY

PLEASE DELIVER AS SOON AS POSSIBLE

Date:
July 28, 2006
Recipient: ' Company:
CPB - Security Breach Notification CPB
Fax Number: YVoice Number:
(518)474-2474
Sender:
Kathryn Marks
Message:
Number of Pages: (including cover page) | 2 ]
IF NOT RECEIVED PROPERLY, PLEASE NOTIFY MARIE CLARK-WOLFE
IMMEDIATELY AT (202) 756-3304.
USER CODE: Markk ' REQUESTED BY: ____ Kathryn Marks
CLIENT/MATTER: 009990/030000 OPERATOR:
Alston & Bird

‘62 aa:-qt 9g-/7-/4 d11 ay1g ® NOLSTY E£EEENSLZRZ : HQ juas xey



Reporting Form
For Business, Individual or NY State Entity reporting a
“Breach of the Security of the System”
Pursuant to the Information Security Breach
and Notification Act (General Business Law §889-aa;
State Technology Law §208)

Name of Business, Individual or State Entity _Y¢duatn E‘M A A""'““ e

Date of Discovery of Breach:

Estimated Number of Affected Individuals:

Date of Notification to Affected |aidividuals:

Manner of Notification; [N\ written notice
[ ]¢lectronic notice (email)
[ 1telephone notice

Are you requesting substitute notice? [ ] Yes [)d No (If yes, attach justification)

Content of Notification to Affected Individuals: Describe what happened in general terms
and what kind of information was involved. Please attach copy of Notice.

A : ) e 3 & 4 ¥ \ % Y

Name of Business or Individual Contact Person:
Title; '
Telephone number:
Email:

Dated:
Submirtted by:
Title:
Address:
Email:
Telephone: Fax:

:6d 991 93-8Z-L8 d1T d4i8 ¥ NOLSTY EEEEDSL20BZ : Aq 3uUas xed
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Reporting Form .

For Business, Individual or NY State Entity reporting a
“Breach of the Security of the System”
Pursuant to the Information Security Breach
and Natification Act (General Business Law §889-aa;
State Technology Law §208)

Name of Business, Individual or State Entity ?l&& g= %!M db '4""“ e
Date of Discovery of Breach: Eéﬂw s

Estimated Number of Affected Individuals:

Date of Nofification to Affected Jdividuals:

Manner of Notification: [\ written notice

[ ] electronic notice (email)
[ ]telephone notice

Are you requesting substitute notice? [ ) Yes [)6 No (if yes, attach justification)

Content of Notification to Affected Individuals: Describe what happened in general terms
and what kind of information was involved. Please attach copy of Notice.

Name of Business or Individual Contact Person:
Title:

Telephone number:

Email:

Dated:
Submitted by:
Title:
Address;
Email: .
Telephone: Fax:

1 B4 va:91 98-82-L08 dTT Q4I4 B NOLSTIV EEEEISLZBZ : hFQ Juas xeq



Reporting Form
For Business, Individual or NY State Entity reporting a
“Breach of the Security of the System”
Pursuant to the Information Security Breach
and Notification Act (General Business Law §889-aa;
State Technology Law §208)

Name of Business, Individual or State Entity ?(ﬂ& g Sﬁ!%% “" e

Date of Discovery of Breach:

Estimated Number of Affected Individuals:

Date of Notification to Affected [ndividuals:

Manner of Notification: [N\ written notice
[ ]electronic notice (email)
[ ]telephone notice

Are you requesting substitute notice? [ ) Yes [)d No (If yes, attach justification)

Content of Notification to Affected Individuals: Describe what happened in general terms
and what kind of information was involved. Please attach c0py of Notlce

Name of Business or Individual Contact Person:
Title:

Telephone number:

Email:

Dated:
Submitted by:
Title:
Address:
Email:
Telephone: Fax:
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