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g'LexisNexis"

Fax Cover Sheet
DATE: August 16,2000 TIME:  4 :50 :13  PM

TO: New York State Consumer protection Board
Security Breach Notification

PHONE:

FAX: (5181474-2474

FROM: Linda Cfark

FD(; 561-981-0869

RE:

CC:

PHONE: s61-999-3903

Number of pages including cover sheet: t3

Message

Please see attached.

Conlidential Notice: The docurtlcrtts 0cu(nnprnying this fhcsimile transnrission oorrinil inforrrratiun tlrat i>lesally privilegcd, constitutc inrirle intbrmarion-unlcr securit ies laws or. nre othcrwisc privileged andprolected tiom unauth0tizctl disclosttle lfyou hovc reccived lhis documcnr in error, yqtr are herebyrequesled to cont'cl the sertder' irttrttediutcly by tclephone or othenvisc so rhal we can ar.rorrgc lbr {hc returrrol 'thcse docunreltts' l f you.r'eccivc lhis tclccoiy in error, yor arc heretry rrotif i t 'd t lrat uny tJisulosurc, coDyintdistribrrtion or the taking of nny nctiun irr rcliuncc on rhe conrenrs hcrc,rt ' is srrictly plolibirctl.

Confidential
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Reporting Form
For Business, Individuat or NY State Entity reporting a

"Breach of the Security of the Syslern"
Pursuant to the Information Security Breach

and Notification Act (General Business Law $889-aa;
Slate Technology Law $208)

Name oJ Business, Individual or State Entity Le$isNexis Risk.-Manaqeme.nt tne.
Date of Discovery of Breach: June 27. 2006
Estrmaled Numbet of Af{ected Individualsi 5l New Jork resldenrs -
Date of Noti l ical ion to Atfected Individuals: Ausust" 8. 2006
Manner ol Notif ication: lx ) writ ten notice

I J electronlc notice (email)
1 ) telephone notice

Are you requesting substitute notice? [ I Yes tx I No (tf yes, attach iustificalion)

Conrent of Notif icl t ion to Affccled Intl ividuals: Describe whal happcnecl in gurer;r l  ternrs
arrd what  krn<J of  in f<rrmat ion was involvcd.  Please at tach copy of  Not ice.

p l e a s e  s e e  f i r s E  n o t l . f i c n t i o r r  d c s c r l b e d  { n  l c t t e r  r t n a c h c d ,

Name of [ j r rs irress or lndividual f ]ontact Person: l . inrte ct  rvL
T r l l e :
Tu lephor te  r rumbct ' :
F n r a i l :

C o r D o r a t e  C o u n s e l

5 5  r - 9 9 9 - 3 9 5 3
-Ll nda. Clark tdlcx t sl le5i s , c om

Dated:  A.q. r r .qr- l  6  ,  20[)6 .
Suhmi l t cd  b ) :  I . i  r r d .  ( : l  ̂ ' L
T r l l e :  C o r o o r a c e . C o u n s P l  . _
Addrcss .  66( ) l  Park  o f  Cornmerce  B ' l vd .  ,  Bocn Raron,  FL  33487

Ema i l :  L i nda ,CJa rkQLer l i sNex l s , com
1 ' e l e p l t o r r c  5 6 1 - 9 9 9 - 3 9 6 3 Fax:  i .6  I  :98I-08.69
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Reporting Form
For Business, Individual or NY State Entlty reporting a

"Breach of the Security of the System"
Pursuant to the Information Security Breach

and Notification Act (General Business Law 5889-aa;
State Technology Law $208)

Namd of Business, Individuel or State Enli ty LcxisNexls Risk, Marra.semenr tnc.
Datp of Discovery of Breach: Jurv 12. 2006 ._
Estrmated Number of Affected Inclividuals: J_l1e'., York resident -_
Da teo fNo t i | i ca t i on loA f | ec ted |nd i v i dua | s : J@-
Manner ol Notif ication: Ix I written notice

[ ] electronic notice (emait;
[ | telephone notice

Are you requesling substitule notice? [ ] Yes tx ) No (lf yes, attsch justit ication)

Conrcnl o( Notrf icat ion to AJfecled lndividuals:  l )escr ibe whnt happened irr  general  terms
antJ wh,t l  k ind of information was involved. Pletse attach copy of Not ice.

P l e ; r s c  s e e  v e c o n d  n o t l f i c a t i o r r  d e e c r l b e d  i n  l c t t e r  a t t a c h e d .

Name of [Jusirrrss or lndividual Contact Petson: ] . inr ln ur nrrr
T i t le :  Co lpqra te  ( iounse l_
T e l e p h o r r c  r t u m b e r :  5 6 t - 9 9 9 : 1 9 6 3  . _
Enrail. _!inda. Clark@LeLls.t&-r-i s-coln

t.tnd.r--f,tar'k-'
C o r o o r a E e  C o u n s e J .

A d d r c s s :  6 6 0 1  P a r k  o f  C o q r n q r c e  L l v d ,  t  B o s a  R a t o n ,  F L  3 3 4 8 f

E r t t a  i l : l , i n d a .  C I a r k @ L e x l s N e x i  s .  c o m
" l ' e lephor re :  5b  I -9 t9 - t96L F a x :  5 6 1 - 9 B l - o R 6 s

Da ted .  A , ,q , r rq r  |  61  2005

Subrn i t t cd  by
T i r l e :
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(l LexisNexis

LEXISNEXIS RtSK MANAGEMENT
AvrvonzeD FLoRtoA HousE CouNs€t

A u g u s t  1 6 . 2 0 0 6

C-tttlce of thc New York Stale Attonrey Ccrrr:ral
Asst. Anorney Ceneral in f harge
Burenu of C'onsurncr Fruuds
120 Broudwoy .  J 'd l ' loor
New York .  NY 102? |
Fox: (2 l l )  4 |  f ' -600-1

Ncw York State Corrsurncr Frotectiorr Board (hy
Scuuri ty Bre aclr  Not i t tcat ion
5 Enrpirc Stare Plaza, Suite 2l0l
A lbany .  New York  12221
lrax: (5l8) 474-2474

(hy facsinr i lu arrd mai l)

facsimi lc)

Nuw York Stnte Of l ' icc o l 'Cyher Secrr l i ty  at td Cr i t icn l  In f rast ructure Coordinat iorr  (by lucs i l r i lc )
.10 S. Pcarl Stree( - l ' loor P2
Albarry,  Nuw York t22I1-1425
l iax:  (5 |  E)  474- t090

we are wr i t ing to i r t form you abotr t  two inc idenls af fect ing l .ex isNexis cr ,s(orncrs i r r  which
p$sonally identif iatrlc infttrtnation of Ncw York residerrts muy have be Accesscrl t lrrorrgh
tr t tauthor ized use of  l ,cx isNexis serv ices.  Based orr  the invest igat ion of  cach o l  thesc i r re idetr ts .
Lt r iuNexis is  not i l 'y i r rg thosc indiv idunls whosc pcrsonal  in fo lnrat ion rnoy have hecn accesscd.

lhe first irrcidettt irtvtt lved s slate BD\iernrnent user lD lhat was rnisuscd lry n govcrrrrrrerrl
etnployee t) pcrlbrnl unautlroliz-ed scarclres on the l,!:xis,cotn servicc. Upon invcstigutr6n.
l-cxisNexis is rtoti l 'ying.5 | New York residerrts whtrse inlbfnratit lrr rrruy havc beerr arr;ussed 

' l 
he

secottd ittcidettt involvcd unattthorized seorches l:y a crrslorner's enrpl0ycc who wns ituthorized [o
Itnvg 6esc55 to atrd tr.se of Acr-'urint. but rnisrrsed thc servicc lo obtairr infolntuliorr on ctrrtairr
i r td iv idunls lor  pcrsonal  reasons.  Uport  invesf igat ion-  LexisNexis is  not i ty ing I  Nr .w Yorh
rcsidettl whose intbrrttation nray have beeu accessed. A copy of the nrrtif icalion letler sr:rrt irr
cont t rJc l iur r  wi lh  each i r tc ident  is  urru losed.

l ,cx isNsxis wi l l  notr fy  n l l  potcnt ia l ly  af fected i l r tJ iv i t luo ls  hy le t ler .  As cxJr la ined rhere in.
LexisNesis is  pruv id ing f ree credi t  rnoni tor ing serv i ! 'cs lo  cach i r td iv iduol  and r t ld i t ior ro l
ass is tar tce f ree,r f  c l turgo should t l tcrc  he any i r rd icat ion of  rT isuse qr l 'pcrsunol  i r r forr r rat iorr  le lor i r rg
t r t  l l r r :  inq l rv idual .

Our i r rvest igot ion fo l lowing cach inc ident  was corr rJuctcd i r t  cooperat i r r r r  wi th thc a l lected
cuslotncr unrt law cntbr'cerhent wlrere o;rplrrpriate

660 1 Park of Contnrerce Blvtl . Uuca Retrrn. FL 11467

56  l - 99q - ]961  Phonc '  561 -081 -0869  Fax
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El  |  : - r .  I
T LCXISI\EXIS-

Page Two

Very Truly Yours.

n
4---i.** L . L{,ir-'..I--
Y,udo K. Clark

Errc losulcs ( Fornr Not ices)

l ' lease do nol lresitale to cor)tacl nre nt ( 5 6 | ) 999-3 961 il- you hnve quust iorrs or cotlccnls



LexlsNexts"

URGENT.  DO NOT DISCARD
I tTI PORTANT SECURITY INFORMATION

Sample NotiFrca.tion Letter for First Incident

lJor.J
TT33999999
A B A}JYNAI'E
1:3 AAIY STREE_
AT.TYTCWH U-s 01 :34--6i8

944i  SprLngboro Pike

I l iamrsbrrrg,  OH 45i41
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f-'LexisNexis'
Augu51 E, 2006

r"r'e9999999

Anytown LIS 01214-.5678

Dear A B Anynomc:

'dii i  wii i ing i{i r"ou on beii i l l  ct-Lcxist.lcxts bocatt!.e r. ie bcli ' ,, i ,,,0 lhgl cn employlc cf s !..cxi:Flcxi:, eusli mo;
his account in an unattthnrized nranner that allowed surnc pcrsonal informarion about yuu to be vicwc<,1. That infolnotrln
ntay hlve included your natlre, address, Strciul Scsurity numhcr ond/or Driver's l. icense number. we unclurstund that such
t tna t t l ho r i zeduseo rcxposu rcDrsyc lea tea l i sko f i d .un t i t y rhe t randwe t reu i i 1  ve rysu r i ous l y .  A l t houghweh0v r :no
evidence tltat yout ittforntation ltas bucn misused, we arc noliiying you s0 that you can, if yuu deern appropriate, talie
aLldit ional steps lo pru(rct your pcrsonal informalion, Wc dccply regret lhrrt indivrdunls l ike yorr, who nre tlre primary
beneficiaries of LexisNexis'producls und scrvices, may havc treen aftbctecl by this incrdent.

l lnw l.rrisNcxis Wifl Assis,tYgu_

We are cotnmined to assisting you lhrough this t,nfotlurtalf , i luuti(rn and providing you with the lools to correct any
problelrrs lhul rnuy urisc.
'I 

o that und, wu urr; wurking with Equitalw, a credit nlCnilgentcnl utrcl idcntity l lrr:. l i  prrrt{iotiop scrvice, to hclp ynrr monitor.
your crcdrl rr:por{s Rrr onc ycar at no cosl

Eqrri lax wil l help you protecf your iduntity and your crcdit inlhrnrarion through thu.sc srups:

l. I ' lacing a fiaud alert on your ffediL ti lc at Eqtrifnx alrd tlrr: othcr two credit lnporting aguncies. lransl.lnion and
Expcrianl and

2. F.nro l l ing yotr in Eqtr ifax Credit WatchrM Cold iderttity thc l i protecrion scrvrce nnd ubtuin ing your .1.in- | Cfud ir Re n0rt
lor yOU.

]hese sqrv icesale- l le . r lgproyidedtovot t  o tnocost .  This lc l t_crandthc_,at tac.hnr t r r r  i r rg ly lgeygryglngyouncedtosignun
for this freQ sgri.r-e-.

l l ' thcrc is rcason lo believe that y0u have been a victittt of [r 'rrrrd as a resulr of this incidelrt. we have arranged fbr yr_ru to
have Occess to the Eqtritax Fraud Viclinr Assislunce Progran" 

' l-his 
program includes ortc.on-one counseling frorn un

Equi fax Fraud Spccia l is t  ur td prov ides yuu wi lh :

r Frattd Edrrcation Providers - afraud Specialist rvrl l provide you wirh inlbrrnariun that wil l help vorr prorrclively
prolect yourse l i l iour identity thcfl and providc intbrnalion lo you regilrding rhc crcdit reponing ageiruios, ,r.h as
telephone nutrbcrs, Wcb sites and mailing addresses, ancl

o l-f0ud Assislirrr(11 - u Fruud Spccialist wil l providc l irrt rvit lt a slEp-by-stcp pr()ccs\ to redLrce your expr)sure ro
ftrnlrer.f iaud atrd clcur rrp arry ncgrttivi; credif ini?rciires in ytrur rturtrc h1 lrclping vpl wr"i l( lsttut.s thitt you Inay
send to dispulc fraudulerrt cccout)ls al crudit hureals ond with creditcrr.s.

How !.o f nroll

Equifax has a sintple lttterttet-bosed vcril ' icul. ion and enrollntcrrr l)rocess, Gu l.u raww.nrvsg-v-icns..equifix.com/lcxis, ancl
fcrl low tlrese sreps:

' Step l. - Regi{ratiott. Clornplctc tltr lortn witlt yourc(,11tir(t infbrrnation (nurne, addrc'ss, relepltorrc nurrber, Social
Socurity numbcr. t lute of birth, c-tnatladdress), The inlbrnration is plovitJurl in a secure cnvironrnclr.

. S!-e"n 2----Vegih, Yottr 'f denli lv: Et;uilax wil l verify youl ir lcrrrity by asking yolt one ()r two \ecuriry questions.
r S&nj - Qlds'r Summarv: During thc "che(k oul" prorrl l i , prcrvide thc following promorional codu

LEXIS2.XXXXXXXXXX in the "F.ntcr  Prot lor iop Coc[" 'bux,  (This code c l inr i r rat rs  t l re  need to prov ic le a credi t
card number tttr payntenf )

.  S leD4*Go lo lhcMembcrCen te r ' ,whe reyouuunucu rs r t l r e l . i n - l  C rcd i r l t epo r t .  Youw i l l  r ece i vga f ' o l l ow-up
e-rnai l  conl i r r la t ion of  yotr t 'enro l l tnet t l  in  Equi fax Crcc l i r  Warch idcnt i ry  thcf t  protect io l  surv icc.

AUG-16 -aAA5  17 :38  F r  om:LEXISNEXIS  -  LEGRL

A ts Anynamc
123 Any Strcet
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lf yorr prefel, you can order th( crlroll lncnt nraterials to lrr rletivered via U,S, M,rrl. Pleose chll the F.qrri lax Custonrer
Serv icc Cenler .tt | -866-5 72- I 424, providu lhe promot ionrt I c odr frrlm Step J rhovc und the ir Custorrrcr Serv rcc
rcprescrrtotive wil l assist you itt urdcrinq thtsc selvicvs.

ArJdi t ional  Re(our t€r

ln  addi t ion to the support  t l t tough Equi lax.  you rn0y o lso r r ' rsh to ut i l izc { }ne or  l r rore of  rhc fo l lowing resuurccs:

.  We have created u specia l  Web s i tu wi lh  the in fot rnat ion conla incd in  th is  l t : t ter .  p lus addi t ional  in f r r lnrat iurr  regarding
identity sEcunty. Visit the sitc at httu,'/privlrc)fircts.lcrr\tU.$!,!.gD, l lynrr prefer ro spcak wi?h solncone at

_LgI,sltlqjgft_tlrly lgaqh u s al ! - !!(16 291 -J 8 94-

r Morl slutes have a consutnel lraud divisiou, und you Crilt l  also cnlist lheir hc.lp. A l ist 0f slatc offices rs aviri lable on rhc
spccia l  LexisNcxis Wub s i te l is lcd above.  You r r rny a lsu cal l  us at  l -866-29i - i894 to ohta in th is  in format ion

'  For  more get tcru l  educal . ional  i t t furnrnt ion on iderr t i ty  t l rc f t .  v is i t  the Fedqtu l ' [ radt  C]ornrn iss ion Wcb srre
!r{w qq!r_u!I9.LC,u-4d_tb-efl, ur call ot 1.E77-lDTHEli ' l  ( l-U77.438-433E).

\vlry Docs Lctisll,, ierir l. ln.yr' l  his Tvr.re nf Informolfon?

[.cxisNexis provides rrrl irrmarion such as public records. ptrblicly avnilahle inlnrtnution and non.publru inforrrration (such
ns Soci i l  Secur i ty  nurnhcrs and Dt iver 's  L iccnse ntrmbels)  ln  bt rs i t tesscr ,  g0vcrnmenl  and legal  professionals for  legr l imate
buStncss uses.

Lr:rxisNcxis only provitJcs access to non-public information lr) cuslonrers with a lt.gully pcrmissible purpose. '[hese

cuslotners include law etrfolcenterlt agcncic.s, fcdcral hornelatrd sectrrity depat'trncnts, prospeclivc orrploycrs, blrrkinq and
f inancia l  5s;v ices c(rmpanie5 and i t tsurance carr ie ls .  Uxamples of  the wrys l .cx isNexis products rnd $erv ices arc used
inc ludt :

r  Bunks ver i ly ing t l te i r  cuslomcr in thr tngt iorr  for  ncw ac(oLtr r (s  or  loan appl icr l i t t r rs ;
.  Insurance corr rpanics vcr i fy ing thr i r  cus lomer in fornrot ior t  lo  redt tcc appl icurr l  and c la ims f l 'aud in  ef lhns to kecp

insrrrancc roles lower: ahd
r  Telecomnrunicat ions cQrnpunies ver i t t iug thei r  appl icarr r  i r r furmat ion tbr  i r rs tant  r :c l l  phonc serv ice.

Ag,aitt, we regrct any trouble this irrcrdent rn(y causu you. W( pledgc our conlinucd cornmitment ro rcducirr.q this rl,pe oi
incident. We wil l conllnuc to work wilh our curitomcrq and rrlrpropriate i lulhoril ips lo inlFrove tlutu safcgrrards rnd privacy
prorccIiot]5

Ve ry  l r u l ; , you rs .

J*"^{?t
, lanres M. Prch,  CIO
LexisNexis Risk Managcnrenl  Cru,p

Dir tc t  ( lor rcspondclct ;
Lcx isNcxis Regulntory ( .ompl  iance
944 i  $pt i11o$ero Pikc
Mianr isburq.  Ol  |  45 i42

Wn[.lr rr ir t,nd?[r)r\
( r  r0 l t (  l - c r r rNt r r l  l  t j r v r * r r r r  r r fR t r td  E lsc l rc r  Inc  A l l  r rp l r tucser r '6 (
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The tquifax Consumer Proleclion Solution

Equi lax is  p leascd to of fer  yorr  ; r  s( ) lu t ion t l ' l ; t l  wr l l  l r r  lp  yot i  pro lp(r t  vorr r  i (k .nt i ty . rn( l  y(nr t
crcdi t  in forn l , r l ion.

p_[](t: ..r Fra r(d:ALgl_!
A [ r , r t rc l  a ler ' t  is . r  corrsurncr ' ! t i l tcmcnt  added to y( ' r , t  ( : re( l i t  r ( t )or l .  

- l l i r .  
\ t . l t r :nrenl  i l le t ts  r . ret l r tors

ol  possib lc  l raudulcnt  . rc t ivr iy  wi ( l r r r r  yor . r r  r t ,pot ' l  , r !  rvc l l  . rs  requesls th, r t  fhe l ,contact  you pr i r l r
- -(O ii ' i t i i i) i i ihin[j An'y tCC0UniS in'] '( iut i ' i ;mC.Cilr+ i l i i l  t i . i i j i l  Ait i i  iS'i '( id(:f i i(ryd.)ri l  Crt't ir i-rqtpqyi;

creditors should contar:l yr'trr 1;rrir.rr to cslablishin,l "rny account irr yrrrrr n;nte, [o pldce d frarrd alert
on your tqui{axR rreclit f i le, you nlny (or'.rt( 'rc.l our (rr.rlo fraucl l irte;rr l- l l tt6-7(r(r-UU0B, nnd {ollow thir
sr r ' \ rp le [ , r { r r ip ls ,  ( . )nr .e the l r . rud r le t ' l  h ls  bcor  p l " r r  cr l  wi th Equi i , rx .  . r  nol i f r f  n l i ( }n wi l l  be sent  to
t l re r . r thur  twu credi t  repor t inB ngencicg,  Exper i . t r r . r r r r l  T lansl ln iCrn,  r . rn your  l r r "hal f .

lnr r r l l  in  Equi tax Credi t  Wrrch. l !  and-obta i r r  ycrW_ jygrr - l  ( . redj t  Rr l r r r l l
lhr , .sc Eclu i fax credi t  in lorm;. r l i r . rn  sol t t t iur r> wr l l  l r t  uv i r l t :  yorr  wi t l r  i l r l  " t . r r ly  w.r r r r ing systcr 'n"  t ( )
t : l r , rn11t ,s  l r )  yorr r  Fqt l i f . rx  crec l i t  f i ls . rn i  1e 111i616,r t t , rnr l  the contenl  of  yr - t r r  r . r r :d i t  f i le  l t  t l ' ro  rhree
crcdi l  repor t inB JB,Hrrr . r t \ .  Spt : r i l ic r l ly ,  the fcatutc.s , . r r r t j  }enc ' f i ts  o i  t ' , r ,  l t  sr t l t r l i t r t t  i t re

Eqtr i f . r r  Crer l i l  Watch provi ( les y( . )u wi th a l -yeur  f r  r r ' t l l )ership serv i r r i '  whi r  l r  inc lur les:
'  Dai ly  a ler l .  r rut i f icat io t rs  of  ch, ' lnge(  in  yr ; t t r ' I t1r r r [ , rx  Crecl i l  l (eprr rp ' ' l [ i l l  r ' r r , ry  l rc  an indi r ' ; r t r t r

ol iclentity thelt, :uch (rs new acc-ount ()l)er)r'rIs rr(:w Lre(lif inqrrries, atl(lfes:; r, lronges
ancj /or  balant .e c l tanges.  l f  no r l ranges occur  (hr ' t t l j  l l re  nronth.  yor t  wr l l  teceivr , . l
"No News is  Cood News" not i f ic . r t ior r

o Accuss to yortr l.qrrrf;tx Crcdir Rcl>t:rl
.  24 by 7 l ive i lgent  ( - : r rs tonrcr  Set  v iCu' tO ussis l  ) , r ) t r  In  l rnd0rstarrdrr r l . i  t l rc  l .or r tent  r r l i  your

Ic;utfcx r-Iedil inf()rrnilt ioll, to prOvide person,.t ltzed ifJentity thel' l  vir-t int; l(si\t.)nce anCI in
r nit i.r t inq ; 't n invcsti g.rt iorr of i l 'rar cu rule i nfitrnr, rt rnrt

.t rn 1 Crccli l  Rcport l l tr>vidcl yurt wilh an easy-l{.).fr-:. lcl, sirrgh: ruporl t i l .1l tr.rrrtt irrs your crcrl i l
i r rkr rm.r l ior r  I rorvr  a l l  t l r rcc cr t :d i l  tepor l ins. lEar ' rc i r i , ,  Y9u wi l l  . r lso l r , rvr .  ( , lLcess lo  our  Custor ler
Scrv i tc  dt :cn ls .

The; rcomp. tny in l r ,  l r111gr  con( j l i l t s  thC ins t ruc i io r r \  l r i r  i ) l ) td in i r rg  th i : : r .  , c ' rv r ( . r ' \
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URGENT . DO NOT DISCARO
IMPORTANT SECUR]TY INFORMATION

Sample Notification Letter for Second Incident

TTSCt3001
A B LfJ','t'iAME
123 ANY STREET
Ar.{vTowI'J us $789-1 234
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O'LexisNexis'
July 3 l ,  2006

l ' r '9(x)s00 |

Anytown US 067E9- l2 l4

De ar A lJ Anynanre:

i-um wiiilng t0 tED ofi 
-nehoit'ot 

te xili.ie xir, ailci oni' itbTidiary c-r)rpuny, SEisint, Fetirrse we bEiieve tlrat-all empl<lyee of-
a Scisint customer may have used hur uquount in an unnrrthorized rnunncr that allowcd sonte personul infonnstion aborrl
you to bc viewed. ' l 'hat infotrnolion mry have included yaur narncr uddrc5g, Social Securiry nurrrbtrr ancl/or Driver's
License numhcr. We undcrstand lhat such unauthorized use ol'exposurc rrray creAte a risk of identiny tlruft and we trcat i l
very seriously. Although wc have no cvidsnce that your infurmation has been misused, we orr,r rrulifyins you so thal you
c.rn, if you decm uppropriale, lakc additinnol stops tu protect your personal ittftrrrrrction. We dccply reo.ret that individr,rrls
l ikc yorr, who nre tlre prirnory bcncticiaries of LcxisNexis- prcrducts and serviccs, rrray hnvt bc(n affected by this incidunl.

How Ltr isNex. is  Wl l l  Assis l  Yorr .

Wr ure comrnincd tq ossistir lg you through this unlbrrunate situutiun and providing you with (he tools to conecr any
prohlems rhat mry orise.
' lo that end. we arc wolkirtg wi(h l ' lqrritaxO, a credit nlauagelncnt and identity theft plotcctiun rcrvice, to hclp vorr ruurri lor
yorrr crcdit leporrs fr-rr one yetr tt no cosl.

Equifux wil l help you protect your idcntity and your credit irrfornrutiun through thcse steps:

| , Plfioirrg a tinud nlefi on your qredit f i le at Equifax and the othel' two crr'dil reportlng agencies, TmnsU nion und
' Expcrianl and
2 .  F .n re l l i ngyou inEqu i faxCrcd i tWa tcb rMCo ld iden t i f y thc f l p ro tecnonse rv i ceandob tu in ingyou r l - i n - l  C red i tRcpo r r

lor yorr.

These-s.er-yi-ces are beinrorov t ar D-o_!_aj!--I-!Ilg.ll9r._an-d-$gattachnrent inriludc evcrything you need tusign up
for this t-ee service.

l l t he re i s reason tebe l i eve tha tyouhavebecnav i c t i u ro f f r ' ou r jEsu resuho f th i s i nc iden t ,wuhavea r rangec l t b l you tu
huvs;1sss5sto l l rcEqui faxt ' raudVic( i r lAssis tancsPrugram. Ih i tprqgsnrninc ludesoni- ' - r rn-( ln€counsel inqf ior t rarr
Equifox Frarrd Spcciulist and providcs you withr

r Frnud [ducation Providcrs - u Fraud Spccialist wil l provide you with infurmalion that witl help you proacrively
prolocf yoursclf from identity theff and provide inlbrmation to you regording tlre *edit rcponing agencies, such as
tclcphone rlurnburs, Wcb sites and nrail ing ar' lclrcrscs; and

r Fraud Assistance - 0 Frcud Speoialist wil l Pltrvirle you with a step-by-srep pluLiess to leducc your exposure to
t'urrhcr frlud ond clear up sny neqative credit infelertccs in your name fry helpittg you write lencrs thar yrru rnily
send to dispu(e fraudulcnt Bccounts at credit buleous and with creditors,

l low to Enrol l

bquithx has a simple lntenret-tlascd vcril ication and enrollntcnl process. Co lo www.Nvscrviccl.equifax.com/lexis, i lnd
follow thcse steps:

r Step. I Req.istrotiorr: ()omplete the lbrnr with y,.rur cuntact informstion (nanre, nddrcss, telephone nuurbet, Social
Seuurity number, dste of birth, e-mailaddress) "l ' lrc intbrmation is provided in u s(jsure environnrent.

. Step 2 - Verifv Your ldentiry: Flguitax wil l vcrify your idr'ntity hy asking you one or (wu sccunry quesrions

. Step I - ()tstsriunrns4: During thc "chcck out" proccss, provide thr: fullowing promolioDal codc
LEXIS?-XXXXXXXXXX in the "Enrer Protnotiort C,rtje" box. ( lhis code eliminotes the rtscd to provide a credit

c,rrd nrrnrber for prrymrnl.)
.  S t cp4 . -Go to thcMcmberCenrc r .whc reyouca r ruscu$s lhc l - i n - lC rcd i tRepo r t .  Youw i l l  r ece i vca {o l l ow-up t ' -

rrrail conlirmation of yourcnrollment in Equifax Credit Wutch idenrity thcft protectiou survioc.

A B Anynarle
l2 l  Any Strcct
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l f  you prefer. you cun order rha enrol l tr ! :nt materials to be dcl ivsred via tJ.S. Mail .  Please cal l  the Equiiox Cttstomer

Se lv ic r :Centc rar  l -866-572-1424,prov ide thepror r r r . r l iona l  codc l romStepJobovcand lhe i rCustonrc rSetv ice
reptcscntatrvc wil l  arsist you in ordering l l rgsg sevv;cr:rt

Adrl i( ionrl  Rcsources-

In addit ion tu thc support through Equifax. you Inay also wislt  (o rrt i l ize one ot more of thc fol lowinq resources:

r Wc havc crealed a special Web sire with the inforrnation contained in this lqttsr, plus additional infolrrratiun rcgatding
identity security. Visit rhc site at [g/glrigcylh.C1s_]qit!$l!,c_U!t. ll'you prefer to speak with sunrcone at
i,e ,i isNFiisJ0ti mat rdncir Ut ul FE66-291:3894.

r Mosl slrtes lravc a censumel ft 'aud division, and yotr can ulso enlist their help A l ist of state officcs is availablc on the
spccia l  LexisNexis Wcb s i re l is ted abovu.  You may a lso cal l  us ut  l -856-293.3894 to obtn in th is  in format ion.

r l;or nrore gcneral educirtional information on identity theft, visit the Federal Trode Corrrmission Web sitc,
ww!.cglllulls.'royAdlb9ft , or call at I - 877- | DTFI EFT ( | -8 7 ? -4 ] 8 -43 3 l).

Wltv Dues LexisNexis Have TIls Tvnelof Information3

l,exisNexis pr{rvidos infornration such as prrblic lecords, publicly available irrformation and non-public infurntaticrrr (ruclr
as Sosial Sccrrrity nunlbers anrl F)river's Licensc numbers) to husiness, governmcnt and legal pt'ofessionals for lcgitrnrale
business uses.

l,exisNsxis only plovides rcccss tD non-public inlormation to custonrels with a legally pcrmissible purpusc. These
customers Inclrrde lqw enforccnrent agcrlcies, fedcral horneland securiry dupartments, prospe.ctive crrrployers, banking anrl
f irrancial services conrpnnies and insularrcq suniers, ExarnpL's of the wnys LexisNexis products and strvlcus are trsed
inc ludc:

r l lanks verifying their customer inforrnotion fbr rrew accounts or luun applicatiorts;
o Insurfnce conrpanies verifoing their customet'informrtion to rcduce applicunt und glatms tintrrl i tr effont to kcep

insurunce rates lorrycr; und
. Trleconrrrrunications cornpbnics verifyingtheir irpplicnnt intbrmarion for inslant ccll phone servict.

Again, we rcgre t any trouble this incident may citusc you. We pledge our Continued commitmenl to rcducing tltrs typu trf
incident. We wil l continuc to wor.k with our customers and appropriatc uuthorrties l.o intprove data sufeguards sn(l privacy

protcct ions.

Very trrrly yuur5,

)*.{?t
Jarncs M. Peck.  CEO
l.cxrsNexis Risk Marragement  ( . i roup

[)irett Corrcspondcncc:
| .ex isNr:x is Regulatory Cornpliance
9443 Spr ingboro Pikc
Mianl isburg,  Ol  t  45: i4?

Wllch rj n ttgdonrrl ol Eqrifr^ lrrc Othcr prodr,cl: or scryir* rn;'y br trodcrrrr\t ( 'T rcUii5lf lcd l l i ldcmnrks oftharr rclDr(l lvc (o$)pxnt(l

t) lDoO l-cxrrNcxir : drvr*rr[ r: l F.tcd Elt(vr.. lrre. AJI i l IhtJ ttsclvcd
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Thc tquifax Consumer Proletl ion Solttt ion

l-rlrrif.rx is g:rlu;rsetl irr uffer you a sr)lution th.1l wrll lrt ' : lp yuu l)rolccl yorrr ir lentity ancl y()uf
t. rr. 'dit irt lor rtr.rl ion.

il!l.!,:*r., Fr.r tr tJ A I er I
A irirucl .rler' l  is ir (-ons!tmer sralempnt.,rddecl to yt'rur crcdit rcport. l l t is ri l 'rtemeut alerts t:rcditors
Ol pr.155idg fr;udulcrrt.rctivity wil l 'r in yorrr reporl as wcll as f\: lquesl\ lhat they conlacl you pliof
r z , . . ' < r > l r l i c l r i ' r .' r '  ' - , r a w , , J ,  

" '  
' 6  u ,  ' /  r r L  L v

r ; rcd i tors s l rsu l ( l  conla( : t  you nr . ) r  to  establ is l r i r iH any L ' l ILLrr rnt  an your  r ]ame. To t ) l i lcc a f tautJ a ler t
r - )n yDUr 'Equi fax$ credi t  f i le ,  yr . ) \ r  may contacl  ouf  r ' \u to f raur l  l inc at  1- t lOLt-766-0008,  a ' r t l  fu l low thc
s inrp le 1: ronr l r ( r .  Orrcc the f rat rd a ler t  h . rs  been p laccd wi t l r  Et l r r [ ; tx ,  a  r rot i { icar iot t  wi l l  bc scnl  lo

thr :  o t l rcr  lwo r . ret l i t  repol t rng agencieg,  Expcr i . rn arrc l  Tr . r r tsL lnron,  on your  bchal f  .

E"riro!|-111Equrfux Credrt W;rtch.rM .rnd-o]Dlin#rl:J;rrr-l ('.rerlil !l.r:ppt-t
lhc:c Ecprifox crctl i( rnformation colutir.rns wil l provirlc yor-r with arr "r ';uly wtntinB ryl;t(\r11" to
charrgei  lo  yor . r l  Ec lu i f . rx  t . r r : r l i t  f r lc  and lo unrJr . rs tand t l re  conter t  o f  your  cret l i t  i i le , . r t  the three
rrcr l i t  re l r r r r t in l i  agencies.  Sl rer  i f i ra l ly ,  t l rc  fe , r t t r res; rnc l  benet i ts  r . r f  qroch solu l ron,r re:

Equt l , rx  Credi t  War.h prov ic les you wi th a l -yr l , r r  r r renr l r r . ' rsh ip serv i ( r ' .  which i r rc . lur les;
.  Dai ly ; ler t  not i l ic , : t ions of  changes i r r  yorr r  tq t r i f . rx  ( - r 'ec l i (  RePor l rMthat  nr . ty  L le an indi r , r tor

o[ idc'ntiry rheft, such as now;r(( (unt operrings, new crcclit iuquiries, utlt jrcss c.lrlnges
.rnd/or blrl.rnce chorrBqs. l( rru r:lrrrrges occur during the r'rrorrtlr, yuu wil l receive ir
"No News is  Cood News" r tut i f i r .a t ion.

.  AccL's$ lo  yoUI Equrf . r . r  Crp( l i l  Report

.  24 Dy 7 l ivc agcnt  Cusl r t r \ ter  Serv ice to tss is l  you in  undc"s l , rnc l rng the conlpnt  r . r l  yot r t
Ic1ur i , lx  crccJ i t  in f r ] rn l i : l rurr ,  t { )  prov ide person0l izcd ic lcr r l i ty  thef t  v ic t im,r ( \ i i fnnce.r r ' lc l  i r l
i  n i t iati ng . ' l  n r l 'rvesti l i ,r l  ir.r r r uf r nacc urote infornrarion

. l , rn- l  Crcr l r t  Rt :yu l r l  prov ides yorr  wi lh  i ln  c i lsy- to ' re. r r l ,  s inglu repor l  lh i lco l r tc- r i t ' ls  y t lur  q1sdi1

info lnr . r l i r l r r  f rurr r . r l l  lhrcc credi t  repr) r t ing agcncies,Vru wi l l  i l lso have;rcr .ess to or . r r  Cvstur i rcr
Servir:e (rHcrrls.

Thp , t r .cr )nrp. r r ry ing le t ter  cunl i t ins the ins l r r rc t ions for  obt ; i r t i r rg t l rcsc serv ices.


