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Important Information on
Chase Credit Monitoring

Please complete the attached enrollment form, with your Social Security Number and signature,
which are necessary to process your enrollment in Chase Credit Monitoring, Please return this
form in the envelope that is provlded.

Chase Credit Monitoring provides you with:

accounts opened in your name, inquirles, or derogatory credit informatlon repofted to
the credit bureau. If there are no changes to your credit file, we will provide you with
quafterly "No Activity" notices for added piece of mlnd.

y Personal Asslstance: You'll get the help you need disputing inaccuracles on your credit
flle and reclaiming your identity rf you become a victim of ldentity theft. You rnay even
be reimbursed for up to $10,000 for any eligible identily theft-related expenses that you
might incur.

> Credit Information Hotline; Answers to questions about your credit file.

Chase Credit Monltorlng features credrt monltorlng services from Transunion, LLC. Chases uses Afriniqn Group to provlde
thls information to you. Chase Credit monitorlng ls not a credil counseling serulce and does not promise to help you
obtaln a loan or improve your credlt reqord, hasbry or rallng.

Chase Credit Monitorinq Enrollment Form

Sample A. Sample
1234 Main Street
Anytown, TX 12345

Social Secunty Number:

Chase Credit Monitoring features credit monitoring servlces from TransUnion, LLC. Chase uses
Affinion Group to provide this information to you. Chase Credit Monltorlng is not a credit
counseling service and does not promise to help you obtain a loan or impmve your credit recprd
hisbory or rating. By signirlg below, I authorize Affinion Group, on behalf of Chase Credlt
Monltoring, to enroll me in monitoring Services for my credit file.

Signature Date:--
Please note, that this membership is only availabh to the addressee Return by mail to:

Chase Credit Monitoring
TBD Street
TBD, TBD 12345
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Chase Bank USA, N.A.
Legal Depanment

201 N, Walnut Street
Wilmingron, DE l9g0l

302-282-3736
Fax 302-282-g361

Consumer protectlon Bourd
Securify Breg ch Notification Faxr 518-474-24:4

Fromt Frzurk R, Meyc.r.
302-282-3732

Message;

Please see attachecl notitication for.nr nnd atlachmenrs,

I:;ff :;ff il,T,i:rry!i'15"'*;: jrtrj:i!-J:i:T"i:JJTiryil:TTi::r**
individuor or entiw named rbove. itryou.r,rr.'rr..irra i 'r,iJ communicsrion in error,pteare norirv us b" t.r.f;;;;;;;;i,i",.,, ," rh;;;;;un'r"r.ng, ror rhe rerurn orthe originar and art copies to u, nilo cost_to you. ln ttrrnterim, prease note that;li *H ffi ;:Xlil 1', *1 lml,"'j.m*:; ;:,ff i" ..ii,i i*-u,. # i',,,r,,
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ReportinE Form
For Business, Indiv idual  or  NY State Ent i ty report ing a

"Breach of  the Secur i ty of  the System"
PurEuant to the fnfozrnatj.on Security Breach

and Not i f j .ea t ion  Ac t  (Genera l  Bus inees  Law 5889-aa;
State lechnology Lraw 5208)

-Naxp=of-Buatnes 
a, individual o=.-.State nnt i ty t-_

Chase Bank USA, Nat ional AaeociaCton

DEte  o f  D iscovery  o f  Breachr 7/70/06

Eetinated Number of, Affected fndividuale: 755,773 lW tealdents

Date of  Hot i f icat ion to  Af fected Ind iv iduaLa:

Manner  of  Not i f icat ion l  (  X I  wr i t ten not ice
t I  electtonic notice (enail)
I  I  telephone notice

Are you requesting substitute not, ice? | I  Yes I X ] No
( r f ,  yes ,  a t tach  l ue t i f i ea t i on )

Content of Notif ication t0 Afl 'ecte<t lndividualst Describewhrt happened in general
terms and whal kind of inlbrmation was involved. Please rttach copy of Notlce.

Five (5) bock up cumpuler lnpes in o single locked box were misidentified ns tldsh ontl

lhrown out, The topes conlnined tlte personal information of certnin cuffent ond

former Circuit Cily credit cnril nccount holders, os well ns certain Circuil Ciry

emplo-vees snd other indivirluols whose npplicnlions for a Circuit City Card were

deniedi No olhtr Chnse flcclunts were involved in lhis incidenl,

llorkihg closely with the U,S. Seuet Service, Chnse conducted a thorough

invgs|lgrlirn ond believeo thal the lopes, contnined wlthin a locked box, were

compacled, dastroyeil onrl tre buried in a landfill where the trash was tdken. Chase

hns been monitoring oll of the rffccteil sccounls and has not identifted ony misase of

persofinl informnlion connectetl to this' occurrence,

Indivldunls whuse nume and uccttuttl number were on the lnpes were notilied. Please

see sltoched Letter L If nn indivirlnnl's socinl security number was nlso on the tapes,
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lhnl person wns otlered a crerlit monitoringproductfreefor one (l) yeor, Pleose see

altached Leller 2. The Circuit City employees and those whose applications were

denied were noli/ieil nnil olfercil n creilil monitoring produclfreelor one (I) year,

Plense see Lellers J nnd 4,

Nrme of Busincss or Individual Contnci Personl Frank R. Meyer
Title: Vice President and Asst, General

Coansel
Tefephone numbon 302-282-3732
Email: frank,meyer@2hase.com

Dated: 9/7/06
Submitted by: Fronk R, Meyer
Titler Vice Prcsiilent anil Asst. General Counsel
Address: Chnse Bonk USA, N,A.

201 N, l{nlnutSteet
Ll/ilmington, DE 19E01

Email: liank.meve(tDchfl,te,colt
Telephone: J 02-282-3 7J 2
Far: J02-282-8361

PLEASE SUBMIT THtS FORM TO ALL THREE (3) STATE AGENCIES as fol lows:

Fax this form to:
i

CPB: i
Security Brtach No t i l ' icrr t ion
Fax: 51E.474-2474

NYS Office of Cyber Sccurity and Crit icrr l  lnlrasfructure Coorcl inatlon (CSCIC):
30 South Penrl St,
Floor P2
Albany,  NY 1220?



CHRSE BANK USA, N.R. Fax:3022828361 Sep 7 2006 10:32 p.O4

Fax: 518-474-9090

snd also Fqx & Mnil this form to:

Attorney Generul:
Asst. Attorney Genentl in Churge
Bureau of Consumer l ' rnuds

- - !20 Broedwry -  3I lFloor--
New York,  NY 10271
Fax: 212-416-6003
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(dato)

802-99999e99ee
Cugtomcr narne
Address
City, ST Zip
Barcode

Deor ---,

Chasc taker very seriously its rwponribility to handle consumcr informstion with confidentiality and
discretion at all timer. Unforrunatcly, we recently discoverod that computer tapes that containsd your
name, address and Circuit City credit card account number werr mistakcnly idcntiffed as trash and th,rown
out.

There is no indication that any of the data storod on there taper has been uscd inappropriaretyar a regultof
this incident, We deeply regrel that this has occurred and apologize, and we want to iske a prudcnr
opproach in safeguarding your personal information by letting you know of this isrue and the steps you may
take to proteot youself,

Wilh tho asgistance of federal law enforcement authorities, we have conducted a rhorough and exteneive
investigation of this incident rnd s sesrch for the tapee, Although we have been unable to locate he tapes,
we believe they wcro compacted, destroyed and taken to a landfill whcre they were buried, We have no
teqsonto believe that anyone acceesed orrued yourpersonrl information as a reeult of thie iesue. Our
continuingreview of your sccount hae not revealed any surpicious activity connected to thie insident. You
csn continue to u8e your acCount ss you normclly would.

To be extra cautious in prolccting your pErronal information fiom any fufurc, unauthorized activity, we wilt
continue to monitor your sccount. We will contact you if we detect any suspicioug activity, Of couree, you
ate never rerponrible for unsuthorieed chargce thst src made to your account, We aleo want you to know
that we hsve rcinforced our procedures snd training tro ensure the proper handling of informarion,

In addition, lrpre aro somc othcr steps you can r.ake to help protect yourself.

' Yoh are cntitted under federal law to g€f one free comprehenslve dirclocure of alt of the
inbrmation in your oredit filo from each of tho thrce national credit bureaue lioted below once
every l2 rnonths. You may request your frac annual crcdit report by visiting
http:/1wwrv^A.onr:alCrcrlirRrnofrcqn or oolling (877) FACTACT. If you notice ony inaccurore
inbrmation on your credit bureau reporte, you ahould immediarely nolify tlre credit bureau to
hsve it conected.
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. Ag slwayg, continue monltoring your aocount statement snd your credit reports carafltlly during
-- - the next_l ?:24!4o4!q, tr1 malg 9or1a!1 tlere havc been no unauthorized trsnsactions made ot

new aocounts opened in your namc. If there ig unautho-i-d ae iivity on tny ieeouDi.oi if an--- - -

unauthorized account has been opened in your narnc, contact the appropriate financial institution
immediately.

' Contrci one of the thrce nationsl credit burcsus bclow to rcquert thst sn inltkl flee 90-dry
lrrud rlert be addcd to your peraonal file. By requesting a 90-day fraud atert, snyone seeking
credit in your nsme will have to hqve his or her identity verified. The credit burcau you conlsct
will forwsrd the fraud alert to the remaining two credit bureaug aulomatically. The informetion
for each ofthc three burcaua is as follows:

Equifax Experirn
(800) 52s-628s (888) 397-3742
P.O. Box 140241 P,O. Box 9532
Atlanta. GA30374-0241 Allcn, TX 75013
ht$f{wunrequlfa&caq

. Vklt the Foderal Trade Commisriort (FTC) webrite at http://www,consumer,gov/idtheft to
review the information available in the "Tske Charge: Fighting Back Againet ldcnlity Thefl"
brochure. You may also call l-817-43t-4338 to request r free copy. Ifyou are a victim of
idcntity thcft, report it to the FTC.

Again, wo apologize for any irtoonveniencc thir has csused you and want to lsaurc you thal we are hete to
hclp you, Wo have no greatef assel th6n your trust. Please do not hegitrtc to contact us if you have any
quostiono regarding thir matter. Wo cEn be reached, toll-ftee, at l'877-?E4-7840 from 7 a.m, to l2 n.m.
(EST) sevcn days a wcck.

Sincerely, r A -
_! 1-A#
at t ts l  1  i lL l l /  - )fi*tq T fttt'{ut/,4

ut
Harry F. DiSlmono
Executive Vice Prcsident
Chaso Bank USA, N.A.

TransUnion
(t00) 680-72E9
Fraud Victim Assieiancc Division
P.O, Box 6790
Fullenon. CA 92834-6790
h !tp. ;lwrry.lrsnEmion. cffn

LCCN 00/00
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(date)

E0r-e999999999
cuJlomsr nsme
Addrece
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Barcode

Desr

Chasc takes very seriously its rcsponsibility to handle consumor informrtion with confidenliality and discretion
at all timce, Unfurnrnately, wc reccntly discovered that computor tapee that contained personal information
about you cuch 05 your name. Circuit City credit card account number and Social Security numbQr were
mistakenly identlfied as trash and thrown out.

There ig no indicotion that any ofthe data itored on these tapes hss been uaed inappropriatoly as a result ofthis
incident. We deeply regret thst this hss occurred ond apologrze, and wc want !o take a prudent approach in
safoguarding your personal information by lening you know of this igsue and thc stcps you may take to protect
yourself.

With the assistance of federal law onfofccment authoriticE, we have conducted a thorough and oxtonsivc
invcetigation of ftis incident 6nd a aearch for the tapes. Although wc hsve been unsble to locate the tapes, we
bclicve they were compacted, destroyed and taken to a landfill where they were buried. There ia no indication
that anyonc acceseed or used your peroonsl informrtion as a result ofthis issue and our continuing review of
your account has not revealed any suepieious activity connected to this incidcnt. You may continuc to usc your
account ac you nomally would.

To bc cxtra cautious in protecting your personal information from any fuNre, unauthorized activity, we will
continue to monitor your account. We will contact you if we detect any suspiclous activity, Of couree, you arc
ncvcr refponrible for unarrthorized charger thrt are made to your account. We rlro wsnt you lo lnow thet wc

have reinforced our procedures and training to ensure the proper handling of information.

i

In addition, hereisre some other steps you can take to help protect yourself.

. You arc cntitlgd under federgl law to get onc free compr:hene lve dlcclorure of all of the
infonnation in your crcdit filc from osch of thc thee national credit bureaus listed below once
every l2 months, You may requ€ct your freo annual crcdit rcport by visiting
htp://www. AnnuElCrcditRcnorr.com or calling (877) FACTACT, If you nolico 8ny inacouratc
inforflrstion on your credit bureau reportE, you should immediately notify the credit burecu to have it
cofiedted,
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. At always, conlinue monltorlng your account statcment and your crcdit reporu conlulty during
fte ncxt 12-24 monthr, l,o mrke certoin there hsve been no unauthorized transactions made or
new accountE opcned in your name. lfthere is unauthorized activity on any lccount or ifan
unsuthorized sccount has been opcned in your nEme, contact thc rppropriste financigl inetinrtion
imrtcdiately,

. Contrct one of the tluee national credit burpsul below to rcquert that an fififal trn 9A-day-
tlaud alert be added to your personal file. By requcsting a 90-day fraud alert, anyone rceking
credit in your nrme will have to havc his or her identity verified. Thc credit bueau you contnct
will fonvard the fraud alert to the remaining two crcdit burcaus automatically, The inforrnetion
for each of the threc burears is as follows:

Equifax Experian TranrUnion
(600) 525-6285 (888) 39?-3742 (800) 680.728e
PO, Box 740241 PO. Bor 9532 Fraud Victim Assistance Division
Arlanra, cA 30374.0241 Alten, TX 75013 p.O. Box 6790
httpllwww,equifaxnom http://wwwerpcriqn.com Fullcrton,CA 92834-6790

httr ://www. trsnsunion. com

. Vlsit tho Federal Trade Commiwion (FTC) websito at http://www,congumcr.gov/idtleft io
rcview tho infrormation avrilable in lhe "Take Charge: Fighting Back Againrt Identity Thefl"
brochure, You moy also call l-8'77-438-4338 to requcst a free copy. If you are s victjm of
idmtity rheft, report it to the FTC,

Al8o, to further pro(ect you, wc are offering you the opporh$ity to enroll in Chase Credit Alerr for one year
qt no cost io you. This service providee !n extra level of security to you by offering:

' Derily notificstion from TtcnaUnion of new accounts opencd in your Dame, or cenain dcrogatory
infurmation about you reporlod to TtaneUnion,

' Quarterly notifications whcn no chonges to your credit bureau have taken placc.
' $10,000 in identity thEft insrusncc.

To enroll, plense complete and rchrn the enclosed Enrollment Form no laterrhEni.IorrEmber_L2006.

Again, we apologize fot any inconvenicncc thie has caused you and want t0 assure you that wo ue here to
holp you. W$ have no Er€atcr aeaet than your trusl. Please do not hegitate to contact us if you have any
qu4tions tegprding ttris matter, We can bo resched. toll-free, st l-87?-284.7840 from 7 a.m. to l2 a.m.
(EST) seven Eays a week.

Hrrry F, DiSlmono
Executive Vice Presidcnt
Chasc Banft USA, N,A,
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Chase takes very scriously its responsibility to handle consumer infonrtation with confrdentialiry and
discretion ar oll times. Unfortunately, we reccntly discovered thst computer tapes that contained personal
information about you were mietakenly identified as trash and thrown out. The informstion appears to have
been performancc management information related to your cmployment at Circuit City. The information
gencrally would havc included youl n6me, addrcsc and Social Security number. The information wss
msintsined on computer systems thal were purchared by Chaae when it purchased the Circuit City crcdit
card portfolio in 2004,

There is no indication that eny ofthe data stored on these taper hag been used inappropriately as a result of
this insident. We dooply regret thal this hDs occurrod and apologize, and we want to take r pnrdent
approach in uafeguarding your personal information by lctting you know of 0ris issuc and the stepl you msy
takc to prutEct youreelf.

With the sssirtance of federal hw enforcement suthorities, we have conducted a thorough and extensive
invcstigation of this incident and a scsrch for the tapea. Although we have been unable n locete the tapes,
we believe they were compacted, dertroyed and taken to a landfill where they were buried. We havc no
reason to believe that anyone accesged or used your personol information ss a reeult of thie incident. We
also want you to know that we have roinforocd our procedures end uaining to onsure the proper handling of
information.

In addition, ltcre src some other steps you can take to help prot€ct yourrelf.

' You aro cntitlcd under federal law to get one free comprehcnrive dicclooure of all of thc
information in your credit file from each of the tfuce ngtional credit burelus listed below once
every L2 months. You mry request your flec annual credit report by viuiting
htf ://W$w,Annua,lCreditRenof.com or calling (877) FACTACT. If you notice any in^accurate
information on your orodil burcau reporte, you rhould imrnediately notify thc credit bureau to
halvc it conccted.

' Ar always) continue monltorlng your credit repons ctrefully during thc next 12-24 montho, to
mgke certain thete have been no unruthorized trsnssctions made or new accountg opened in your
rrahne. If tlere is unauthorized activity on sny account or if an unauthorized account hae bcan
opcned in your name, contact the appropriate finutcisl institution immediately.
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Contrct one of the three national credit bureaus below to rtquest that an inltlol llee 90-dey
fntd alert bgqdd_e{to, your - e$onll file.-By-rcopesting a 90.dp,v liaud alert, anycne sceking--
cledit in your namo will havc to have his or her identity verified. The crsdit bureau you contact
will forward the fraud alert to the remaining two credit bureaur automltically, The inforrnation
for each of thc thrree bureaus is ae follows;

Equifax Experiur
(800) 52s-6285 (tE8) 397-3742
P,O, Box 140241 P.O. Box 9532
Atlanta, CA 30374-0241 Allen, TX 75011
hftr://www.eqrifax.com htmlAvwvy,elprrian.com

TiansUnion
(800) 680-7289
Fraud Victim Assistance Division
P.O. Box 6790
Fullenon, CA 92834-6790

. Virll the Federal Trade Commiseion (FTC) website at http://www.consumer.gov/idtheft to
revicw the information available in the "Tske Chuge: Fighting Back Againrt ldontity Thcft"
brochure. You may also call l-877-418-4338 to request a free copy. Ifyou ara a victim of
identity theft, report ir to the FTC'

Also, to further pmrect your we are offering you the opporhrnity to eruoll in Chase Credit Alert for one year
at no cost to you. This scrvice provides an extra level of security to you by offering:

. Daily notificstion from TransUnion of new accountl opsned in your name, or certain derogatory
infoEnstion Bbout you repoftod to TtangUnion.

. Quarterly nolifications when no chrnges to your credit bureau havc taken place.

. S10,000 in identity thefl inguance.

To effoll, plcase complete snd return thc enclosed Enro.llmcnt Fonn no latrr-lhan Novrmber l. 2005.

Again, we apologize for any inconvenience this hae caused you and want to assure you thst we are herc to
he lp you, Plcase do not hesitate to contsct us if you have any queitions regarding this matter. We can be
rcuchcd, roll 'frqc, st l-E?7-264:7s40 flom 7 a.m, to l2 e,m. (EST) eeven days o wcck,

;

4'@
Harry F. DiSim{ne
Executive Vice Prcsident
Chqse Bsnk USA, N.A.
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Dear

Chase takes very eeriously its responsibility to handle consumcr information with confidentiality and
discretion at all timcs, Unfortwtately, we recently discovorcd thut computor tapes that contained perEonal
information about you that was provided in an opplication you submined for a Circuit City credit card,
which mry. or msy not have resulted in sn account, wcrc miatakenly identificd as traah and tfuown out. The
application coqld hsve been submined geveral ye0r9 ago and the information on your application gcnerally
would have included your nane. addrcss end Social Security number.

There is no indication that any ofthe dsts stored on these tapes har been used inappropriately as a rcsult of
this incident. We deeply rogct thal thic has occuned and apologize, ond we want to take a prudent
approach in safeguarding your personel information by letting you know of this issuc and thc Eteps you rnay
takc lo protect yourself,

With the assistince of federal law enforcemcni authorities, we have conducted a thorough and cxtcnsive
investigation of this incident and a eearch for the taper, Although we hovo be en rurable to locste tho tapes,
we believe they were compactcd, destroycd snd taken to a landfill where they were buried, We have no
reason to believe that enyone accessed or used your perronal information se s result of this incidcnt. We
algo want you to know thal we have reinforced our proccdureg and training to cnsure the proper handling of
information.

ln nddition. here rre qomc oiher stepl you can take to hclp protect yOurself.

I

. Yoti arc ontitled under federcl law to gat onc frce comprehenclve dlrclorurc of all of the
infqrmation in your oedit frle from each of the thre e national credit burcsuo listed below once
evefy l2 months. You may request your free annual oredit report by visiting
hfiS//wwwuA.nnualCreditRnpnnnom or calling (877) FACTACT. If you nolice any inaccurato
infqrmqtion on your credit bureau rsports, you ehould immediately notify the credit bureau to
have it correcled,

. As always, continue monltorlng your ctedit reports earefully during the next l2-24 monrhs, to
rnako oertain there have been no unsuthorizod transactiona made or new accounts opened In your
namo. l f thereisunauthorizedact iv i tyonanyascountor i fanunauthodzedaccounthaebeen
opened in your nqme, contact thc appropriste financiol institution immcdiately.
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.- Coniaci one af ihe iliiec national e r:dit b..:resue belcw te rsq'.rst. tlat an inltlr! f!ee,9Gde,v -
fnud elert be added to your personal filo, By roqucsting a 90-day fraud alert, anyonc seeking
credit in yoru nsme will hrve !o have his or her identity verified, The credit bureau you contact
will forward tho fraud slcrt to the remaining two credit buregus automatically. The information
for earh of the three bureaus is as follows:

\ C h a a + - L a c c n r . r . c ' a  
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Equilbx
(800) s2s-6265
P.O. Dox 740241
Atlanta, GA30374-0241
http://www. equi fax. c om

rk- -+ i  , ' . ' -
Y

Experion
(EEE) 397.3142
P.O. Box 9532
Al lcn, TX 75013

TransUniort
(800) 6E0-72E9
Fraud Victim Assiatance Division
PO, Box 6790

http://wunp.experian.com Fullerton. CA 92t34-6790
httn://www.trensun i on. cem

Vhlt the Federsl Ttade Commisaion (FTC) website qt http://www,conoumer,gov/idtheft to
review the informahon avnilable in the "Tbke Charge: Fighting Back Against ldentity fiteft"
bmchure. You may also call l-877-43E-433E to request e fiee copy, If you arc a victim of
identity thefl, report it to the FTC.

\-
Also, to furthor protect you, wc are offering you the opportunity to enroll in Chase Credit Alert for one year
at no cost to you, This service provides an sxtrq level of security to you by offering:

Daily notification from TransUnion ofnew accounts opened in your narne, or certain derogatory
information about you reported to TransUnion.

: rirffil1Jii:ffiil:Jl:l,H;i,*"'t]o 
vour credit burcau have tarcen prace

To enroll, please complete and retum the enclosed Enrollrnent Form no lsler thFnjllovernhFr l. m06.

Again. we apologize for any inconvoniencc this has caused you and want to as$ure you that we are here to
help you. Pleasc do not hesitste to contact us if you have ony questions reganding thia mattcr. Wc can bc
reached, toll-froti, ar l-877-284-7840 ftom 7 a,rn. to l2 q.m. (EST) seven days a week.'Wiqh
Harry F. DiSimore
Exccutive Vice President
Chase Bank USA. N.A.
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