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November 30,2006

Tbiesa A. Santiagb; Chairperson anci Execuiive Director
New York State Consumer Protection Board
5 Empire State Plaza, Suite 2101
Albany, New York 12223

Dear Chairperson and Executive Director Santiag:

The purpose of this letter is to notiff your
impact residents of your state. First, let me
(CPS) takes all privacy concerns seriously
similar incident in the future.

office of a recent security incident that may
state that Concentra Preferred Systems, Inc.
and is taking appropriate steps to prevent a

In the early morning hours on Thursday, October 26,2006, one of CPS' satellite business
offices - and five other businesses within the same building - were broken into and
burglarized. Property stolen from the various businesses includes a variety of easily
transportable items, including cash and a lock-box from the CPS office's data room that
looked like a "cash-box." This lock-box contained a number of back-up data tapes, as
well as blank data tapes.

CPS has confirmed that the data tapes stolen included information from various client
engagements. Concentra has confirmed that the data tape cassettes stolen included a
subset of information from Humana Inc.'s members.

To date, the analysis performed by CPS' Information Technology team indicates that
some of the missing data included personally identifiable information (PIf , Based on the
nature of the crime and the items taken from the six businesses burglarized, law
enforcement authorities believe this to be the act of cornmon thieves looking for cash or
pawnable items of value, and not the act of sophisticated criminals targeting PIL

CPS is a business associate of Humana and provides insurance administration services.
In consultation with Humana, CPS will send notification letters to a total of 75,243
Humana members across multiple states that may be impacted by this situation.

Notif,rcation letters were sent to 523 Humana members in the state of Louisiana who were
impacted by this situation. Attached you will find a copy of the letter that includes the
steps an individual may take to enroll with a credit monitoring service. In addition, we
have also notified the consumer reporting agencies. If you need any additional
information, please let me know.



We deeply regret this incident, but want to assure you that CPS has various safeguards to
protect individual information including policies, procedures, and technical safeguards.
CPS engaged a team of private investigators who have been working in close
coordination with local law enforcement. In addition, we have launched our own intemal
investigation, including a thorough review of additional security measures and actionable

_qtgpq to plevenJ future occurrences. CPS will promptly report to your office and
appropriate law enfrircement ofl-lciaiS any iniormation rhat is shared wiih'ris that indicates
this information has been inappropriately used.

Again, we understand the gravity of this situation. Piease do not hesitate to contact me if
you have any additional questions regarding this situation at the telephone number or
email address below.

Dona-Marie Geoffnon
Vice President/Privacy and Security Officer
Concentra Preferred Systems- Inc.
615-778-4066
dona-marie. geoffrion@concentra. com

cc: James Theiss
Chief Privacy Officer, Humana Inc.

Enclosure
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Date

Patient Name
Address
city, ST Zip

Dear Patient Name,

We are writing to notifu you of a recent incident involving your personal information. Concentra Preferred Systems

(CpS), a Busiiess Asstciate for Humana, has recently had some computer data files stolen from one of its office

locations. Unfortunately, the data contained personal information of yours. Although we believe the risk of

exposure to be minimat, ii ls possible that your information may have been compromised. We deeply apologize for

this unforfunate situation and have taken actions to address this case.

The following is some additional information regarding the incident and may answer some of the questions you

may have:
1.) Why does Concentra have my information?
To help control costs, health plans (such as Humana) routinely audit claims to make sure that the amounts billed are

uppropii^t. for the services piovided. Often times health plans use trusted third party vendors such as Concentra to

perform specialized claim audits'

2.) How did my information get taken?
Inthe early moining hours on ihu.sday, October 26,2006, a CPS satellite business office, and five other

businesses within the same building, were broken into and burglarized. Stolen property included a variety of easily

transportable items such as cash and a lock-box from the office's secure data room that looked like a "cash-box'"

This lock-box contained a number of computer data files'

3.) What type of data was stolen?
The informaiion on the data files was in many different types of formats and in some cases, not all, may have

included the patient name, date of birth, your health plan identification number, date of service, CPT (numeric

insurance biliing code), numeric diagnosis code, provider nalne, and provider address' In addition, there may be

instances where certain files may have contained a Social Security number.

4.) Is it l ikely that someone will use the data?
To retrieve information from the data files, the criminals would need to have very technical computer knowledge

and specific computer equipment (including software). Therefore, we believe it is highly unlikely that common

criminals would be able to access the information.

5.) What is CPS doing to prevent this from happening again?

A police report was im"mediately filed and law 
"nfo.""-int 

authorities have launched an investigation and efforts

remain focused on the apprehension of the criminals. and the rapid recovery of the stolen data files.



CPS has installed additional security measures at the offices where the break-in and theft occurred. They
immediately hired2417 off-duty police officers to guard the facility until a new security alarm system could be
installed. The company has also undertaken a thorough review of the additional security measures that could have
prevented this theft as well as steps they will implement to prevent future occurrences. To date, they have
completed implementation of several resulting measures and countermeasures.

6.) Should I do something to protect against identity theft?
We consider the iisk of identiry theft in this situation io iie exiremely- lo'*'due to the Cifficulty in getting the dat-a off - -
of the files. However, we encourage you to enroll with the credit monitoring service being offered at Humana's
expense through Equifax Consumer Services. This service can help you protect against misuse of the information.
This service includes credit monitoring with Equifax Consumer Services for a year and provides up to $20,000.00
of identity fraud expense coverage. We strongly encourage you to sign up for this free service to protect yourself
from the potential misuse of information. Instructions on how to sign up for the service through mail or fax are
enclosed. You may sirnply sign the enclosed form and mail to:

Equifax Consumer Services
P.O. Box 105496
Atlanta, GA 30348

7.) I have a question that was not addressed here. Who can I contact?
Please feel free to call CPS' hot line at 866-508-6411, Monday through Friday from 7:00 AM to 5:00 PM and we'll
be happy to help. If you have questions regarding your enrollment with Equifax, please call Equifax Customer
Service at l-800-437 -4179.

Again, please accept our sincere apology for this incident. Concentra Prefened Systems takes its commitment to
maintaining the security of confidential information very seriously, and we very much regret that this situation
occurred. Although it has not been determined that the information has been misused or disclosed in any way, as a
precaution we have notified and will continue to work with Humana on this incident.

Sincerely,

Dona-Marie Geoffrion
Vice President/Privacy & Securitv Officer

cc: James S. Theiss
Chief Privacy Officer
Humana Inc.



For your added protection ...

Humana has arranged with Equifax Personal Solutions to help you protect your identity and your
credit information at no cost to you. The steps to follow:

i. Enroii in Equiiax Credit WaichrM Goirj witii 3-iii-1 lvfoiiitoring identity the{l piotection
service.

2. Additionally, you may choose to adopt an increased level of protection by placing a fraud
alert on your credit file at Equifax and the other two credit reporting agencies

Equifax Credit WatchrM Gold with 3-in-1 Monitoring
Equifax Credit Watch will provide you with an "early warning system" to changes to your credit
frle and help you to understand the content of your credit file at the three credit reporting
agencies. The key features and benefits are listed below.

Equifax Credit Watch Gold with 3-in-1 Monitoring provides you with a one-year membership
service:
o Comprehensive credit files monitoring, with daily notification of key changes to your

Equifax, Experian and Trans Union credit files.
o Automatic notification of key changes to your credit files from any of the three agencies.
o If you enroll online, you have access to one 3-in-1 Credit Report and unlimited copies of

your Equifax Credit ReportrM. If you enroll by U.S. mail, you receive quarterly updates to
your Equifax Credit Report.

. Up to $20.000 Identity Fraud Expense Coverase with $0 deductible at no additional cost to
you. Certain limitations and exclusions apply.t

o Premium Customer Care 24 hours aday,7 days a week, to assist you in understanding the
content of your credit information.

How to Enroll
Use the enclosed enrollment form, or go to www.myservices.equifax.com/tri to enroll online.

In the Promotion Code box. insert this code:

If you choose to enroll online, just follow these steps:
o Step 1 - Registration: Complete the form with your contact information (name, address,

telephone #, Social Security Number, date of birth, e-mail address). The information is
provided in a secured environment.

o Step 2 - Verity Your Identity: Equifax will verify your identity by asking you up to two
security questions

. Step 3 - Order Summary: During the "check out" process, insert your Promotion Code,
exactly as noted above, in the box labeled "Enter Promotion Code." This code eliminates the
need to provide a credit card number for payment.

r Step 4 - Go to the Member Center: Under "Product List," select Credit Watch Gold with 3-
in-1 Monitoring to access the product features.



Fraud Alert
A fraud alert is a consumer statement added to your credit file that lasts 90 days. Once the fraud
alert statement is added to your credit file, it alerts creditors of possible fraudulent activity and
requests that they contact you before establishing a credit account in your name. To place a fraud
alert on your Equifax credit file, you may contact Equifax's auto fraud line at 1-877-478-7625,
and follow the simple prompts. Once the fraud alert has been placed with Equifax, a notification
wiii be sent to tite other two credit reporting agencios, Experian and Trans Llnion, on your behalf.

ENROLLMENT DEADLINE IS t ]
(specify date)

t Insurance underwritten by Travelers Casuahy and Surety Company of America and its property casualty affiliates,
Hafiford, CT 06183. Nothing stated herein affects the terms, conditions and coverages of any insurance policy
issued by St. Paul Travelers, nor does it imply that coverage does or does not exist for any particular claim or type of
claim under any such policy.



EqprFAx Equifax Credit WatchrM by Mail with 3-in-1 Monitoring
Enrollment Instructionsenlighten I enable I empower

Complete all of the information below and mail or fax to receive your Equifax Credit
WatchrM by mailwith 3-in-1 Monitoring.

Fair Credit Reporting Act
I authorize Equifax Consumer Services, Inc. ("Equifax") to obtain my credit report and monitor my credit file at one or more
consumer reporting agencies, as necessary for me to receive Equifax Credit WatchrM (the "Service"). I understand that
Equifax cannot accept authorization from any person other than the individual joining the service and confirm that I am at
least 18 years of age and lam requesting my own personal information. I understand that there wil l be additional terms and
conditions included in the Service materials that I wil l receive, including without l imitation additional provisions regarding
cancellation rights, and limitations on Equifax's l iabil i ty, and I wil l be bound by those terms and conditions unless I
immediately cancel the Service upon receipt of the complete terms and conditions.

Signature (Required) Date E-Mail Address (Optional)

Please return this form bv either:
FAX: MAIL:
1-888-729-0083(toll-free) EquifaxConsumerServices

P.O. Box 105496

Please use a Black or Blue Den and wrile vour

EEEEEEEEEUB
in PRINTED CAPITAL LETTERS without the sides of the boxes like the

EEEEUMEE
Social Security Number Date of Birth

rT-n
First Name

fil i-Itt
Monlh Day Year

M.t.

T
Last Name JR, SR, l l l ,  etc.

Current Mailing Address

House Number Street

Apartment Number / Private Mailbox

[I]
StateCity

Gender Dayt ime Telephone Number

Zip Code

Promotion Code

T
(M/F

(rr-n)
Must Fil l  In to Obtain Product

t-t

HM1/ESNG3

Atlanta, GA 30348
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Facsimile Gover Sheet
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To: Teresa A. Santiago,
Chairperson & Executive
Director
New York State Consumer
Protection Board
518474-8583
518474-2474

Dona-Marie Geoffrion
Concentra lnc.
Vice President/Privacy and Security
Officer
615-7784066
615-778-9114

Gorn pany:

Phone:
Fax:

From:
Company:

Phone:
Fax:

Date: 1214106
Pages including this E

Gover page:

CONFIDENTIAL
This nmmunication is confi.dential and is intcniled only for the percon named .No
one other than the nantedrecipient is authoizzd to use tLrc information containe here in
any manner. If you haae receiaed this communicationin error, please call tht se
identifu the error.

COMMENTS:

Please replace the previous letter that you received from Concenha Pre
Systerns as the nurnber of residents in your State was incorrect.

r t o

Please do not hesitate to telephone me with any questions you may
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November 30, 2006

TereStA. Sentiag-; Ch-irperson and EibCutive DireCror-
New York State Consumer Protection Board
5 Empire State Plaza, Suite 21 01
Albany, New York 12223

Dear Chairperson and Executive Director Teresa A- Santiag;

The purpose of this letter is to notifl your office of a recent security incident th m^y

p . 2

impact residenls of your state. First, let me state that Concentra Preferred Sy
(CPS) takes all privacy concerns seriousJy and is taking appropriate steps to
similar incident in the future.

In the early morning hours on Thwsday, October 26, 2006, one of CPS' satelli
offices - and five other busiresses within the same building - were broken i

from various lient
stolen i a

Inc.
a

business
ald

burglarized. Property stolen from the various businesses includes a variety of i lv
transportable iterns, including cash and a lock-box fiom the office's data room t
looked ljke a "cash-box." Tl'ris lock-boK contained a number of back-up data , & S
well as blank data tapes.

CPS has confirmed that the data iapes stolen included information
engagements, Concentra has confirmed that the data tape casseftes
subset of irrforrnation from Humana Inc.'s rnembers-

ash or

To date, the analysis performed by CPS' Information Technology tearn indicale that
some of the missing data included personajly identifiable information (PI!, on the
naflre of the crime and the items taken frorn the six businesses bwglarized, law
enforcernent authorities believe this to be the act of common thieves looking for
pawnable items of value, and not the act of soph'isticated criminals targeting PII-

CPS is a business associate of Hurnana and provides insurance administration selvices.
In consultation rvith Humana, CPS will send notification letters to a total of 15.2il3
Humana mernbers acros$ nrultiple states that may be impacted by this situation.

Notification letters were sent to 12 Humana members in the state of New York ulho were
irnpacted by this situation. Attached you will find a copy of tho letter that includ{s the
st€ps an indil'idual rnay take 1o enroliwith a credit rnoniioring service, In accordan{e with
New York law the New York State Office of Attorrrey General, Deparhnenl of L[w and
the New York State Office of Cyber Security & Critical Infrasftucture Coordination. We

I
I
I

I
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I
I

have also notifred the consumer credit reporting agencies. If you need any addirional
information, please let us know I

I

We deeply regret thjs incident, but warit to assr,rre you that CPS has various safi
protect individual informarion including policies, procedues, and technical

Again, we understand the gravity of this situation. Please do not hesitate to con
you have any additional questions regarding this situation at the telephone num
email address below.

p . 3

s to
s.

CPS engaged a team of private investigators who have been working in close
coordrnatlon wliorciinatibn witb ioeal iaw enfw en-fotcernent. in adriirion. we have iautched our o iniernal
investigation, including a thorough review of addirional security measures and ionable
steps to prevent future occurrences. CPS will prornptly report to your ofhce
appropriate law enforcement officials any information that is shared with us
this information has been inappropriateiy used.

rne if
OI

Sincerely,

g4r-fnct4.,trW
Dona-Marie Geoffrion
Vice President/Privacy and Securily Officer
Concentra hefened Systems, Inc,
6t5-778-4066
dona- rnari e. g eoffrion@co nc entra.cont

cc: James Theiss
Chief Privacy Offioer, Humana Inc.

Enclosure
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Date

Patient Name
Address
City, ST Zip

Dear Patient Name,

We are writing to notify you of a recent inoident involving your personal information. Concentr
(CPS), a Business Associate for Humana, has recurtly had some oomputer data files stolen fr,
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Prefered Svstems
one of its office

the risk of
apologize for

the queslions you

billed are
as Concentra to

other
variety ofeasily
a "cash-box."

locations. Unforhrnately, the data contained personal information of yours. Although we
exposure to be minima[ it is possible that your information may have been compromised. We
this unfortunate situation and have taken actions to address this case.

The following is some additional inforrnation regarding the incident and may answer some o
rnay have:
l.) Why does Concentra have my inforrration?
To help contnol costs, health plans (such as Humana) routinely audit claims to rnake sure drat
appropriate for the services provided. Often times health plans use trusted third party vendors su
perform specialized claim audits

2.) How did my information get taken?
In the early noming hours on Thursday, October 26,2006, a CPS satellite business office, and f
businesses within the same building, were broken into and burglarized- Stolen property included
hansportable items such as cash and a lock-box from the office's secure data room that looked
This lock-box contained a number of computerdata files,

3.) What type of data was stolen?
The information orr the data files was in many different types of formats and in some cases, not
included the patient name, date of birth, your health plan identification number, date of service,
insurance billing eode), numeric diagnosis code, provider narne, and provider address. Il additi
instances where certain files may have contained a social security number.

4.) Is it likely thal someone will use the data?
To retrieve information from the data files, the oriminals would need to have very teohnical com
and specific computer equipment (including software). Therefore, we believe it is highly unlikel
criminals would be able to access the information.

5.) What is CPS doing to prevent this from happening agafn?
A police report was immediately filed and law enforcernent authorities have launched an investi
remain focused on the apprehension of the criminals. and the rapid recovery of the stolon data fi

l, rnay have
(numeric

there rnay be

knowledge
that common

-1,on and efforts
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CPS has installed additional security measures at the offices where the break-in and thefl occur{d. They
immediately hired2417 off-duty police officers to guard the facitity until a new security alarm syjslern could be
installed. The cornpany has also undertaken a thorough review of the additional security measur{s that could have
prevented this theft as well as steps they will implement to prevent future occurrences, To date, tley have
completed implementation of several resultiLcg m€asures and countermeasures. 

I
5.) Shculd I do soneth!+g te prctee! *gslnst idenlit), theft? i
V/e consider the risk of identity theft in this situation to be extrernely low due to the difficulty in lgeiling the data of;f
of the files. However, we enaourago you to enrolt with the credit monitoring seryice being offer{d at Humana' s
expense through Equifax Consumer Services. This service can help you protect against misuse of the information.
This ssrvioe includes crsdit monitoring with Equifax Consunier Services for a year and provrdes lup to $20,000.00
of identity fraud expense coverage. We strongly encourage you to sign up for fhis free service to protect yourself
from the potential misuse of infomration. Instructjons on how to sign up for the service through {rail or fax are
enciosed. You may simply sign the enclosed form and mail to; I

Equifax Consumer Services I
P-O. Box 105496 I
Atlanta, GA 30348

?.) I have a question that was not addressed here, Wbo can f contact?
Please feel free to call CPS' hot Une at 866-508-6411, Monday through Friday from 7:00 AM to :00 PM and we'l l

Again, please accept our sincere apology for this incident. Concentra Preferred Systems takes its ent to
uraintaining the security of confidenlial infonnation very seriously, and we very much regret

be happy to help. If you have questions regarding your enrolhoent wilh Equifax, please call Equ
Service at | -800-437 -4I7 9.

occured. Al$rough it has not been deternined that the information has been misused or disc
precaution we have notifred and will oontinue to work witb Humanaon this incident.

Sinoercly,

Dona-Marie Geoffrion
Vice President/Privacy & Securify Officer

cc: James S. Theiss
Chief Privacy Officer
Hurnana lnc,

Customer

t}is situation
in any way, as a
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Equifax Credit Watch Gold with 3-in-1 Monitoring provides you with a one-year mlrnbership
serylce:
r Comprehensive credit files monitoring, with daily notification of key changes to four

Equifax, Experian and Trans Union credit files.

your Equifax Credit Report.
' Up to $20.000 ldentity Fraud Exnense Coverage with $0 deductible at no addi COSI to

you. Certain limitations and exclusions apply.t
. Premiun Customer Care 24 hours a day,7 days a t'eek, to assist you in un

content of yow credit information.
ing the

r Automatic notification of key changes to your credit files from any of the tbree
. If you enroll online, you have access to one 3-in-1 Credit Report and unlimited

your Equifax Credit ReportrM- If you enroll by U.S. mail, you receive quarterll'

How to Enroll
Use the enclosed enrollrnent fomr, ot go to www.myservices.equifax.cordtri to e

In the Prom.otion Code box, insert this code:

If you choose to enroll online, just follow these stepsl
. Step 1 -Reqistration: Complete the form with your contact information (name,

telephone #, Social Security Number, date of birth, e-mail address)' The i

A encles,
pies of
dates to

online.

provided in a secured environment. i
Step 2 - Verifr Your tdentity: Equifax will verify your identity by asking you uplto two
security questions i
Step 3 - Order Surnrnary: Dwing the "check out" process, insert yotr Promotion pode'

@theboxlabelEd..EnterFromotionCode.' 'Thiscodeeli |ninatesthe
need to provide a credit card number for payment. I
Step 4 - Go to the Member CeAter: Under "Product List," select Credit Watch Gofd with 3-
in-l Monitoring to access the product features. I

I
I
I

I
I

i
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Frsud Alert i
A fraud alert is a consumer statement added to your credit file that lasts 90 days. On{e the fraud
alert statement is added to your credit file, it alerts creditors of possible frauduleff a(tivity and
requests that they contact you before establishing a credit account in your name. To flace a fraud
alert on your Equifax credit file, you may contact Equifa:c's auto fraud lile at l-87'l-tr78-7625,
eqd &lby_!!g slmple prompts. Once the fraud alert has been placed with Equifax, afrotification
wrff6e ient io ihe othir two Crtdit ieForting AAen-ies, Experian rrnd Trans Uiion, ot,l yo* behaii.

I
ENROLLMENT DEADLINE IS t I I

(speciff dare) I

f lnsurancc undqwrittcn by Travelers Casualfy and Surety Courpany of America and its property'"of",, affiliates,
Hartford, CT 061 83. Nothing stated herein af[eoB tbe temrs, conditions and coverages of any insuranfe policy
issued by SL Paul Travelers, nor does il imply that coverage does or does not exist for any particular {laim ot typ€ of
claim ulder any such policy. 

I
I
I

p . 7
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Equifax Credit WatchrM by Mail with 3-in-1 Monitoring
Enrollrnent Instructions

Complete all of the inforrnation below and mail or fax to receive your Equifax Credit
Watchru by with 3-in-l  Monitorlng.

Fair Credit ng Act
I aulhorize
consumer

Consumer Services, Inc. ("Eguifai') 1o obtain my credil report and monilor nry credit file at one or more
agenciee, aB necessary for me lo receive Equifax Credit Watchd (the "Servic.e"). I understand that

Equifax cannol authorization from any person olh€r lhan the individual joining the service and confirm thal I am at
least 18 years of and I arn requesting my own personal informatlon. I understand that there will be additional terms and
condilions i,
cancellalion
immediately

Signature ( Date E-Mail Addrese (Opti6nal)

Please return this form bv either:

in the Service malerials that I will recelve, including withoul limitation addillonal provisions regarding
and limitations on Equifa/s liability, and I will be bound by those terms and conditions unless t

the Service upon receipl of the complete terms and conditions.

FAX:
1 -888-729-0083 {toll-froe)

MAIL:
Equifax Consumer Seruices
P.O. Box 105496
Atlanta, GA 30348

Socla l Number Date of Birth

rT-n -rT-rTt tll / rTl/ ITT-T]
Month Day Year

M.t.

Cu rrent Mail inql Address

House Nurnber Streel Narne

Apanment vale

City

Gend

f
(M/F)

Zip Code

e? e Telephone Number Promqtion Gode

Must Fill In to Oblain Product

First Narne

Last Name JR, SR, l l l , elc.

t-l

HM1/ESNG3
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