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First Horizon Home Loans
Corporaiion-
8-17-06
4
8-29-06

Reporting Form
For Business, Individual or Ny state Entity reporting a

"Breach of the Securi ty of the System,'
Pursuant to the Information Security Breach

and Notification Act (Generaf Business Law $gg9_aa;
State Technology Law S20g)

Date of Discovery of Breach:
Estimated Number of Affected Individuals;
Date of Notification to Affected Individuafs:
Manner of Notification: [X ] wntten notice

electronic notice (email)
telephone nolice

Are you requesting substitute notice? [ JYes tX J No (ff yes, attach justif ication)

Conlent of Notification to Affected Individuals: Describe whar happened in general rern:,s and
what kind of inforrnarion was invotved, please artach copy of Notice.

InSeptember 2005, physical storage media with sensirive customer informarion (subscriSer
inforrnation from 1999 through 2002) was srolen from a Payrnap faciliry. ft. 

"iigiiriinvestigation did not reveal that sensitive, confidenrial cusromei informitioo *u, ,tl lrn
Subsequently, the theft was discovered through the course of an unrelated rnail fraud
investigation by posral authorities and Paymap was rnade aware on 8- I l -06, paymap norified
FH on 8-17-06, then provided a lerter of explanation orr g-21-06,

Name of Business or Individual Contact persorr:
Tir le:

Telephone number:
Email:

C. W. Rurledge-_
SVP & Assistant Ceneraf
Counsel_
e0t-s23-4724
c wrutled ge @fi tsrhoE-n.. o*

Dared:
Submitted by:
Tit le:
Addressr
Enrail ;
Telephone:

8-30-06
Anry Kaiser

_Manager, Customer Advocacy Oroup_
_1155 Lynnf ield,  Memphis, TN 38i l9
_apkaiser@ftb.com_

90r-2s7-61t9 Fax: _901-257-6575
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EFtnsr
Z.iHonfzoN.

ll(r.vt trr\Ns
P.  O.  Box t91090
Sun Francisco, cA 941 I 9

Irnporrtnt lnformrt ion Regar<l ing Your Privacy and your Equity Acceterr loro Progrtm
Subscript ion

oear]J,

We are writ ing to inform you of an incident that may havc sffected rhe privacy of somc of your pcrsonal,
non public informotion set fonh below. The incident was the result of a burglary in Seprembcr 2005 at a
l imited acccss storage faci l i ry bclonging to Paymap lnc. Paymap col lects and maintains yourdara undcr irr
conlrac! with First Horizon Home Loan to provide processing and a-drninistrat ive services in suppon ol
your panicipation in the Firsl Horizon Homc Losn Equiry Accelerator" Program, We rccofimend r lratyou
review the informotion provided in this nol ice to protecl yoursclf  against ony potenrial misuse of your
pgrsonal infonnation,

Computer disks containing Equiry Acceleratoro subscribcr information frorn rhe years 1999 rhrough 2002
wcre among the i tems stolcn. lnformatign on thc disks may have included your namc, addrcss, tclrphone,
number, Social Security number, loan pccount number(s), bank account ipformarion, a copy of your
sign0fure and copies ofyour voided or cleared personal checks. To the bcst ofour knowlcdgc, rhe burglary
was comnrined by a sirrgle individual who was not an employce of and is in no way connecred with
Paymap or FiEt l:lorizqn Homc Loan.

At the t imc of the burglary, Paymnp's seqrch of the faci l i ty and i ts invenrory Bave no indicarion ;har
i4forrnation related lo you was accesscd or stolqn, l tnmediately a0er discovery of t l re burglary, Payrnap,
took sreps ro secure thc laci l i ry and fqnhcr rcmoved al l  potential ly scnsit ivc informarion ro a more secqre
arca designated for storage of personal confidcntial information at i ts main corpor&le fnci l i ry in San
Francisco.

Althouglr the burglrry occurred in Septcmber 2005, Paynrap only reccntly became aware of the porenrial
dlta security brcach, wheTr they wcre contacted by the U.S. Postel Inspector. ln rhe course of an ongoing;
invesrigation, local pol ice and postal inspectors conlrscated a number of stolen irems, incfuding rhe Peyma;,
cemputcr disks. Paymap imnrediatcly began an intcrnnl invesl igation ro determine i f  a data recuriry breoch
occur rcd ,andtheex tenr therco f ,  Paymaprhennot i f i cdP i rs tHor ieon[ fonreLoanof thus i tua t ion .

Wc warrled to nol i fy you promptly so we can hclp you take inrmedintc nction ro respond to any improper
use of this informarion. Wc epologize for any inconvenience r lr is mancr may csuse and encourage your
vigi lance in al l  your f inancial matlers during the ncxt twelve to twenry-four months. ln sddit ion, ir  is irr
your best inlerest to:
o Monitor and rcview your bank accounl 0nd i tnmedisrcly rcporl any unauthorized rvirhdrarvals or olhtr

unautlorized rct iviry to your banking inst i tut ion,
o l>lace a fraud alen on your credit f i les, A fraud alcn is a consumer slatenrcnr addcd to your cred;r

rcport,  This staiemcnt olerls creditors of possible fraudulent Ectivi ty within your repon as well  l ;
requesls that t l rey con(act you prior to cslf ,bl ishing any accounts in your name. Once the f irud alcn i l ;
added to your credit rcport,  al l  cteditors should contact you prior to eslsbl ishing any account in your
nnme. You can plsce a fraud alen on your f i les and receivc a fre€ credit repon by contacting any ofthtr
rhrce nnrional credit report inA agencies l isted bslow. 0nce the fraud alert has been placed wirh an
Egcncy, Ihot ogency wit l  send i  notir ' icat ion to the cther rrvo crci i t  reponing agencies.

Re;
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Erpcrian Eouifex Trrtnstlnion
888-397-3142 800-52s.6285 800-680-7?le

www.er DerlA n,com wwW,Couifsx.com w ww.l r$nsu n ron.corn

,o Periodical ly oblain credit reporls from thc nationwide crcdit  reponing agcncies (avai lablc at no costro'you 
at www.arlnrralcreditrcpon,cont) and review them cnreful ly. Look for accounls lhat you did nat

open, Look for inquir ics from creditors thqt you did not ini t iate. And look for personal information,
such as home address and Social Security number, that is not accura(e. l fyou see anything that you do
not undersrnnd, immediately cal l  the crcdit  reponing agcncy at rhe tclcphone nurnber l isted on your
reporl.

To funher sssisr you in detecting any misuse of your information, Poymap is offering yoq a frc€ one-ycAt
mcmbership in a credit monitoring service provided by Equifax. Equifax Credit Watchrx Gold with l . in- l
Mo-ril-rorfngtill protide yori witiian-"eariy warning-sysier-:r'Lio chafigbi tc-you; cicdit file and-hrlp ,.e'.r 1c,
understand thc content of your credit file at lhe threc credit reponing ag€ngies, Thc ser.vice will alsc,
pmvide you with automatic noti f icat ion of key changes to your credit f i les fronr nny of rhe j f tree agencies,
wireless and customizable alerts, free J-in-I Credit Repon, unl imited Equifax Credit ReportsrM, 520,000 in
identiry rheft prorection with $0 deduc(iblc (cenain l inr i tat ions and exclusions may apply), and 2'1-by-7 l ivcr
agenr Cusromer Service to assist you in underst8nding the corrtent of your Equifax credit informarion and tcr
provide personsl ize identi ty thefl  vict im assistance and in init iat ing an investigation of inaccuraK:
information,

l-low to Enroll
Equifax has a sinrple lnlemet-bascd veri f ical ion and enrol lnrenr proccss.
Visit :  www.mvservicgs cqrr i fax.cQm/tr i
o Step I - Reqisuqtio-D: complere the form with your contscr infonnation (namc, address, telephone #

Social Securify Nunrber, date of birth, c-mail  addrcss), The information is provided in a sccurer:
c nvironmenl.

o. Step 2 - VeriS Your ldenti ty: Equifax wil l  vcri f  your idcnri ty by asking you up ro rwo securiq.,
quc5tions,

o Srco J - Order SummaN: During thc "check oul" process, provide rhc fol lowing pronrotional code
PMY- lS lT90T364 in the"EnterPromot ionCodc"box ,  (casesens i t i ve ,nospaces , inc ludcdash. )A f fe r '
cntcring your codc press the "Apply Code" bunon and then the "Submit" bunon 4t thc bonom of thr:
p8ge.

o @ : U n d e r . . P r o d u c t L i 5 t . ' s e , e c t C r e d i t W a t c h C o | d w i r l r 3 . i n . |
Moniloring lo access thc product fealurcs.

l f  you do nor hale f,ccess to the Inremet or wish for any orher rcason to enrol l  in Crcdit Worch
by rnai l  instead of the onl ine service, please l i l l  out lhe anachcd fornr and lax or mail  i t  ro r lrrr
number/address l isred on the form. You wil l  also nced the Prornotionnl Code PMY-1817907364 to enrol l l
The deadline for enrol l ing in the free Equilax Credit Warchrra Cold with 3-in, l  Moniroring program i, ;
December  l ,2006.

For morc information on identity thcft, wd su8gest thnt yott also visit thc Fcderal Trade Commissiort
t nternct gilg n1 n,wrv.consurner.qev/thclj or I -877- IDTHEFT.

Wc undersrond thal you may have concerns abou( this issue. To help, Paymep ond First Horizon Hom,:
Lorn have establ ished a tol l- l rcc hotl ine that you may cal l  with qucstions, That horl inc number is l-800'.
519.1947.

We deeply regrct this incident and any inconvcnience lhat ir  mry causo our customcrs. Consumer drrr
protection is I  high priori ty for Paymap rnd First Horizon Homt Loan arrd rve arc gcl ively working wilS
rhe oppropriate law enforcemcnr agencies ro prosecure those responsible for this theff to lhe ful lest exrent of
the lgw. We ccn gssure you lha! we are evaluating our datn sccurity procedurcs to help prevent simil trr
incidents in lhe f ir ture.

S incerely,
, /  , /n

1 . /  .  r  I  I  / /

l(* 
t-]DuL'V
I

Kirr ioweii, Senior Vice President
Servicing Manager
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Equifax Credit WatchrM by Mail with 3-in'1 Monitoring
Enrollrnent lnstructi ons

EqurFAx
enlighten I enable I empower

Complete all of the information below and mail or fax to receive your Equifax Crer:f it
WatchrM by Mailwith 3-in-i  Monitoring.

Fair Credit  Repoding Acl
I  authofize Eguifax Consumer Services, Inc. ("EquifBX' ')  to obtain my crecti t  r€porl and mooitor my cr€dit f i le al onfi  or more
consufner reperting agencies, as necessary /or me lo recoive Equifax Credit Watchr'* (tho "Sary;ca"). I understand thal
Equifax cannol acc€pt aulho/jzal ion frem any person other than the individual joining the seryice and confirm lhirt  I  am at
least 18 years of age and I am requesting my own personal information. I  understand lhat there wrl l  be addit ional trrrms and
condit ions included in the Servie,e materrals that I  wi l l  receive, includtng without l imirat ion addil ionat provisions regarding
cancellat ion r ighls, and l imitat ions on Equifax's l iabi l i ty, and I wi l l  be bound by those lerms and candil ions unless I
immedialely cancel lhe Service upon recBipt of the complele terms 6nd condit ions.

Slgnature (Required) Date E-Mai lAddress (Optional)

Please retgrn this form bv either:
FAX: MAIL:
1-888-729-0083(tol l-free) EquifaxConsurnerServices

P.O. Box 105495

CAPITAL TETTERS rYlthovr tbUt

EEflOMEEM
Social Security Number

lTrEl =f,l:l -

First Name

Last Name JR, SR, l l l , etc.

Current Mai(ing Address

House Number
i l t

Street Name

Daytime Telephone Number

srate zip code

Promotion Code

PMY-
Must Fi l f  In to Obtain Proouqt

FI

ESNG3

Atlanta, GA 3034E
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EFlS'JzoN
llO.vf l./)ANs

P, O.  Box 191090
San Francisco, CA 94 I I 9

August  28,2006

Ra: lmportnnl Informntion Rcgnrding Your Privacy rnd your Equily Accclcratoro Progrnm
Subscription

lVe are writing to inform you of an incident that may havc affected the privacy of somc of your petsonal,
non public information set forth bclow. The incident was the result of a burglary in Scplernber 2005 al ;r
l imited access srorage laci l i ty belonging ro Paymap Inc. Paymap coflecrs and mainrains your dota under i t , i
contrf ict with f irst Horizon l lome Loan to providc processinB and adnrinistrat ive services in support o.f
your part icipation in t lre Firet l- lor izorl  Hotne Loan Equity Acceleraror@ Program. We rccornmend iharyot '
rcview the inlornration provided jn t lr is noticc to protect yourselfagainst nny potent;af misuse ofyour.
pcrsonal infonuarion.

Cornputer disks containing Equity Accclcratoro subscriber informarion from rhe years 1999 rhrough 200.t
were anlong lhc i lems slolen. lnformation on the disks may have included youf nanle, address, rclcphon..:
nqmbcr, Social Securiry number, loon account numbcr{s), bank account informntion, r copy ofyou.
s ignaturcandcop ieso fyourvo idedorc learedpersona l  checks .  Torhebesro fourknowlcdge, rheburg laq , ,
was commifled by a singlc individual who was nor on ernployee of and is in no way connecred wir l ,r
Paymap or Fint Horizon Home Loan,

At thc t imc of the burgltry, PaymsP's search of thc fnci l i ty and hs invenrory gavc no indicarion rhat
infornrn(ion relaled to you rvas accessed or stolen. Inrnrcdiarely of ier discovery of rhe burglary, paymop
took slePs to secure 111e faci l i ty ond funher removcd al l  porential ly sensit ive informarion ro a more sdcurri
area dcsrgnated for storage of personal confidential informnrion at irs nrain carporate fnci l i (y in Sol
Francisco.

Although the burglary occurred in Septernber 2005, Prymnp only lecently became aware of rhe potentia, l
data security breach, when rhey were qontacted by rhe U.S. Posral Inspcctor. In rhc course ofan ongoin.r l
investigation, local pol ice and postal inspcctors confiscared a nunrbcrofs(olcn i tems, including the Paynrnp
compulerd isks .  Paymapimmediarc lybeganon in te rna l  inves t iga t ionroderer rn ine i fadarasecur i tybrcoc t r
oceur red ,andthcex ten t thereo f .  Paymnpthennot i f iedF i rs tHor izon lJomeLoanof thes i rua l ion .

We wanted to noti fy you pronlpl ly so wc cen help you take immcdjl le 0cl ion ro resporrd to any improper
usc of t l t is inlormation. We apologizc for any inconveniencc this mangr rnay cause and encourage your
vigi lance in al l  your t innncial maners during the nexr twelve to rwcnty.f6xl monrhs. In sddit ion, ir  is irr
your bcst inrcrcst ro:
o Moniror and rcvierv your bank account and immediarely repon any unauthorized withdrawals or orhsr

unaurhorized nctivi ty to your banking inst i tut ion.
o Place a fraud alcn on your credit f i lcs. A fraud alert is a consumer i latemenr odded to your credrr

repon. This stotemenl alens crcditors of possible fraudulent acriviry within your repon as wcl l  a;
requelts lhat rhey conrsct you prior to establ ishing any accounls in your narne. Once rhc lraud glert i i
odded to your credi l  repon, al l  crcditors should contact you prior to esrabl ishing any accounl in your
nArne. You can placr a frnud alen oD your f i lcs and receive a frec crcdit  rcpon by uontacting any ofrh,:
three nationcl credit  reponing agencies l isted below. Once rhe fraud alert has been placed with arr
agci lcy, r i0t 0gency wil l  rend r nct i f icat ion ro:he ot ircr rr l ,o credlr reponinA agencics.
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Periodical ly obtain credit Teporis from lhe nationwide credit reponing agcncies (avai lablc al no cost to
you al w\wr,.al l trualcreditrcpprl.c0nr) and review rhem careftr l ly. Look fot accounts thst you did nol
opcn. Look for inquir ies lrom credirors tha( you did not ini t iate. And look for pcrsonal informrt ion,
such es home address and Social Security number, that is not accuratc. l fyou see anything that you do
nor understand, immediately crl l  the credit reponing lgcncy at the tclephone nunrbcr l is led on your
rcpon.

To funhsr assist you in derecting any misuse of your information, Paymap is offcr ing you a free onr.ycir

-_ EsIn barshipf!_q J$!!l rnql!!'nq servicc provided by Equifax. Equifnx Cred ir WatchrM Cold with l.in. I

Moniroring wil l  provido you wit lr  ari ' -ea-i iy warning syJieah" io ei idngettoJoot-credit f i ie anrj  he ip you i t ,
undersrand the conienl of your credit f i le at the lhree crcdit  reponing agcncies, The service wil l  alsrr
provide you wirh automaric noti f icat ion of key changes to your credit f i lcs lrom any of thc three agencies.
wireless and cusromizablc alens, frec l . in-I Credit Report,  unl imitcd Equifax Credit ReponsrM, $20,000 irr
identi ty lheft protccrion with $0 deductiblc (cerlain l i rnimtions and exclusrons may apply), and 24-by-7 l ivu
agent Cuslomcr Servicc to assist you in understanding the content oltyour Equifax credit infonl lhrion and tu
provide pcrsonalize identi ty lheft vict im assisralrce and in init iat ing an invesrigation of inaccuraul
infortnation,

How to Fnrgl l
Equifax has n simple Inrcmet-based vcri f icat ion and cnrol lment proccst,
Visit ;  www.mvsL'rvice.s,equ i  fax.com/tr i
o Sten I :  Rceistrat iqn; complete the form wirh your contact informalion (name, address, lelephone f l ,

Social Securiry Number, date of binh, e-mail  address). The information is provided in a securer: l
91yi16116e nl.

o Step I -  Yeritv Your ldentir.v: Equifax wil l  veri !  your idcnti ty by asking you up 10 two secunri,
qucsl ions.

o Sterl . l  -  Ordcr Summary: During rhe "chcck our" process, provide the fol lowing promotionEl codc'
PMY-t50825 1906 in the "Enter Promotion Code" box. (ease sensit ivc, no spoces, include dnsh,) Afle:
qnlering your code prcss the ' 'Apply Code" bunon and then the "Submit" button at the botlom of rhr:

Page'
o @ : U n d e r . . P r o d [ c l L i s t ' ' s e | c c l C r e d i t W a t c h G o | d w i r h j . i n . .

Monitoring lo acccss the product feaNres.

l f  you do not have acccss lo the lnlernet or wish for any other reason lo €nrol l  in Credit Wotch
by mail  inslead of the onl ine seryice, please f i l l  out the artached lbrm Rnd fax or mail  i t  to r lr , :

number/address l isted on the form, You wil l  also need the Promolional Code PMY-150825 1906 to erirol l ,

Jhe deadlinc for enrol l ing in the frcc Equilax Credit Wetchrit  Gold with 3-in-l  Monitoring progranr ir
Decembsr  l ,  ?006.

For mors irrformation on idcnti ty theff,  wc suggest that you also visi t  lhe Federal Trade Commissiort
Inremet sits at wwlry.estrsurner.gov/thcft or | -877.lDTllEFT.

We undcrstand lha! you may have concerns about rhis issue. To hclp, Paymap and First l ' lor izon Homs
Loan have csttbl ished a tol l- free hotl ine that you may cal l  with qucstiorls. Thar hotl ine number is l-80tt-
5lr-1942.

We deeply rcgret rhis incident and any inconvenicnce that i t  may cause our cuslomcrs. Consumer dntn
prorection is r high prioriry for Poymap and First Horizon Home Loart nnd we are actively working with
lhe appropriale low enforcemenl agencies re prosecure those responsible for this thef, to the ful lest exlrnt (: f

lhe law. Wc can assure you that we i lre evaluating our dara security procedures to help prevent similrrr

incidenls in the future.

S incerc ly ,

, , /  .  ,  t  / /

lU* V*^H
I

Kim Yowell, Senior Vico P:'esiient
Servicing Manager

lwww, l rR nsun ion .com
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Equifax Credit WatchTM by Mail with 3.in-1 Monitoring
Enrof lment Instructionsenliqhren I enable I ernpower

Complete al l  of the information below and mail or fax to receive your Equifax Credit
WatchrM by Mailwith 3-in-1 Monitoring.

Fair  Credi l  Report ing Act
I aulhorlze Equitax Consumer Services, lnc. ("Equilax") lo obtain my credil report and monitor my credit f ite ar one )r more
consumer reporting agencies, as necessary for me to receive Equifax Credit WalchrM (fie "Servia6'). I understi irnd thal
Equifax cannot accepl authorization from any person other than ihe indivrdual joining lhe service end confirm thar I am at
least 18 years of age and I am requesting my own personal inlormation. I undersland that lhero wil l be additional terms and
cqndi t ions inc luded in the Serv ice maler ia ls  that  lwr l l  receive,  rnc ludrng wi thout  l imi ta l ion adct i t ionBl  prov is ions r r :gard ing
cancellation rights, snd l imrtelions on Equifax's l iabil i ly, and I wil l be bound by those terms and conditior)s rnless I
immediately cancel lhe Service upon receipt Df the complete terms and condii lons.

Signature (Required) Date E-Mai lAddress (Optional)

Plgase return this form bv either::
FAX: MAIL:

Equifax Consumer Services
P.O. Box 105496
Ailanra, GA 30340

'  ,Plaasc'rl

., E6i
pr|| and w,

EED :E Eil8EB
bolotrr,a

SocialSecurity Number Date of Birlh

rr
Month Day Year

First  Name M. t .

n
Last Name JR, SR, i l l l ,  e tc ,

rrl_D

Street Name

Apanment Number / Prrvate Mailbox

tr rrnl
State

Promot lon Code

PMY-

Zip Code

Gende

u
(M/F)

Daythe Tef ephone Number

(rrn)
Must Fil l  In to Oblain ProdLct

Current Mai l ing Address

t-l

ESNG3

1 .888-729-008 3 (tol l-free)
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Z[iffilzoN
I l(xrti l{l^Ns

P. O.  Box 191090
San Francisco, CA 94 | I 9

August  28,2006

Re: lmportant Informntion Regarding Your Privncy and your Equiry Acceteratoro Progrnm
Subscript ion

We are writ ing to inform you of an incident thrt may have affccrcd rhe privacy of somc of your persorral
non public information set fonh below. The incident was rhc resul i  of a burglary in Septernber i005 u, o
l irnited accsss storage faci l i ty belonging ro Paymop Inc. Paymap col lects and mainrains your dora under irr,
conlracl wi ih First Horizon Home Loan to provide processing and administrat ive scrvices in support ol '
your Fart icipal ion in the First l{orizon Homc Loan Equiry Acccleraror '  Program. Wc recomrnend i [a, yo,,
revic.w lhe information provided in this notice to prorccl yourself  against any porenl ial misuse of your
pcrsonal infomarion,

Computcr disks conraining E<1uiry Acceleratoro subscrrber informarion from rhe years l99g throuBh 200.1
were among lhe i tems stolcn, lnformation on the disks rnay have included your nEmc, odc,fress, telephonr,
nuntber, Social Securiry number, loan account number(s), bank accounr information, a copy of your
sigttalurc and copies of your voided or clerred personal checks, Io rhe best of our knowledge, r 'he burgla4,,
wos committcd by a single individual who was not an employcc of and is in no wny connecred wirh
Paymap or First Horizon Homc Loan,

At the t inte of the burglary, Payrnop's 5earch of rhe faci l i ry and i(s inventory E vc no indicarion tha:
information rclated to you was accessed or stolen. lmmediarely af ier discovery of rhe burglary, paymap
look slePs (o secure t l te faci l i ry and funher rcmoved al l  potential ly sensit ive informatron to a rnore secur,r
area desigDated for storrgc of personal confidential informarion al i ts main corporate faci l i ry in San
Franc isco.

Ahhough the burglary occurred in Scplember 2005, Paymap only recently became aware of the potenrigl
data securiry brcuch, when they were contacted by the U.S. Postal Inspecror, ln the course of an oqgoiryl
investigation,local pol ice.and poslat inspeclors confiscated a numbcr ol s(olen i tems, including rhe faymali
comPuter disks. Paymap irnmedintely began an intcrnal investigation ro derermine i f  a dara securiry breaclr
occurrcd, snd the extcnt thereof. Paymap then norif icd First l- lor izon Homc Loan of the siruarion.

We wnntcd t0 nati fy you promplly so we corl  help you take inrmediate action ro respond to any improper
use of this inforrnation. We apologize for ony inconvcniencc rhis nrancr msy cnuse and encourage your
vigi lancc in ol l  your f inancial maners during the nexr twelve ro rwenry-four monrhs. f  n addit ion, i t  is irr
your best intercsl to:
o Monrtor and revicw your bank account and immcdiately reporl any unflulhorized wirhdrawals or othe.r

unaulhorized activiry to your banking insrirut ion.
o Plsce a fraud alcrt on your crcdit files. A fraud alert is a consumer slatemenl rddcd ro your credir

repon. Ihis slorement olens credirors of possible f iaudulent acriviry wirhin your repon as.rvcl l  a;
regucsls that they conlsct you prior lo estobl ishing ony accounts in your name, Once rhe frnud slcn is
added to your credit rcpor'1, al l  credi lors should contact you prior to esrabl ishing any account in yorrr
nsmc. Yort cEn plecc n frattd alen on your f i les and receive a free crcdit  report by contacl ing any ofth:
three national crcdit  reponing agcncies l isted bclow. Once thc fraud olerl  has bccn plnced wirh an
agency, that ugcncy wil l  strtd a noti f icat iott  to ihi  othei Ir lo cicdit  rcporring lgencies.
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o periodical ly obrein credit repons f iom thc norionwidc credi( reponing agencies (avaihble al no cost to

you ot \vww,at,rrualcrcdi lreDr)n.cern) rnd review them careful ly. Look for occounts that you did not

open. Look for inquir ics from credi lors that you did not ini t iate. And look for personol inforrnation.

such as horne address and Social Sccurity number, thnt is not accurate. l fyou see anything lht l  you d0

not understand, immedialely cal l  the credit reponing nBcncy at thc tclcphonc number l isrcd on yout '

rcpon.

To funher assist you in derecring any misusc of your information, Paylnap is offering you a frcc onc.ycrl

mcmbership in q credit monitoring service provided by Eguifax. Equifnx Credit Watchru Gold with l . in ' l

Mb;itoring will-proviciC yOu-with an"eariy warning stsi€irrtt io changes io youi cicdii file and help you tc,

undersrand the conrent of your credit f i lc sl  lhe lhree crcdit  report ing agtncies, The servicc wil l  alscr

provide you with auromaric nori f icat ion of key changcs lo your medit f i les from any of rhc thrce ogencies.

wireless and cusromizable alcns, free 3. in-l  Credir Repon, unl imired Equifax Crcdit ReponsrM, $20,000 ir

idenrity thefi  prorecrion wirh $0 deducrible (cenain l imitat ions and cxclusions may apply), and 24-by-7 l ivtt

agenr Customer Service to assisl you in undcrstanding the contcnt of yourEquifax credit information and tt :
providc personalize identi ty rheft vicl in assistrncc and in init iat ing an invesrigation of inNccuralrt

informalion.

How to Enrol l
Equifax has a simple (ntemct-bosed veri f icat ion and ettrol lment Ptocess'
Visi l :  www.mvseJvicus.crlr t i fax.com/tr i
o Sp_l_= l9gi5Ir-a!a!; complete thc form wirh your contacl information (name, oddress, telephone fl,

Social Sccuriry Numbcr, dare of binh, c'mail  6{drcss). The information is provided in a securer' l

environmcnt.
o @ : E q u i f a x w i | l v e r i f t y o t r r i d e n t i r y b y a s k i n g y o u u p t o l w o s e c u r i t ) ,

ques t ion3.
o Stco I -  Qrder Srrmmilv: During thc "check out" proccss, provide thc fol lowing p/ot l lot ional code:

Ppry-133397S704 in the "Entcr Promorion Codc" box. (case sensit ivc, no spaces, includc dash,)Afle'
enterirrg your code press the "Apply Code" bunon ond then the "Submit" bunon at the bonom ofthr:

P8ge.
o Slep !L_: lGq to lhe Membcr Cenlr! :  Undcr ' 'Producr List" select Credit Watch Gold wirh 3-in.

Itlonitoring to access thc producl [eaturcs.

l f  yorr do not hBve eccess to the lnternel orwish for any ot lrer rcason Io enrol l  in Crcdit Wotch

by nrai l  instcad of the onl ine servicc, please f i l l  out the anached form and fax or mail  i l  lo th, i

number/rddrcss l isted on rhe form. You wil l  also tteed thc Promotionrl  Code PMY-1331978704 to cnrol l .
' l 'he 

dcndline for enrol l ing in rhe l icc Equifax Credit WatchrM Cold wirh 3-in-l  Monitoring program i;

D c c c m b e r  l , 2 0 0 6 ,

For more infonnation on identi ly theft,  we suggcst thot you also visi t  the Fedeml Tradc Comrnissio' t

I ntemet s ile al www. cotl suln er. BoY/tltefl or l -8 7 7- IDTI{EF T.

We undersrond rhnr you may lravc concems about this issue. To hclp, Paymap and Firsl Horizon Home
Loan hgve esrabl ished a rol l . f icc hotl ine rhat you may cal l  with qucit ions. That hotl inc number is l-800'
s  l9 -1942.

We rJeeply regrct this lncidcnr nnd any inconvenience that i t  may cause our cuslomers. Consumor data

protecrion is n high priori ty for Paymap and Firsr Horizon Home Loan and wc 6re actively working with.

ih. appropriate law enforcement agcncies to prosecutc those responsible for this theft to lhe ful lest extenl (: f

the law. We can assure you that w0 ore evaluating our data 5ecurity procedures to help prevent similrrr

incidcnts in the futurc.

S incerely,

l

l(^
l( im Yowell, Senior Vice Presideni
Servicing Manager

www,f r insunlon,(orn
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Equifax Gredit WatchrM by Mail with 3-in-1 Monitoring
Enrof lment Instructionsenlighten I enable I empowet

Complete all of the information below and maif or fax to receive your Equifax Crerilit
WatchtM by Mailwith 3-in-1 Monitoring.

Fair Credlt  Roport ing Act
I  authorize Equifax Consumer Seryice3, Inc. l"Equifax") tD obtain my crec,i i  repon and maniior my credi l  f i le at one or mo/e
consumer report ing agencies, as necessary for me to receive Equifax Crecl i t  WatchTM (the "Serv;ce"), lundersland that
Equifax cannot a9cepi aulhorizal ion from any person olher than the indivictuat joining the service and confirm that I  am at
least 18 years of agsand I arn requesting my own personal information. I  undersrand that there wil l  be addit ional tr , ,rms and
condit ions included in the Service matetials thal lwrl l  receive, including without l imitat ion addrt ional provisions regarding
cancellat ion r ights, 6nd l imitat ions on Equifax's l iabi l i ly, and I wi l l  be bound by those lerrns and condit ions r.rnless I
immediately cancel lhe Seruice upon receipt of (h€ complete rerms and condit ions,

Signatpre (Required) Date E-Mai lAddress (Opt ional )

Please return this form bv either:
FAX:
I -EE8-729-0083 (tol l ' free)

MAIL:
Equifax Consumer Seruices
P,O. Box 105496
Aflanta, GA 30348

dr Bluo oon

EEE
to3ponfs6 in

EUts

JR, SR, l l l ,  e tc .

Current Mail ing Address

House Number Street Name

Gen<ler

l_J
tM/F)

Dayt ime Telephone Number

Stal€ Zip Code

Prqri lot ion Code

PMY-
MUsl Fi l l  In to Obtain Pfodrrct

ADartment Numoer / Private

t-t

ESNG3
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Eil8frzoN
I l()\{[ lJ)ANli

P, O,  Box 191090
San l:rancisco, CA 941 l9

August 28, 2006

Rc; Imporif fnr tnformation Rcgnrding Your Privccy lnd your Equity Acccleretorc Progrrm
Subscript ion

Wc are writ ing to inform you of an incidcnt that may have alfccted rhe privacy of some of your personal,
non public informrl ion set fonh bclow, The incident was rhe resulr of a burglary in Seprember 2005 ar rr
l imired access siorage foci l i ty belonging to Paymap Inc, Paymap col lects and maintains your dalE under i l1
conlroct with Firrt  Horizon Home Lonn to provide proccssing and adrninistrarive services in suppon oJ
your pqnicipal ion in the First Horizon Homc Loan Equity Accclerators Prograrn. We rccommend thqr yorr
review the informntion provided in this norice to protect yourself  against any potential misuse of your
personal inlormation.

Conrpuler disks containing Equity Acceleratoro subscriber informariori  from rhe years 1999 through 20011
wcrE among rhe i tems stolen, Infortnation on rhe disks may havc included yolrr narne, addrcss, relcphonr:
number, Social Sccurity nutnber, loan nceorrnt nurnber(s), bank account informarion, a copy of your
signaturs and copics ofyour voided or cleared personal checks, To rhe besr ofour knowledge, rhe burglaq.
was commined by a single individuul who was not an cmployee of and is in no way connected wir lr
Paymap or First Horizoi Honrc Loan.

At the t ime of thc burglary, Paymap's search of rhe frci l i ry and i ts inventory gavc no indicarion thar.
information relatcd to you was accessrd or stolen. Immediatcly offer discovery of rhc br.rrglary, Paymal:
look steps lo securc the faci l i ty and funhcr removed al l  potcntial ly sensir ive informntron lo o more secur{;;
arca designatcd fpr storage of personal confidential inlormetion sr i ts main corporarc faci l i ry in 5ar'
Francisco,

Although the burglary occurred in Seprember 2005, Paymap only recently bccame aware of lhe porentia
dpta security breach, when thcy were contacted by rhe U.S, Posral InspEctor, In the course ofan ongoinl. ;
i r lvestigation, locol pol ice and postol inspectors confiscaled a nuntber ofstolen i tems, including lhc pnymal,
go tnPurcrd isks ,  Paymapimmedia tc lybeganan in te rnq l  invesr iga t ion lode le rmine i fadarasccur i tybreach
occurled, and thc exlenr rhersof. Paymap then noti f ied First Horizon Honrc Loan ofthe sirual ion.

We wanted to noti fy you promptly so we can help you take irnnrcdinte acl ion to respond ro any improper'
use of this inlormorion. We apologize for any inconvenience rhis msttcr nl$y cause and cncouragc your
vigi lancc in t l l  your f inancial ma[ers during the next twelve to twcnty-four months. In addit ion, i t  is in
your best inleresl to:
o Monitor and review your bank accounl and inrmcdiotely report any unauthorized wirhdrawals or olher

unaulhorizcd activi ty to your btnking ip5ti turion.
o Place a fraud alei l  gn your credit f i les, A fraud alen is a consumer slalemenr addcd ro your credi:

report,  This staten'rcnt alerls creditors of possible f iaudulent scl ivi ty within your repofl  as well  a,;
requests that they conrect you prior to esrabl ishing any 0cqouors in your nrme, Once rhe fraud alcrt i , ;
addcd to your credit repon, al l  credi lors should contact you prior to establ ishing ony account in your'
nnme, You can plnce a fraud alcrt on your f i lcs nnd rsct ive a free crcdit  repon by contacring Eny of th.t :
three nationnl credit reponing ngencies l isred bclow, Once rhs fraud alen has becn placed vith arr
ageDcy, lha( trgEilry wi l l  scrtt l  a t loi ; f icat ion i0 lhe othcr tuo crcdit  reponing agenci:s.
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l
o Periodical ly obtain credit rcpons frorn the norionwidc credit report ing agencies (nvai lable ar no cosl tc

yeu at rvunv.rnnualcreditreport.coe) and rcview thcm careful ly, Look for accounts that you did nol
open, Look for inquir ies from credi lors that you did not ini t iatc, And look for personal informurion..
such rs honte address and Social Security nutnber, thot is not accurate. l fyou see onything that you dc,
not understand, rmmediarcly col l  the crcdit  report ing aAency ar the telephone number l isted on your
rePofl.

To lunher sssisr you in detecting any m;suse of your informgtion, Paymup is offering you a frcc one.yrnl
14!m!{qhiq!! rylq4it monitoring servicc provided by Equifax. Equifax Credir Warchru 6old with l-in-l
Monitoring rvill providc you wi-h an '-iorly wamirqJyTrEin"-totitanges io your ere'iii fiie and he!p: ]o'ij ii:-
understand rhe can{enr of your credir f i lc 0I rhe threc credit reporl ing agencies. The service wil l  alsr
provide you rvith outomaric norification ofkey changes Io your cred;I files from lny of the rhree agencies
wireless Rnd customizable alens, free 3-in-t Credit t leport,  unl irnited Equifax Credit ReporrsrM, $20,000 ir
idcnl i ly rheft prolect ion with $0 deductible (cenain l imitat ions and exclusions may apply), and 24-by-7 l iv,:r
sgent Customcr Servicc to assist you in understanding lhe conrcnl of your Equifax credir inlormarion ond tr i
providc personalizr idettt i ty thefi  vict im assistance and in init iar ing an ;nvestignrion of inaccurit4r
information.

How to Enrol l
Equifax has a sinrple lnternet-bosed veri f icat ion and enrol lmrnt process,
V isi t :  ytww. mvscrvices.ccrr i  lax.corrr/ tr i
o SteF l .-  Rcgistrat jon: complere thc fotm wirh your contact inforrnation (nanre, address, telephone *1,

Social Security Nunrbcr, date of binh, e-mail  address). The information is provided in a sccurerl
cnvironment.

o Siep 2 : Verifv Yqur ldentiry: Equifnx wil l  veri fo your identi ty by asking yau up to lwo securirry
ouestions,

o Slen 3 - Order Surnmarv: During the "check out" process, provide rhe fol lowing promotionsl cod(r:
PMY-480901145 in the "Enter Promotion Codc" box. (casc sensi l ive, no spaces, include dash.) Rftcr
enlering your code prcss rhe "Apply Code" burton and rhen rhc "Submit" burton at rhe bonom ofth:
pa8e,

o Step 4 " Gollo the Member Cente!: Undcr "Producr List" select Crcdi l  Warclr Gold wirh j , in. l
Monitoring to access t lre product featurss,

l f  you do not have access to the lntenlet or wish for auy other reason ro enrol l  ;n Credir Wotch
by mail  instencl of the onl ine sewice, please f i l l  out the a{rached form and fqx or mail  i t  ro rhe
numbeliaddrcss l isted on rhe form. You wil l  also need the Promolional Codc PMY-480901 145 ro enrol{,
The dendline for enrol l ing in the free Equifax Credit Watchr" Gold with 3-in-l  Monitoring progrrm is
Deccmber  1 ,2006.

For more information on identi ty thcft,  we suggcst rhat you also visi t  the Fcdersl Trade Commissicrt
Inre rhei si te ar wrvw.consurneLeov/t lrst or I  -877-lDTl ' lEFT.

We understand that you may havc concems about this issuc, To help, Payrnap and First Horizon Honre
Loan have csublished E tol l- free hotl ine rhat you may cal l  with questions, That hotl ine number is l-80tr.
5  I  9 - r942,

We deeply regrct this incident ond any inconveniencc thar i t  may cause our custorners, Consumer dala
protection is n high priori ty for Paymap and First Horizon Home Loan and we sre actively working wirh
Ihe appropriate law enforcemcnt agencies to prosecute lhose responsible forthis thcl l  to the ful lest cxtent,rf
lhe law. We can assure you that we are evalual ing our data security procedures to help prevcnt simil i rr
incidents in the future.

Sinccrely,
, , /  / /
lC*'%^d-/

I
Kim Yoweil. Senior Vice Presicietrt
Servicing Manager
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Equifax Credit WatchrM by Mailwith 3-in.1 Monitoring
Enrollment lnstructionsenlighten lcnable I empower

Complete al l  of the information below and mail or fax to receive your Equifax Crecli t
WatchrM by Mailwith 3-in-1 Monitoring.

Fair Credit Reporting Act
I BUthortze Equifax Consumer Services, Inc, ( 'EquifaX') to obtain my cfedit report and monitor my credit f i le ai one or more
consurner reporting agencies, as necessary for me to receive Equifax Credit Watchtu (lhe "Service"), lundersr:and thal
Equifax cannot sccept apthorization from any person glher th8n the individual joining the sgrvice and confirm tha'. I am at
least 18 years of age and I am requesting my own personal information. I understand that thers wil l bs addil ional t(;rrns and
conditions included in the Service materials that lwil l receive. includrng wilhoul l irnitation additional provisions r:garding
cancellalion rrghls, and limitations on Equilax's tiauil i ly, and I wil l be bound by lhose terms end conditions unless I
immedialely canc8l the Service upon receipt ol the cornplgle terms and condil ions,

Signature (Required) Date E-Mai l  Address (Optionaf)

Pfease return this form bv either:
FAX:
1 -B 88-729-0083 (toll-free)

MAIL:
Equifax Cons umer Services
P.O. Box 105496
Atfanta, GA 3034E

I Plon:o usr a Slact ot Bleo pon

EEEEEEE B
'  PRINTEO CAPITAL TETTERS wilhoul louchlnA t' |c 6l

EEEEEEUM@EEA
SocialSecuri ty Number Date of Binh

mtffit
Month Dav

First  Name M.t .

D
Last  Name JR,  sR, l l l ,  e tc ,

|-T]I
Current  Mai l ing Address

House Numbe] Street Name

fT N-TII
rly State Zip Code

Promotion Code

PMY-

Gender

T
(M/F)

Daytime Telephone Number

(rrn)
Musl Fi l l  In to Oblain P[od,rct

YeSr

FI

ESNG3


