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Reporting Form
For Business, Individual or NY State Entity reporting a
“Breach of the Security of the System”
Pursuant to the Information Security Breach
and Notification Act (Genera) Business Law §889-aa;
State Technology Law §208)

Name of Business, Individual or State Entity  First Horizon Home Loans

Date of Discovery of Breach: 8-17-06
Estimated Number of Affected Individuals: 4

Date of Notification to Affected Individuals: 8-29-06
Manner of Notification: [X ] written notice

[ ] electronic notice (email)
[ 1telephone nofice

Are you requesting substitute notice? [ JYes [X]No (if yes, attach justification)

Content of Notification to Affected Individuals: Describe what happened in general termis and
what kind of information was involved. Please attach copy of Notice.

In September 2005, physical storage media with sensitive customer information (subscriber
information from 1999 through 2002) was stolen from a Paymap facility. The original
investigation did not reveal that sensitive, confidential customer information was stolen.
Subsequently, the theft was discovered through the course of an unrelated mail fraud
investigation by postal authorities and Paymap was made aware on 8-11-06, Paymap norified
FH on 8-17-06, then provided a letter of explanation on 8-21-06.

Name of Business or Individual Contact Person: C. W. Ruledge

Title: SVP & Assistant General
Counsel_

Telephone number: 901-523-4724

Email: cwrutledge@firsthorizon.com

Dated: _8-30-06

Submitted by: _Amy Kaiser .

Title: _Manager, Customer Advocacy Group _

Address: _1755 Lynnfield, Memphis, TN 38119

Email: _apkaiser@ftb.com

Telephone: _ 901-257-6119 Fax: 901-257-6575_

““Corporaiion T
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FIRST
E HORIZON.

HOME LOANS
P. O. Box 191090
Sun Francisco, CA 94119

Re: Important Information Regarding Your Privacy and your Equity Accelerator® Program
Subscription

We are writing 10 inform you of an incident that may have affected the privacy of some of your personal,
non public information set forth below. The incident was the result of a burglary in September 2005 at 2
limited access storage facility belonging to Paymap Inc. Paymap collects and maintains your data under its
contract with First Horizon Home Loan to provide processing and administrative services in support of
your participation in the First Horizon Home Loan Equity Acceleratar® Program, We recommend that you
review the information provided in this notice to protect yourself against any potential misuse of your
personal information.

Computer disks containing Equity Accelerator® subscriber information from the years 1999 through 2002
were among the items stolen. Information on the disks may have included your name, address, telephone
number, Sccial Security number, loan account number(s), bank account information, a copy of your
signature and capies of your voided of cleared personal checks. To the best of our knowledge, the burglary
was committed by a single individual whe was not an employce of and is in no way connected with
Paymap or First Horizon Home Loan.

At the time of the burglary, Paymap’s search of the facility and its inventory gave no indication that
information related to you was accessed or stolen. lmmediately after discovery of the burglary, Paymap
ok steps 1o secure the facility and further removed all potentially sensitive information 1o a more secure
arca designated for storage of personal confidential information at its main corporate facility in San
Francisco.

Although the burglary occurred in September 2005, Paymap only recently became aware of the potentia)
data security brcach, when they were contacted by the U.S. Postal Inspector. In the course of an ongoiny
investigation, local police and postal inspectors confiscated a number of stolen items, including the Paymap
computer disks. Paymap immediately began an internal investigation to determine if a data security breack
occurred, and the extent thercof, Paymap then notificd First Horizon Home Loan of the situation.

We wanted to notify you promptly so we can help you 1ake immediate action 10 respond to any improper

use of this information. We apologize for any inconvenience this matter may cause and encourage your

vigilance in all your financial matters during the next twelve 1o twenty-four months. In addition, it is in
your best interest to:

o Monitor and review your bank account and immediately report any unanthorized withdrawals or other
unauthorized activity 10 your banking institution,

o Place a fraud alent on your credit files, A fraud slen is a consumer statement added 10 your ¢redit
report.  This statement alerts creditors of possible fraudulent activity within your report as well ay
requests that they contact you prior to establishing any accounts in your name. Once the fraud alert iy
added 10 your credit report, all creditors should contact you prior 1o establishing any account in your
name. You can place a fraud alert on your files and receive a free credit report by contacting any of the
three national ¢redit reporting agencies listed befow. Once the fraud alert has been placed with an
agency, that agency will send a notification to the cther wo credit reporting agencies,
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Experian Equifax TransUnion
888-397-3742 800-525-6288 B00-680-7289
www.experian.com www.equifnx.cOm WWW.Iransunion.com

o Periodically obtain credit reports from the nationwide credit reporting agencies (avaifable at no cost 10
‘you at www annualcreditrepori.comy) and review them carefully. Lock for accounts that you did not
apen, Look for inquirics from creditors that you did not initiate. And look for personal information,
such as home address and Social Security aumber, that is not accurate. If you see anything that you do
not understand, immediately call the credit reporting agency at the telephone number listed on your
report.

To further assist you in detecting any misuse of your informatian, Paymap is offering you a free one-year
membership in a credit monitoring serwce provided by Equnfax Equnfux Credit Warch™ Gold with 3-in-1
" Monitoring will provide you with an “early waming sysiem™ io changes to-your credit-file and-helo you to.
understand the content of your credit file at the three credit reporting agencies. The service wil) alsc'
provide you with automatic notification of key changes 1o your credit files from any of the three agencies,
wireless and customizable alents, free 3-in-1 Credit Report, unlimited Equifax Credit Reports™, §20,000 ir;
jdentity theft protection with $0 deductible (certain limitations and exclusions may apply), and 24-by-7 live
agent Customer Service 10 assist you in understanding the content of your Equifax credit information and to
provide personalize identity thefi victim assistance and in initiating an investigation of inaccurate
information,

- IHow to Enroll

Equifax has a simple Internet-based verification and enroliment process.

Visit: www.myservices equifax.com/tri

o Step | — Repjstration: complete the form with your contact information (name, address, telephane #
Social Security Number, date of birth, ¢-mail address). The information is provided in a sceurec
environment.

0. Swep 2 - Verify Your ldentity: Equifax will verify your identity by asking you up to two security
questions,

o Swicp 3 - Qrder Summary: During the "check out” process, provide the following promational ¢ode:
PMY-1817907364 in the “Enter Promotion Code™ box. (case sensitive, no spaces, include dash.) After
entering your code press the “Apply Code” burton and then the “Submit” bution at the bortom of the
page.

o Step 4 - Go 1o the Member Center: Under “Product List” select Credit Warch Gold with 3.in-)

Monitaring 10 access the product features.

If you do not have access to the Intemet or wish for any other reason to enrol) in Credin Warch

by mail instead of the online service, please fill out the amached form and fax or mail it w the
number/address listed on the form. You will also nced the Promotional Code PMY-1817907364 10 enroll.
The deadine for enrolling in the free Equifax Credit WmchTM Gold with 3-in-1 Monitoring program i3
December |, 2006.

For more information on identity theft, we suggest that you also visit the Federal Trade Commission
Intemet site al www.conswmner.gov/theft or 1-877-IDTHEFT.

We understand that you may have concerns about this issue. To help, Paymap and First Horizon Homs
Loun have established a toll-free hotline that you may call with questions. That hotline number is 1-800-
5§19-1942.

We deeply regret this incident and any inconvenience that it may cawse our customers. Consumer data
protection is a high priority for Paymap and First Horizon Home Loan and we are actively working with
the appropriate law enforcemeny agencies to prosecute those responsible for this theft to the fullest extent of
the law. We can assure you that we are evaluating our data security procedures to help prevent similar
incidents in the future.

Sincerely,
Vo c;/wuf/

Kim Yoweii, Senior Vice President
Servicing Manager

F-311
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EQUIFAX Equifax Credit Watch™ by Mail with 3-in-1 Monitoring
enlighten | enable | empower Enrollment Instructions

Complete all of the information below and mail or fax to receive your Equifax Cretit
Watch™ by Mail with 3-in-1 Maonitoring.

Pjeaso use & Black or Biue En ‘and erjulm 1@5; onses (n PRINTED CAPlTAL ETTERS without touchl@?g me siaes of tha boxae like the uom[:

HWEdPEREHERKEMNOHQRENYMWNKY K

Social Security Number Date of Birth
CEO-CO-C00 - OOV T
ontl ay Year
First Name M.l
BEEREEEENEEEEERRREEN ]
Last Name JR, SR, I, etc.

AEEENEENEEEEEEREEEEEEENIEEEn
Current Mailing Address

HEEEESIEEENEEEEEEEEEENEEEEEn

House Number Street Name

LI 1T i1 ] 1]

Apartment Number / Private Mailbox

HEEEENEEEEEEEEREEEN I EEEREEER

City . State Zip Code
Gender Daytime Telephaone Number Promotion Code

[ ] 1) I THIIT] PpMmy-

(M/F) Must Fill In to Obtain Procuct

Fair Credit Reporting Act

| authorize Equifax Consumer Services, Inc. ("Equifax”) 1o obtain my credit report and manitor my credit file af ong or more
consumer reporting agencies, a8 necessary for me to receive Equifax Credit Watch™ (the "Sarvice"). | undersiand that
Equifax cannot accept authorization from any person other than the individual joining the service and canfirm that | am at
least 18 years of age and | am reguesting my own personal information. | understand that there will be additional terms and
conditions included in the Service matenals that | will receive, including without limitation additionat provisions regarding
cancellation rights, and limitations on Equifax's lability, and | will be bound by those terms and conditions unless |
immediately cance) the Service upon recaipt of the complete terms and conditions.

Slgnature (Required) Date E-Mail Address (Optional)

Please return this form by either:

'EAX: MAIL:

1-888-729-0083 (tall-free) Equifax Consumer Serwcas
P.O. Box 1054396
Atlanta, GA 30348

ESNG3
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HORIZON.

HIOME LOANS
P. O. Box 191090

San Francisco, CA 94119

E FIRST

August 28, 2006

Re: Important Information Regarding Your Privacy and your Equity Accelerator® Program
Subscription

S

We are writing 10 inform you of an incident that may have affected the privacy of some of your personal,
non public information set forth below. The incident was the result of 3 burglary in September 2005 at
limited access storage facility belonging 1o Paymap Inc. Paymap collects and maintains your data under it
contract with First Horizon Home Loan to pravide processing and administrative services in suppont of
yeur perticipation in the First Horizon Home Loan Equity Accelerator® Program. We recommend that you
review the information provided in this natice to protect yourself against any potential misuse of your
personal information.

Computer disks containing Equity Accelerator® subscriber information from the years 1999 through 200!
were among the ilems stolen. Information on the disks may have included your name, address, telephon.:
number, Social Security number, loan account number(s), bank account information, a copy of you*
signature and copies of your voided or cleared personal checks. To the best of our knowledge, the burglary
was commitied by a single individual who was not an employee of and is in no way connected with
Paymap or First Horizon Home Loan,

At the time of the burglary, Paymap’s search of the facility and its inventery gave no indication thal
information related to you was accessed or stolen. Immcdiately afier discovery of the burglary, Paymap
tock steps to secure the facility and further removed all potentially sensitive information 10 a more securs
area designated for storage of personal confidential information at its main corporate facility in San
Francisco.

Although the burglary occurred in September 2005, Paymap only recently became aware of the potential
data security breach, when they were contacted by the U.S. Postal Inspector. In the course of an ongoin
investigation, local police and postal inspectors confiscated a number of stolen items, including the Paynap
computer disks. Paymap immediately began an internal investigation 10 determine if a data security breach
occurred, and the extent thereof. Paymap then notified First Horizon Mome Loan of the situation.

We wanted 1o natify you promptly so we ¢an help you take immediate action 10 respond 10 any improper
use of this information. We apologize for any inconvenience this mater may cause and encourage your
vigilance in all your financial marers during the next twelve to twenty-four months. In addition, it is in
your best interest 1o:

o Monitor and review your bank account and immediately report any unauthorized withdrawals or other
unauthorized activily to your banking institution.

o Place a fraud alert on your credit files. A fraud alert is a consumer statement added to your credit
report.  This statement alens creditors of possible fraudulent activity within your report as well a;
requests that they contact you prior 10 establishing any accounts in your name. Once the fraud alert is
added 1o your eredit repor, all creditors should contact you prior to establishing any account in your
name. You can place a froud alert on your files and receive a free credit report by contacting any of the
three nationul credit reponiing agencies listed below. Ongce the fraud alert has been placed with an
ageacy, that agency will send a notification 1o the other two credit reporting agencics.
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Experian Equifax TransUnion
888-397-3742 800-525-6285 800-680-7289
www.cxperian.com www.equifax.com www.transunion.com

o Periodically obtain credit reports from the nationwide credit reporting agencies (available at no cost to
you at www.annualereditreport.com) and review them carefully. Look for accounts that you did not
open. Look for inquiries from creditors that you did not initiate. And look for personal information,
such as home address and Social Security nurber, that is not accurate. If you see anything that you do
not understand, immediately call the credit reporting agency at the telephone number listed on your
report.

To further assist you in detecting any misuse of your information, Paymap is offering you a free one-ycar
membership in a credit monitoring service provided by Equifax. Equifax Credit Watch™ Gold with 3-in-1

understand the content of your credit file at the three credit reporting agencies. The service will alsa
provide you with automatic notification of key changes to your credit files from any of the three agencies,
wireless and customizable alerts, free 3-in-1 Credit Report, unlimited Equifax Credit Reports™, $20,000 in
identity thefi protection with $0 deductible (certain limitations and exclusions may apply), and 24-by-7 live
agent Customer Service 10 assist you in understanding the content of your Equifax credit information and 1¢
provide personalize identity theft victim assistance and in initiating an investigation of inaccurau
information,

How 1o Eproll

Equifax has a simple Imtemet-based verification and enrollment process,

Visit: www. myservices.equifax.com/iri

o Step 1 - Registration: complete the form with your contact information (name, address, telephone #,
Sacial Security Number, date of birth, e-mail address). The information is provided in a secured
environment.

o Step 2 - Verify Your ldentity: Equifax will verify your identity by asking you up 10 two security
quesuons.,

o Step ) — Order Symmary: During the "cheek owt” process, provide the following promotional cade-
PMY-1508251906 in the “Enter Promotion Code” box. (case sensitive, no spaces, include dash.) Afte:
entering your code press the “Apply Code” button and then the “*Submil” button at the bottom of the

age.

) gtcn 4 - Go to thc Member Center: Under “Product List” select Credit Watch Gold with 3-in-:
Monitoring to access the product features.

1f you do not have access to the Intemnet or wish for any other reason 10 enroll in Credit Watch

by mail instead of the online service, please fill out the attached form and fax or mail it 10 th?
number/address listed on the form, You will also need the Promotional Code PMY-1508251906 1o enroll,
The deadline for enrolling in the free Equifax Credit Waich™ Gold with 3-in-1 Monitoring program is
Pecember 1, 2006.

For more information on identity thefl, we suggest that you also visit the Federal Trade Commission
Intemnet site al www.consumer,gov/theft or 1-§77.1IDTHEFT.

We understand that you may have concerns about this issue. To help, Paymap and First Horizon Home
Loan have cstablished a toll-free hotline that you may call with questions. That hotline number is 1-800-

519-1942.

We deeply rcgret this incident and any inconvenience that it may cause our customers. Consumer dala
protection is a high priority for Paymap and First Horizon Home Loan and we are actively working with
the appropriate law enforcement agencies 10 prosecute those responsible for this thefl to the fullest extent of
the law. We can assure you that we are evaluating our data security procedures to help prevent similur
incidents in the future.

Sincerely,
Kim Yowell, Senior Vice President
Servicing Manager
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EQUIFAX Equifax Credit Watch™ by Mail with 3-in-1 Monitoring
enlighten | enable | empower Enroliment Instructions

Complete all of the information below and mail or fax to receive your Equifax Cred t
Watch™ by Mail with 3-in-1 Monitoring.

: Plaau ‘43¢'& Black of Bliie pan and wrila your respon n PRIN TED CAPIT Al. E ERS wnhuuuouch the sldas ohhq bD nko the exampie: below, .
Wb ERE HE T K MN G P Ve QlEEHEHEES

Social Security Number Date of Birth

ey, eyt e e - Ty T

.{—-J.—-i:—|I - m — l J l ] J | S ,l | — II r _E;L_l\:iw,\,

Month Day Yeer

First Name M.L.

HEENEREEEENEEREREEN L]

Last Name JR, SR, I}, etc.

HENEEENEEENEEENEEEEEERRIEERE
Current Mailing Address

HNEEERIEENEEEEEEEEEEEEEEREERn

House Number Street Name

HENEEREEN

Apaniment Number / Private Mailbox

[TT T TTTTITIT I I TTI T I00] 11

City State Zip Code
Gender Daytime Tetephone Number Promotion Code

L] (LT OO T HTITTT  emy-

(MIF) Must Filt In to Obtain Prodct

Fair Credit Reporting Act

| authorize Equifax Consumer Services, Inc. ("Equifax") fo obtain my credit report and monitar my credit file at one ar more
consumer reporting agencies, as necessary for me ta receive Equifax Credit Watch™ (the "Service®). | understund that
Equifax cannot accep! avthorization from any person other than the individual joining the service and confirm that | am at
least 18 years of age and | am requesting my cwn personal informaltion. | understand that thers will be additional terms and
canditions included in the Service malerials that | will receiva, including without limitation additional provisions r;garding
canceliation rights, and mitations on Equifax's liability, and | will be bound by those terms and conditions .nless |
immediately cancel the Service upon receipt of the complete terms and conditions.

Signature (Required) Date E-Mail Address (Optional)

Please return this form by either:

EAX: MAIL:

1-888-729-0083 (toll-free) Equifax Consumer Services
P.O. Box 105496
Atlanta, GA 30348

ESNG3
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FIRST
E HORIZON.

HOMELOANS
P. Q. Box 191090

San Francisco, CA 94119

August 28, 2006

Re: Important Information Regarding Your Privacy and your Equity Accelerator® Program
Subscription

oA

We are writing to inform you of an incident that may have affected the privacy of some of your personal
non public information set forth below. The incident was the result of a burglary in September 2005 at 4
limited access storage facility belonging to Paymap Inc. Paymap collects and maintains your data under it:
contract with First Horizon Home Loan to provide processing and administrative services in support of
your participation in the First Horizon Home Loan Equity Accclerator® Program. We recommend thar you
revicw the information provided in this notice to protect yourself against any potential misuse of your
personal information,

Computer disks containing Equity Accelerator® subscriber information from the years 1999 through 200:
were among the items stolen, Information on the disks may have included your name, address, telephone:
number, Social Security number, Joan accoumt number(s), bank account information, a copy of your
sighature and copies of your voided or cleared persona) checks. To the best of our knowledge, the buralany
was commitied by a single individual who was not an employee of and is in no wuy connected with
Paymap or First Horizon Home Loan,

At the time of the burglary, Paymap’s search of the facility and its inventory gave no indication tha:
information reiated 10 you was accessed or stolen. Immediately afier discovery of the burglary, Paymap
took steps to secure the faciliry and further removed all potentially sensitive information Lo a more securs
area designated for storsge of personal confidential information at ils main corporate facility in San
Francisco, :

Although the burglary occurred in Scptember 2005, Paymap only recently became aware of the potentis!
data security breuch, when they were contacted by the U.S. Postal Inspector. In the course of an ongoiny
investigation, local police and postal inspectors confiscated a number of stolen items, including the Paymap
computer disks. Paymap immediately began an internal investigation to determine if a data security breach
occurred, and the extent thereof. Paymap then notificd First Horizon Home Loan of the situation.

We wanted 1o notify you promptly so we can help you take immediate action to respond 1o any improper

use of this information. We apologize for any inconvenience this manter may cause and encourage your

vigilance in all your financial matters during the next twelve 10 twenty-four months. In addition, it is j»

your best interest 10;

o Monitor and revicw your bank account and immediately report any unauthorized withdrawals or other
unauthorized activity 10 your banking institution. .

o Place a fraud alert on your credit files, A fraud alert is a consumer statement added 1o your credit
report.  This statement alens creditors of possible fraudulent activity within your report as well a3
requcsts that they contact you prior to establishing any accounts in your name. Once the fraud alent is
added to your credit report, all creditors should contact you prior ta establishing any account in your
name. You can place a fraud alert on your files and receive a free credit report by contacting any of ths
three national credit reporting agencies listed belaw. Once the fraud alent has been placed with an
agency, that sgency will send a notification to ihe othier two credit reporting agencies.

F-3n



Aug-31-2006 08:18 From- ' T-728 P 008/013  F-31!

Experian Equifax TransUnion
888-397-3742 800-525.6285 800-680-7289
www.experian.com www.equifax.com www.transunion,com

o Periodically obtain credit reports from the nationwide credit reporting agencies (available at no cost to
you at www .annualcreditreppri.com) and review them carefully. Look for accounts that you did non
open. Look for inquiries from creditors that you did not initiate. And look for personal information.
such as home address and Social Seeurity number, that js not accurate, 1f you see anything that you do
not understand, immediately call the credit reponiing agency at the telephone number listed on your
lCPOﬂ.

To further assist you in detecting any misuse of your information, Paymap is offering you a free one-ycar
membership in a credit monitoring service provided by Equifax. Equifax Credit Wateh™ Gold with 3-in-1
“Manitoring Wil provide you with an “early waming system” w-changes to-your-credit-file and helpyou ¢ —— oo o
understand the content of your credit file at the three credit reporting agencies, The service will alsa
provide you with automatic notification of key changes to your credit files from any of the three agencies.
wireless and customizable alens, free 3-in-1 Credit Report, unlimited Equifax Crudit Reports™, $20,000 i
identity thefi protection with $0 deductible (certain limitations and exclusions may apply), and 24-by-7 live
agent Customer Service 1o assist you in understanding the content of your Equifax credit information and t¢
provide personalize identity theft victim assistance and in initiating an investigation of inaccurat

information.

How to Enrol]

Equifax has a simple (ntemet-based verification and enraliment process.

Visit: www.myservices.cquifax.com/iri

o Step ) — Repjsiration: complete the form with your contact information (name, address, telephone #,
Social Security Number, date of birth, é-mail address). The information is provided in a secure
environment.

o Step 2 — Verify Your Identity: Equifax will verify your identity by asking you up to two security
questions.

o Step 3 — Order Summary: During the "check out” process, provide the following promotional code.
PMY-1333978704 in the “Enter Promotion Code™ box. (case sensitive, no spaces, include dash.) Afie-
entecing your code press the “Apply Code” burton and then the “Submit” button at the bonom of thi
page.

o Step 4 - Go to _the Member Center: Under “Product List” select Credit Watch Gold with 3-in-’
Menitoring to access the product features,

1f you do not have access to the Internet or wish for any other rcasen 1o enroll in Credit Waich

by mail instead of the online service, please fill out ihe attached form and fax or mail it 10 th:
number/address listed on the form. You will also need the Promotional Code PMY-1333978704 to enroll.
The dcadline for enrolling in the free Equifax Credit Waich™ Gold with 3-in-1 Monitoring program is
Dceember 1, 2006,

For more information on identity thefi, we suggest that you also visit the Federal Trade Commission
Internet site at www.consymer.gov/theft or 1-877-IDTHEFT.

We understand that you may have concems about this issue. To help, Paymap and First Horizon Home
Loan have established a toll-frce hotline that you may call with questions. That hotline number is 1-800-
519-1942. '

We deeply regret this incident and any inconvenicnce that it may cause our customers. Consumer dala
protection is a high priority for Paymap and First Horizon Home Loan and we are actively working with
the appropriate law enforcement agencies 1o prosecute those responsible for this theft to (he fullest extent of
the law. We can assure you that we are evaluating our data sccurity procedures to help prevent similur
incidents in the future, '

Sincerely,

Vom W

Kim Yewell, Senior Vice President
Servicing Manager



Aug-31-2008 08:18 Fram~ T-728  P.010/013  F-311

EQuIrax Equifax Credit Watch™ hy Mail with 3-in-1 Monitoring
enlighten | enable | empower Enroliment Instructions

Complete all of the information below and mail or fax to receive your Equifax Crediit
Watch™ by Mail with 3-in-1 Monitoring.

Pl.a:c use & Black or Blup En and write your rasponsss in PRINTED CAP(TAL LET TERS wuhou( tnucm@?a the slda rh bo xes like ihe amm@ks bulaw

BB UM NE PG RERY Bl

Social Security Number Date of Birth
1 e S I I B O O D O O Y I A [T/l [ TT]
Montn Year e —
First Name Ll
HEEEREENEEENEREEEEN []
Last Name JR, SR, 1ll, ete.

HEEEENEEEEREERR l] HEEENIEEEE
Current Mailing Address

HEEEER BN EEEEEN

House Number Street Name

HENEEREEN

Apartment Number / Private Mailbox

HEEEEEERNNEEREEEEEEEIEEEEREED

City State Zip Code
Gender Daytime Tetephone Number Promotion Code

[] (1LI)CLTHITIT] Pwmy-

(M/F) Must Fill in to Obtain Product

Fair Credit Reporting Act

I authorize Equifax Consumner Services, inc. ("Equifax”) to obtain my credit report and monitor my credit file at one or more
consumer reporting agencies, as necessary for me to receive Eguifax Credit Walch™ (the “Service”), | undersiand that
Eguifax cannol accept authorization from any person cother than the individual joining the service and confirm tha! | am at
least 18 years of age and ) am requesting my own personal information. | understand that there will be additional trms and
conditions included in the Service materials that | will receive, including without limitation additional provisions rzqarding
cancellation righls, and limitatians on Equifax's liability, and ) will be bound by those terms and conditions unless |
immediately cancel the Service upan receipt of the camplete terms and canditions,

Signatyre (Required) Date E-Mail Address (Optional)

Please return this form by either:

EAX: MAIL:

1-888-729-0083 (toll-free) Equifax Consumer Services
P.O. Box 105496
Atlanta, GA 30348

ESNG3
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FIRST
E HORIZON.

HIOME LOANS
P. O, Box 191090
San Francisco, CA 94119

August 28, 2006

Re; Important Information Regarding Your Privacy and your Equity Accelerator® Program
Subscription

oo

We are writing to inform you of an incident that may have affected the privacy of some of your personal,
non public information set forth below. The incident was the result of a burglary in September 2005 at o
limited access storage facility belonging to Paymap Inc. Paymap collects and maintains your data ynder it
contract with First Horizon Home Loan 1o provide pracessing and administrative services in suppon of
your participation in the First Horizon Home Loan Equity Accelerator® Program. We recommend that you
review the informarion provided in this notice to pratect yourself against any potential misuse of your
personal information.

Computer disks containing Equity Accelerator® subscriber information from the years 1999 through 2002
were among the items stolen, Information an the disks may have included your name, address, telephone
number, Social Sccurity number, loan account number(s), bank account information, a copy of your
signature and copies of your voided or cleared personal checks. To the best of our knowledge, the burglar,
was committed by a single individual who was not an employee of and is in no way connected with
Paymap or First Horizon Home Loan.

At the time of the burglary, Paymap’s search of the facility and its inventory gave no indication tha.
information related 1o you was accessed or stolen. Immediately after discovery of the burglary, Paymay:
taok steps to secure the facility and further removed all potentially sensitive information to a more securs
arca designated for storape of personal confidential information ar its main corporae facility in Sar
Francisco,

Although the burglary occurred in September 2005, Paymap only recently became aware of the potentia.
data security breach, when they were contacted by the U.S. Postal Inspeetor. In the course of an ongaing;:
investigation, local police and postal inspectors confiscated a number of stolen items, including the Paymay
computer disks. Paymap immediately began an internal investigation to determine if a data security breach
occurred, and the extent thereof. Paymap then notified First Horizon Home Loan of the situation.

We wanted to notify you promptly so we can help you take immcdiate acrion 1o respond to ary improper

use of this information. We apologize for any inconvenience this matter may cause and encourage your

vigilance in all your financial matters during the next twelve to twenty-four months. In addition, it is in

your best interest 1o0:

o Monitor and review your bank account and immediately report any unauthorized withdrawals or other
unauthorized activity to your banking institution,

o Place a fraud alert on your credit files. A fraud alert is a consumer sfatement addcd to your credi
report. This statement alerts creditors of possible fraudulent activity within your report as well as
requests that they conract you prior 10 establishing any accouats in your name, Once the fraud alert is
added 10 your credit report, all creditors should cantact you prior to establishing any account in your
name, You can place a fraud alert on your files and receive a free crediv report by contacting any of the
three national credit reporting agencies listed below, Once the fraud alen has been placed with an
agency, thul ugency will send a noiification 1o the other twa credit reporting agencigs.
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Experian Equifax TransUnion
§88-397-3742 §00-525-6285 B00-680-7289
www.experian.com www.cequifax.com WWW.transunion.com

o Periodically obtain eredit reponts from the nationwide credit reporting agencies (available at no cost ¢
you at www. annualcreditreport.com) and review them carefully. Look for accounts that you did noi
open. Look for inquiries from creditors that you did not initime. And look for personal information,
such as home address and Social Security number, that is not accurate. If you see anything that you do
not understand, immedizaicly call the credit reporting agency at the telephone number listed on your
report.

To further assist you in detecting any misuse of your information, Paymup is offering you a free one-year

_membership in a eredit monitoring service provided by Equifax. Equifax Credit Watch™ Gold with 3-in-)

Monitoring will provide you with an “early wamning sysiém 1o changes to"your credit file and helpyou tv—

understand the content of your credit file ar the threc credit reporting agencies. The service will alsc
provide you with automati¢ naotification of key changes 10 your credir files from any of the three agencies
wireless and customizable alens, free 3-in-1 Credit Repon, unlimited Equifax Credit ReportsT™, $20,000 is
identity theft protecrion with $0 deductible (cerain limirations and exclusions may apply), and 24-by-7 live
agent Customer Service o assist you in understanding the cantent of your Equifax crediv information and ti:
provide personalize identity thefi victim assistance and in initisting an investigation of inaccurat:
information.

ow to Enroll

Equifax has a simple Internet-based verification and enrollment process.

Visit: www. myservices.equifax.com/trj

o Step 1 - Regisyration: complete the form with your contact information (name, address, telephane #,
Social Security Number, date of birth, e-mail address). The information is provided in a sccureil
¢nvironment.

o Step 2 = Verify Your Identify: Equifax will verify your identity by asking yau up to two securitv
questions,

o Step 3 ~ Order Summary: During the "check out” process, provide the following promotional code:
PMY-480903145 in the “Enter Promotion Codc” box. (case sensitive, no spaces, include dash.) ARer
entering your code press the “Apply Code" button and then the “Submit” button at the bottom of th:
page,

o Step 4 - Gig to the Member Center:  Under “Product List” select Credit Watch Gold with 3-in-|
Monitoring to access the product features,

If you do not have access 1o the Internet or wish for any other reason 1o enroll in Credit Watch

by mail instead of the online service, please fill out the aftached form and fax or mail it 1w the
number/address fisted on the form. You wil) also need the Promotional Code PMY-480903145 10 enrol!.
The deadline for enrolling in the free Equifax Credit Watch™ Gold with 3-in-1 Monitoring program is
December 1, 2006.

For more information on identity theft, we suggest that you also visit the Federal Trade Commissicn
Internet site at www.consumer.eov/theft or 1-877-IDTHEFT.

We understand that you may have concerns about this issue, To help, Paymap and First Horizon Home
Loan have csiablished a tol)-free hotline that you may call with questions, That hotline number is 1-801)-
5)9-1942,

We deeply regret this incident and any inconvenience that it may cause our customers, Consumer dala
protection is a high priority for Paymup and First Horizon Home Loan and we are actively working with
the appropriate law enforcement agencies to prosecute those responsible for this thefi to the fullest extent nf
the law. We can assure you that we are evaluating our data security procedures to help prevent similar
incidents in the future.

Kim Yoweil, Senicr Vice President
Servicing Manager
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EQUIFAX Equifax Credit Watch™ by Mail with 3-in-1 Monitoring
enlighten | enable | empower Enroliment Instructions

Complete all of the information below and mail or fax to receive your Equifax Creclit
Watch™ by Mail with 3-in-1 Monitoring.

Pleuse uas a Black or Blue pen Bnd wrils your s spo s: 5 in R| 'TEQ CAPITAL LETTERS without touching the sides of the boxes like the sxample 3 below. .
WHeBERER DK MN R R EICEEEERIER
Social Security Number Date of Birth
R L0 ey 8 5 S 0 5 T By By
Month Year
First Name M.I.
HEREREEEEREEREREREE ]
Last Name JR, SR, lil, ete.

HEENENEEENEEEEEEREEEEEEEEEE

BEEEREIEEEEEE 1II1J1JAFITIIITI

House Nymber Street Name

HEEEREREE

Apartment Number / Private Maitbox

HEEEEEEEENEEEEEEEEE EEEEEREn

City State Zip Code
Gender Daytime Telephone Number Promotion Code

[ ] L) LT HTITT)  pMmy-

(M/F) Must Fill In to Obtain Product

Fair Credit Reporting Act :

| suthorize Equifax Consumer Services, Inc. ('Equifax’) 1o oblain my credit report and monitor my credit file at one or more
consumer reperting agencies, as necessary for me to receive Equifax Credit Watch™ (the “Service"). | undersiend that
Equifax cannot accept authorization from any person other than the individual joining the service and confirm tha. | am at
least 18 years of age and | am requesting my own personal information. | understand that there will be additional t¢tms and
conditions included in the Service malerials that | will receive, including without limitation additiopal provisions r2garding
cancellation rights, and limitations on Equifax’s liability, and | will be bound by those terms and conditions unless |
immediately cancsl the Service upon receipt of the complete terms and conditions.

Signature (Required) | Date E-Mail Address (Optional)

Please return this form by either:

EAX: MAIL:

1-888-729-0083 (toll-free) Equifax Consumer Services
P.O. Box 105496
Atianta, GA 303438
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